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B 7 X DR ERGNATIAT (NIST) DOMEFIES(CRAITIZRELLTO>T I~
NIST-PQC (post-quantum cryptography)
B MEFESOHRAB/BZL VI IVILEUT. 4FENEE - 4FEHRound 4(THEH

. Selected - Round 4
HSES FESHES J\Y >
CRYSTALS- CRYSTALS Classic BIKE SIKE SPHINCS+
KYBER -DILITHIUM McEliece
FALCON e

o ZEDO]REMEN b DI FSESAICER
“Although Classic McEliece is widely regarded as secure, NIST does not anticipate it being widely

used due to its large public key size. NIST may choose to standardize Classic McEliece at the
end of the fourth round.” *NIST PQC Forum 2022/7/6
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SVP Challenge (#&F) 2013 ~

HALL OF FAME

Decoding Challenge (F5) 2019 ~

SIKE Cryptographic Challenge
(FIESHR) 2021 ~

Syndrome Decoding Problem

ndrome Decoding problem for random binary linear codes.

Given integers 1, k, w such that k < nand w < n, an instance of the problem
y-check matrix H € ]Fg"ik)xn and a vector 8 € ]Fg*k (called the syndrome). A
ttor e € Fy of Hamming weight < w such that He™ =s.

Position Dimension £uclidean o .4 Contastart Solution  Algorithm 5“:("5‘- AFZZ"‘;’: on instances with code rate R = 0.5, that is n = 2k. We will choose a weight w
. 50 - . L. Ducas, M. Stevens, W, van . o 021 e -Varshamov bound: w = [1.05dgy]. The matrix H and the syndrome s are
Hosen e this context, with very high probability there exists a vector e of weight < w
e L. Ducas, M. Stevens, W. van s 2021
2 178 3447 0 Woerden vec Sieving 02-g 102725
cas, M. Stevens, W. v 2
3 176 3487 0 L-iDuces [f,o?r:;“' ravan vec Sieving fgf 1.04411 . o
iy 2 ces with cryptographic size are assumed to be out of reach, so we propose
L. Ducas, M. Stevens, W. van R ' 2020- . - . .
4 170 3438 0 Woerden vee Sieving 05-17 104690 e to see how hard this problem is in practice. The Low-weight Codeword
5 158 3240 0 Sho HBE:E:\;FEJM:‘(O‘ Wang, vec Sieving 5?3212 1.02311 broach: instances of fixed cryptographic size but where the goal is to make w as
L. Ducas, M. Stevens, W. van . . 2019- p
6 157 3320 0 Wockden - vec Sieving 0520 104906
7 156 3219 0 Sho HaEi@:\rsF‘u;mf:kO‘ Wang, o Sieving 52221’ 1.01986 nces are generated using a Python script. This script takes as input the length of
M. Albrecht, L. Ducas, G. Herold, E.
8 155 3165 0 Kishanova E. Postlethwaite, M. vec  Sieving  20'8 100803

Submit your solution

Hall of fame

Download instances

Instance generator

Format of instances

A list of instances with seed 0
(indexed by length)

Tooltips give an indication of complexity.

Copyright(C) 2022 KDDI Research, Inc. All Rights Reserved.
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SIKE Cryptographic Challenge

CHALLENGE DESCRIPTION

Isogeny Key ion (SIKE) is a candidate algorithm for the upcoming post-quantum cryptography standard. It was proposed by a collaboration of researchers
and engineers from across the globe.

The SIKE Cryptographic Challenge invites researchers from across the globe to attempt to break the SIKE algorithm for two sets of toy parameters, and to share their findings with
Microsoft. Qualified submissions are eligible for an award of $5,000 USD for the solution of the smaller instance and an award of $50,000 USD for the solution of the larger instance.

This challenge is subject to these terms and those outlined in the Microsoft Bounty Terms and Conditions.
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Syndrome Decoding Problem (SDP)

ASD : B, k,w. 1T5IH € F M EB KU ML s € FI*
7] He = sZim/29 2T KL e € F}

eeU. wt(e) =w

n
k
w

8
4
3

h,

o O o

U2 NOANON WY I/

h, h; h, hs he h; hg

o 1 0 0 O 1
1 1 1 0 1 O
1 0 1 1 1

0O 0 1

1
1
0
0

s . N2

e = 01110000
(FpEE5R)

0o 1
T P [BRIBRT MLORE

w=3

ﬁ SDP(n, k,w)EE <

> TEE (CEERDEED &R

(Vr‘l/) ~ pnH(w/n)
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B |SD: #REAAER - #HAHFEDE R (CED <SDPDKAR )L T X LDFEFR

B RAEXRTIHISDOFRTEAS v —1RLLFD6FEZHE

Prange [Pra62]

Dumer [Dum91]
May-Meurer-Thomae [MMT11]
Becker-Joux-May-Meurer [BJMM12]
May-Ozerov [MO15]

Both-May [BM18]
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1962
1991
2011
2012
2015
2018
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20.112n
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ISD Framework B ISDDETE=(Work Factor) :
o —EOERICOITDIHFGKINZE P 1
« —[ElDloopDEtE= : T 1
—— P WE=T/P HOREEE
loo 7
P pE . BAIIST, POMERZISDODETIND
1
h, h, hy h, hs h, h, hs h, h, 0
e R-1p 1 0 1 O O O 0 O 1 1 0
o 1 1 1 O . 1 1 0 O 1
permutation

O 0 1 0 1 O 0 1 0 1
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B Prange(3#EXR(I1T10OT . sDOE

= a"%ﬁﬁ;b\

B wt(5) = widb5e < (0,8). e <R éb\ﬁflt

ISD Framework

.

—> R < random permutation

loop ﬁ'—"Fan
1/P =
times e « Search(Q s)

Vel

_ EEHw

o>
e

o)
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—EoRECORRNEP = [+
ISD Framework ™)
| B Prange®WF = n(n — k) &

R < random permutatlon
k n—k

loop

ﬁqzn)l.. B
1/P Ih= N
times e < Search(Q s) n—k Q \k o
- Wt(e) — |
QlDe=s

e — R 1e

W)

o
()
%)/

BEHw
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B J X hZEE(BirthdayDecode)Z AU\ TWF%Z Hl &
B JAREEDESH., HZIRDKDICEH

ISD Framework

.

—> R < random permutation

:

tlir/nPes e « Search(Q, s)

loop

k+7¢

Q

h& . p

Q:
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B Q DEE¥NDNHSp < w/2RDEWZ LITZ1T0N. 2DDUR MLy, L, ZHEEE
L IJZ F(&"pﬁ”@'fﬁ%el (ez)tXORd)%:IE%Qlel (Q162 + ./S\'[f] )%ﬁj:%
ISD Framework L, = {(e1,Q:e1) | e; = (a,0),a€l}
! L, = {(e2, Qie,+ 3 ) | €2 =(0,@),a €1},
— R « randompermutation ] = {a = ]FZT Wt(a) — p}
tir/nes EIIN RN
€1 €;
‘\ k+¢ T n—k—+*
e — R 1lg & Ql &\\ 0 £
— —  G(HR)
p5ll QZ p3l n—k—2
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m XL, L,ZZEE(BirthdayDecode) n—k—+Ew NOWRE
® Q.,e; =Qqe; + 5 I
B wt(Qy(eq + ep) + Sppr1n—k) =W — 2p7IRSHE L, Qiles +e;) =3
ISD Framework / \
; Ly L,
T ]
G(HR) 5§« Gs €1
loop I%Mﬁﬁ k+¢ n—k—+¢
in \
times
\ \ \wo !
- \
p5il pﬁ'J \ L
e Qz § n—k—+*
é [\ NN
p p w—2p
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B JJHU X hZ4(CIBYP LU TN —2Z1TD
B <Y —BF(CHEIZRIF (split representation)z FI
B HIIERODKD (CEHR

ISD Framework

y
Ql fl
T 3 o— ;.
ESSYIH
o ) QX — G(HR)
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B QDEAFDMSp/ 25 DEA LITZITVN 4DDYUR NLy1, Lig, Ly, Ly ZHEE

Lll L12 L21 LZZ
BT ] EEN (S]] [ T3]
ell 812 821 822
Ql ‘81
Q, 0 £,
p/25 p /25
Qs n—k—+¢
k+t n—k—¢
2

Copyright(C) 2022 KDDI Research, Inc. All Rights Reserved. 1 9/47
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B ADDIANZQ e, = Qe12(Q121 = Q1€ + §[€1])7&5ﬁ733_315(z7—9‘

Qe =0 Ly L, Qiez =S¢y
e, X XY e, 'S §
Ll]— L12 L21 L22
ET ] IR [T ] [T
ell 812 821 822
Ql ‘81
Qz 0 {2
p/25 p /25
Qs n—k—4¢
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L ZDODIJZ I\%Qzel — Qzez + g[g1+1’g1+g2]%5ﬁ7::§_d:5(:7_:/“ -> Qg@*ﬁEIE

Q(e1 + €3) = 8o, 41,0,+2,]

Lo
Q:e; =0 Ly ANAN L, Q€2 = 5[]
- e, +e, =
e [ 1YY e, NI §
Lll L12 L21 L22
T ] [ IY] [T ] LT
€11 €1o €21 €22
Q4 &
Q 0 £
p/ 25 p/25
Qs n—k—+
e
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B May-Meurer-Thomae (MMT) OWF MDDi

2 ~
Hp = ((k+lf)/2) (T\tv——kz_lf) L, Q:(e; +e;) = S[e1+1,61+¢5]
() )
v Q,e; =0 L4 ANAN L, Qie; = Sy
e, +e,
. SN FY Y
(WEID" 1" eDX(Cp, p,w — 2p THTR I DIER) © “2
MBI ERD Ly L., Ly, L.,
L1117
B 7 =n(n— k) + Ly | +max (|Ly |, 2E-) S Y s Y vt R W B
; L |2 €11 €12 €21 €77
(et D)2 +max | |L4], %2 ,
| 11| - ( p/z [ | Ql 0 1
L2 Q. 1P
L] = max(l, 21;1 ) p /25 p/25
E n—k—¢
mWF =T/P 7
p/2  p/2 P w—2p
p
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B MMT%&/\S XA —SpllB LTzt

L
mERU X NDEH(C mEE :
VAR it L NIY] Ly
B ENEHIFRBRDY—THEHEHEIND e, + e,
(e, e, DEIUMIED 1"Ie =e; +e, C LN e, N IN
1+1=0&72D)
L11 L12 L21 L22
B MMT &8 Uk IhHESR P €1, €1, €, e,s
B DERIHDMMTEDENTULSZH.
FIRE(C LD TIIMMT L D/INE LW gl 0 jl
2 2
p/2 + €5l p/2 + €5l
Qs n—k—¢
e \ \
p p
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BRS1DURX MDY= D (CEir{EiZE(NN: Nearest Neighbor)Z{ES

B MMTOGZE=ZZXD NN for weight n — k — ¢

® hi=tt =008 Qe =0 L, &> I, Qie; =5y
| Q261 thez + ./S\'[g+1n k] (:;(:I-L/t e ST e, ST
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8 Both-May (BM) MDD

B 2TDOERESDURADV—>(C&EA5ZE(Nearest Neighbor)Z{#ES

B CCCIIRT2ZZERD . szN y (st +510)
S

mES2 5 1DY—2 WiQie) =w, L, [, o T
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B RS- 0DN— ) fi ¥ Lz Loy ¥ Lz

Q.S U TCEHW — 2p — w, ([CX ULTNN T, [ N I PR B N

(EH§(:Q:{®EE%W1 — Wz%%ﬁ_%) €11 €12 €21 €22

k 7 n—k
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I Syndrome Decoding Estimator (SDE) Moo

BARIRSDPA > XA > ASDP(n, k,w) ([CX UTCISDDOESTEERHET I DI TOT S
. ;nit(gb\<jb\@SDEb\}E7ﬁ [EB22,BB+19,HS13,Pet10]
B 5TEsserS(C kD TIRESIN/ZSDE [EB22)% > TAE VIO tESfET = £

Prange [Pra62] — 1962 20.121n

Dumer [Dum91] — 1991 20.117n
May-Meurer-Thomae [MMT11] MMT 2011 20-112n
Becker-Joux-May-Meurer [BJMM12]  BJMM 2012 20-102n
May-Ozerov [MO15] MO 2015 20.0953n

Both-May [BM18] BM 2018 20.0885n
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B TSRO —H (2021F HK5RAFH5T CH D TZSDP1 > X T X)
B SSERE (XEVRHRISD) A EhnbstEs

B ENAEtE=TIEARETHD D 2RISDOFEMIBWFH IR 2B XTI T ER
SDP(SOO 250,61) (BEL & : 2%3)

7T T T T T T

Dumer

o MMT

:Z s Prange VAR
S5 i Dumer 20-417m
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§ BHISDFILTUZL Wi
B KAUWRIRSDPZAESE 9 B (C(FiF 7))L T U X L wiE
B |SDEAZISEEEBFE(instance) & —BPOARERLIEZ M5 {E(intra) 9 DFENFIE

instance parallel

ISD Framework

—

v
R < random permutation

(Q|I) = G(HR) , § « Gs

intra parallel
e « Search(Q, s)

FPGA Stern Attack [HZP14] FPGA intra

Parallel MMT/BJMM [EMZ22] CPU instance

Multiparallel Dumer [NFK21]  GPU intra
Multiparallel MMT [NFK22] GPU intra
WF = T/P

® Instance parallel
® T:/\ P:/\
® Intra parallel

®@T: K. P: K
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B Multiparallel MMT MDDi

B 4FE I Q.(eq +e3) =5, 44,1
o HEEDATVWIRNDI—SNEE TG :
® AEUHIRDIZEHL,{, L, DIHZIEE Ly L,
o Y—>HF(CIERAAIE GREEETAH) =N e, AN e, SIS
L11 L12 L21 L22
— —_ B [ [T] BRI [ T4]
| C++&CUDAT\\%§ (/.L\\E:ﬁ%L—E) €11 €1o €71 €,-
Ql ’gl
2, 0.,
p/25! p/25\
Q; n—k—2~¢
e
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I Multiparallel MMTDREE&FER Mo

B SEERIRIS
® GPU: NVIDIA Tesla V100
® CPU: AMD Ryzen 9 3900

B\ HERDEEAD
it S S —

SR (LD | 16 | 1 | t0s | 262168 (max)

T (ms) 3005.55 402.37 57.14 1.63
EE L 1840.40 246.38 34.99 —

m SDP(SSO 275 67)(:$(¢©“5§+"’“H%Faﬁa>ﬁﬂﬁ1 - BRiE) VS A —4
P
MMT (fﬂf?']ﬂ L) 872.13
Multiparallel Dumer 21.75 5.9 3 18 — —
Multiparallel MMT 3.69 — 4 26 8 18
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I Multiparallel MMTDREE&FER Moin

B SDP ChallengeDf#ia R -

Tesla V100 1&357z D HAFHE m SRR DRI

SDP(510 255,62) 153.6 days 24.7 days
SDP(530,260,65) 219.8 days 4 12.5 days
SDP(540,270,66) 461.5 days 22 79.44 days
SDP(550,275,67) 1350 days 4 13.03 days

« Multiparallel MMTDOXEUJERZE : £J300 [MB]

B McEliece ChallengelC P+ B A5t ls R DEAFE

SDP(n, k,w) Parallel MMT/BJMM [12] w/ Multiparallel MMT w/

4 AMD EPYC 7742 CPU 4 Tesla V100 GPU
(512 threads)

SDP(1284,1028,24) 37.47 days 158.22 days
 Multiparallel MMTDOXEUERZE : £916.5 [GB]
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Length Weight Authors Algorithm Date Details
Shintaro Narisada, Kazuhide Fukushima, and Shinsaku Kiyomoto 2022-02- See
23 details
Shintaro Narisada, Kazuhide Fukushima, and Shinsaku Kiyomoto 2022-02- See
01 details
Shintaro Narisada, Kazuhide Fukushima, and Shinsaku Kiyomoto 2021-10- See
27 details
Shintaro Narisada, Kazuhide Fukushima, and Shinsaku Kiyomoto 2021-09- See
19 details
500 59 Greg Meyer Dumer 2020-07- See
27 details
490 59 Greg Meyer Dumer 2020-08- See
01 details
480 59 Greg Meyer Dumer 2020-07- See
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Goppa McEliece Challenge

Home Generic problems ¥ NIST-like problems ¥ Documentation Contact

Syndrome Decoding in the Goppa-McEliece Setting

Hall of Fame

Length Weight

1284 24
1223 23
1161 22
1101 21
1041 19
982 20
923 19

Authors

Andre Esser, Alex May and Floyd Zweydinger
Andre Esser, Alex May and Floyd Zweydinger
Shintaro Narisada, Kazuhide Fukushima, and
Shinsaku Kiyomoto
Anders Nilson
Shintaro Narisada, Kazuhide Fukushima, and
Shinsaku Kiyomoto

Noémie Bossard

Valentin Vasseur

Algorithm
MMT variant

BJMM/MMT variant

Dumer

Multi threads Dumer4, Gregory Landais impl.

Dumer

Mutltithreaded Dumer4, Gregory Landais original

implementation

Dumer

Copyright(C) 2022 KDDI Research, Inc. All Rights Reserved.

Date

2021-08-
16

2021-05-
10

2021-01-
10

2020-08-
14

2020-08-
1

2020-07-
02

2020-03-
17

Details

See
details

See
details

See
details

See
details

See
details

See
details

See
details
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B
1. B=
2. BEMELIY RO—LAESRIE (SDP)
3. @HHInformation Set Decoding (ISD)
Prange
Dumer

May-Meurer-Thomae (MMT)
Becker-Joux-May-Meurer (BJMM)
May-Ozerov (MO)

Both-May (BM)

4. Syndrome Decoding Estimator
5. MiFNSDI7)LIUX A

2

7. £& - S1EDRRE
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I &FInformation Set Decoding Moo
B HHSDICEFIERI7ILT U X (GroveriZR, 2F A4 —JFER) & EH
B HHISDOEHLIRS SVDETEE
Prange [Pra62] 20-121n =-FPrange [Ber10] 20-0604n Grover
Dumer [Dum91] 20117n =FDumer [KT17] 20.0597n  Grover + QW
=7FDumer + NN [Kir18]  20059n  Grover + QW
MMT [MMT11] 20-112n =FMMT [KT17] P Grover + QW
BJMM [BJMM12]  20102n £FBJMM [KT17] Grover + QW
MO [MO15] 20.0953n _ _ _
BM [BM18] 20.0885n _ _ _

*QW: EF DA —TJEER (Quantum Walk)
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I EFInformation Set Decoding (ZFEli&HEH - BE)

Moun

KDDI Research

B OIS FISDOEFT — MoligDigk e~ 9 wmX bEH UL TLD

£t Prange [Ber10] 20.0604n
£FDumer [KT17] 20.05971n
&FDumer + NN [Kir18]  20.0595n
=FMMT [KT17] 20.0590n

EFBIMM [KT17]

[ECB+22,PBP21]
[LL22*]

* ARODEFDumer [KT17](FGrover + EF A4 — %175

[LL22J(FEF D A — T DEBDDHDEIEIBRLICTR D TH D TEIREFDumer®=EFOlFg(ERZEIR

Copyright(C) 2022 KDDI Research, Inc. All Rights Reserved.

Grover, AA Qibo [ECB+22]
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&FPrange [Ber10] Moo

_r_d)]:*%_c@ﬁq:u}bﬁkljjzp (7(111)) >} H{#}l/ j & : 1/P

B 1/PElDS >4 Iidpermutation(C¥ U T GroverifRZ1T5 Z & CT1/VPIfET
HERBY (CREMKRED
(w)

ISD Framework B = PrangeWF = n(n —k) (n—k)

w

Grover \1

y
o R < random permutation = k n—k
G(HR) 8§« Gs N i
loop

n—k
7 Q S

_ EBHw

W)

o
()
%)/

BEHw
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&FPrange®=F[blig [ECB+22,PBP21] Mo

KDDI Research

B GroverZ{T DHICFTEDIAREDERENE 1R
B 1/PEDS >4 Lidpermutation DEREDEZEDANDIIC, ([ ) DEREDEZRE
® Dicke State [21]ZfES om)T(,", )DERENEZBETED

B CDEREDEICH LT, EFY— M LETGroverfRER (permutation + I HEE - J\=
D EHDIERN B8 Boracle, diffusion) Z{TD

[ Row O.swaps. ... ._____] Row_(.additions .______ [ Row 1 swaps ____ e Row 1 additions _______ o-----Row 2 additions________ ‘
ISD Framework | —— B —
Grover 1 AU (P
] S
loop
1/P
times
AN N 24 N E AN ._|_|>|:I: _ﬁ
HOXHEEEDEFT — hEED—EB
e Rl
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EFDumer [KT17] - E¥MMT/BIMM[Kir18] - E¥MO/BM MDD

KDDI Research

B Zpermutation(CX U CGroverifZR = E1T
B GroverBREZRROAEMLIE - U CEF DA —JERZEN
B ERIRET DA TR - EFMEIRICEAT DRI SN TR

ISD Framework

Grover

Quantum
loop Walk Search X N
1/P m“\f ESSAL L
times \\\\&\4 /N A‘"‘ww

v
B

2N,

AN
111111 NN
011 T~ ,
NS

[}
AN;
Giiy=—=SW=Sve
DAt
U

ETDumerlCHITDIEFIA —DUER
(JohnsonZ S JDBEED S J L TOHER)
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SEFDumerDEPRNREFERE [LL22] (BFBirthdayDecode) Mooi

B Dumer®'J X DY —=’(BirthdayDecode)DEF 3 Z & F ) A4 — JIER TR
BHETDEIBZRZUMNMSESIVRVDTEATIEU R O —(TIFHMER IR0

B permutation /D HEZEZ1TID9 BiZHZBirthdayDecode 93 & (ETESD (TX)
® s = 1100(C*}9 BBirthday DecodedD=F" A —2[Oli& (1 step)

H =[1110,1011,0110,0101,1011,0111,1101,0011] S /TER
LOEEER L N Ll " LZ
.
L,O&ER L | €1 €,
| ] n
XORDAER L[ o S—D——D— f n—k | L0 H rrrrrrrrrrr
k ) ,\,H,\@I(\,)lfi\’c\w
A > (751) 0 w/25 w/25
= H SEENEEEEEEEE
T ; ) M —— ] C, = C; = 2|s){s| — I (diffuser)

1 /r >j IJ B4 j (ﬁﬁz—yl—(%*g) 2022 KDDI Rese :/j I\ ('ff}ﬂﬁ) 45/47




I SFBirthdayDecodeDiR:IEEER

B Qiskit CEIFEDEF I A4 —JERZEFER
B = FDumer T3/ < EFBirthdayDecode (permutation,J X HEEE L)
B > =73 —%_ETDecoding Challenge®&s/IN > X > ASDP(10,5,4) D&z (C kLD

s =01001, H = [10000,01000,00100,00010,00001,00101,11100,10110,11001,00001],w = 4
e; = 01100 e, = 01010, e=e; +e, = 0110001010

0.045
0.045 -
0.037
wv
K 0.030
= 0.030 1 0.028
® 0.023
= 0.020 0.020
& 0.018 ) .
0.016 0.016 do1e
0.014 oib 0.015
0.015 1 0013013 T A T b 6012 0.013
0.0D@DA0 b]m 00 00 000 00 pmpao 0O 001 om oo110 0011 0011 5
00008 0.008  oap7log
I ITIﬁ I | 1)) st |1|4’i” I ‘
0.000 0000 | 000 1 Joooo0 0000 0000000
- ‘ '~ Ay = - = L = =
I A;. o ‘~ 3 el - ,';- » x >
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f =0 - SoRE KDDH

> RO—-AESHE (SDP) &Mt 7))L T U X I (ISD)ZHBIT

B ISDOEREREEELUTCEZMHPIVIVXL (CPU - GPU « FPGA) BYER
B ISDORHBEMRIFCEAIT DIMATRERAESNTULD

B = FISDICDWTCIHEF (FEFEIIEEIRN A

B SEOFRA
® MMTLUEDHERISDZ)LT U X LDGPURESE - FPGASEE - ASICEERSE
o KNEMASTEED/NEWEHHISD - EFISDOHFTHFE
® Grover + 2EF¥ A4 —JJEXRICEDKEFISDOEFEIIEEL - OIRsTE=(CEAT DK
® )\ ULt (ternary, cyclic)DSDPICXT T iR 7)1 X LADFHFE ... etc
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+ [Pra62] E. Prange, “The use of information sets in decoding cyclic codes,”1962.

*  [Dum91] 1. Dumer, “On minimum distance decoding of linear codes,”1991.

« [MMT11] A. May, A. Meurer, and E. Thomae, “Decoding random linear codes in "O (20.054n) ,” 2011.

+ [BJMM12] A. Becker, A. Joux, A. May, and A. Meurer, “Decoding random binary linear codes in 2n/20: How 1 + 1 = 0 improves information set decoding,”2012
+ [MO15] A. May and I. Ozerov, “On computing nearest neighbors with applications to decoding of binary linear codes,” 2015

+ [BM18] L. Both and A. May, “Decoding linear codes with high error rate and its impact for LPN security,” 2018

. [EB22] A. Esser and E. Bellini, “Syndrome decoding estimator,” 2022.

+ [BBC+19] M. Baldi, A. Barenghi, F. Chiaraluce, G. Pelosi, and P. Santini, “A finite regime analysis of information set decoding algorithms,” 2019.

+ [HS13]Y. Hamdaoui and N. Sendrier, “A non asymptotic analysis of information set decoding.,” 2013.

+ [Pet10] C. Peters, “Information-set decoding for linear codes over F q,” 2010.

+ [HZP14] S. Heyse, R. Zimmermann, and C. Paar, “Attacking code-based cryptosystems with information set decoding using special-purpose hardware,” 2014
+ [EMZ22] A. Esser, A. May, and F. Zweydinger, “McEliece needs a break — solving McEliece-1284 and Quasi-Cyclic-2918 with modern I1SD,” 2022

+ [NFK21] S. Narisada, K. Fukushima, and S. Kiyomoto, “Fast GPU implementation of dumer’s algorithm solving the syndrome decoding problem,” 2021.

+ [NFK22] S. Narisada, K. Fukushima, and S. Kiyomoto, “Multiparallel MMT : Faster ISD Algorithm Solving High-Dimensional Syndrome Decoding Problem,” 2022.
* [Ber10] D. J. Bernstein, “Grover vs. McEliece,” 2010

+ [KT17] G. Kachigar, and J. P. Tillich, “Quantum Information Set Decoding Algorithms,” 2017

* [Kir18] E. Kirshanova, “Improved Quantum Information Set Decoding,” 2018

+ [ECB+22] A. Esser, S. R. Calderer, E. Bellini, J. |. Latorre, and M. Manzano, “Hybrid Decoding -- Classical-Quantum Trade-Offs for Information Set Decoding,” 2021
+ [PBP21] S. Perriello, A. Barenghi and G. Pelosi, “A Complete Quantum Circuit to Solve the Information Set Decoding Problem,” 2021

+ [LL22] G. Lancellotti, and M. Lodi, “Design of a Quantum Circuit for Quantum Random Walks on Johnson Graphs,” 2022

+ [BE19] A. Bartschi, and S. Eidenbenz, “Deterministic Preparation of Dicke States,” 2019

+ [CD22] W. Castryck, and T. Decru, “An Efficient Key Recovery Attack on SIDH (preliminary version)”, 2022
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IhEstES Moo

w Stirlingifif((i) ~ 20 yE AN TSN BISDORBIEH SR
(Hx)[FZMEL> ~OE—E2R)

max 200 forallk = cn, 0<c<1

B Full Distance Decoding tﬂﬁﬁ(iﬂé(x) ~ 2Nk i@ 72 9 SDPICXT U CEHMilic N D Z EHWZ 0N
® KFEXTHBIHFICHTSIRULE D Full Distance DecodingZ & X3

B Full Distance DecodingTCld. &Hw = H™1(1 — k) CTEE

B FESETENASTEEZRODDIARERDT, ERRIC(TETEHZ ALY Tmax 2¢O Dir{LHE
kDB (EAFIE0.01TlorL— TSR DEBEVIL EES)
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ﬁ’-“Fn}bﬁHPC
B0 : TR MY IPCICHEIELIETesla V100& 183, \
B U5 R : AWS P31 > X5 > X (p3.2xlarge)
JRT A — > R s
I T T
s 4ERE 2.22 [ms] 2.98 [ms]
B FSrEER(EO—)x4 or U572 Rx22 T SA \/ o=
B/ \—=357—>3>0FENEEURVKDHFEE I~ I~
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