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#HAD [EFES] (FFE(CIFERERNEZRIRBEODZIND TLVE

— BT Y7—[Wiesner70]. =T #EAc1X[BB84]

2000EtEEN SETEENTZERR [EFES ] ORFTHP LI DIRED

- EFIZY bXAZ MDMS00]. EFAHEEES[OUTO0,KKNYO05]. EF#4EFEIRES[BI15] etc.

2017-18(CMahadevSI(C KD T L —I X)L —
LSRN IEE (TEFRIELTLND
REEBETIIZTNSDOSBIEFICBEDOHITERLICEN T D
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Mahadev5I(CKDIT L —I RIL— T O

BFEIE (LWERIRE) HEFLIEAERE CTREITIOWEWVWDIREDT T

P 7Z3EH

: %?’&O)ﬁﬂﬂﬂ‘ﬁﬁﬂf [Brakerski-Christiano-Mahadev-

3 EL;&T&@*%EIE VaZ|ran|—V|d|ck18]

- EFTEHEREES

~TSA > RETEE

- =TFaTHOIRAE [Mahadev18b]
(FOCS18R R hR—)(—)

[Mahadev18a]

[Brakerski-Christiano-Mahadev-Vazirani-Vidick18]:
A Cryptographic Test of Quantumness and Certifiable Randomness from a Single Quantum Device, FOCS ‘18

[Mahadev18a]: Classical Homomorphic Encryption for Quantum Circuits, FOCS ‘18
[Mahadev18b]: Classical Verification of Quantum Computations FOCS "18

Copyright©2022 NTT corp. All Rights Reserved.



As@EDAS

1. MahadevdDEFETEDOHHIRFEDIR
2 . MahadevOD$IEDRIDIGH

3. WBFREIBEMMNHS DR (CEITT

Copyright©2022 NTT corp. All Rights Reserved.



ABEDODAS
1. MahadevD=FstEOHERIIOWNE

Copyright©2022 NTT corp. All Rights Reserved.



2 FT RO HRREE
. BTHEOELSZEM TR

p—

p—

« [Mahadev18b] : 45> kT 0O )= ERK
— M SIAENE U< 2T USIBEE 1
- RN & I EHERE B Y BHEEL S + negl
- BAATIMEIRE -
- BEMIT S —%Znegl(CHRIRND ?
— 4592 REDESERUOD ?
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WS DIRU + 50> REEEE[CCY20,ACGH20]NTT ©

- #2MIS—negl
— MahadevdD7'0O0 )L MFN (CHE DR UELT
— MFFEDIR U (C KD MHHARIR(E—M% (C (R DI 2R
— MahadevdDZ 0O b J)LDOEARMIRMEE Z LD
« EFSHLASOILEFTILTAS DO R-25 TR
— WREEFEDODAYE—>%Z)\V2 1BEOB N TESRZ D (Fiat-ShamirZii)
— 127> FE(EinstanceFFHRF (CHER DD THEZE L IEXIFEACGH20] (XH)

[CCY20]: Classical Verification of Quantum Computations with Efficient Verifier, TCC'20
[ACGH20]: Non-interactive Classical Verification of Quantum Computation, TCC'20
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FREIEHE

[ACGHZO] Y v .

=~
[

1 N
IEBA \ - l

- IRFIBEZHEF D TDAUNMREE TSR ! (designated verifier model)
- PBAREECIEEIRIENIEEIRE FEtE ORI O M JLIE ?

— [BM22[IEBNEFULICE D1 —URFTr v

— FHREICED <BRIFIEE (CEZERopen problem

[BM22]: Indistinguishability Obfuscation of Null Quantum Circuits and Applications, ITCS'22
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REEDFHER(E[CCY20,BKLMMVVY22] NTT ()

Mahadev (BKVZED2ST> RiR) (FEFRITOEFETEZIREL T D
D(CKFfElpoly(T)DOHEETENNE

SHEOERTE, FEITOGHTEZR/polylog(T) CTIREETE D
(delegation protocol)[Kilian92,Micali00]

FRITOEFTE GEfElpolylog(T) D EIETE TR DM ?
3Rz (7272 UBHNITIO = indistinguishability obfuscationZARTE)

— A7« 7 : Mahadevd®DZ7'0 b JLODAREE 7))L T U X LsEHEdelegation
protocolZzfE > CREBABECITHE D

Open problem: LWEDFH W S polylog(THRFEHKEDH ?

[BKLMMVVY22]: Succinct Classical Verification of Quantum Computation, CRYPTO'22
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- POXFEACGH20]
— REFEFSTEDOE LS LD THE] #2820
« =T HEKOIEIA[VZ21]
— SHEFREEE [Hl> TWLWB] & %&EA
« EEBRBD3NZEEAL[Zhang22]
— BTOEFETEZEEO0(T)TEEEA (Mahadev(Z0(T?))

[VZ21]:Classical Proofs of Quantum Knowledge, Eurocrypt ‘21
[Zhang?22]: Classical Verification of Quantum Computations in Linear Time, FOCS'22
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c X o YE2MID NSV T R7EZEREHEIETD

— f(x) = f(xX)12Dx # X NEDIFSNIRL)

— FSYTRIZESEYyNSF(x) = f(x) = yiddx + X ZRDIFS5NS
« BITODEFZZRD . B2l IR~

ZAE
7= Zvex 1) = = Taex [0) [F () = 75 (1) + X))
ZTT f@) =) =y
¢ xEXBHSTICS (x) + |V DPERTES |
¢ B THESRREFRERDC. ZOHMBREHSRDTIE —HRR
SN SEFRENESN TERRE TEIMCER] T3
~ETFEEEEIBECEBI NI BSASH (BB EMkMahadevs TOH)
F L CDVAT 4 BRGNS LEMahadevS N ERA E(FE X TR,

(FEA TR FE DA [Lutomirski-Aaronson-Farhi-Gosset-Kelner-Hassidim-Shor ICS10]: Breaking and making quantum money: Toward a new

quantum cryptographic protocol)
CNZLWE LU I CEERGRAZ R UICONER
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004 [#) ¥ SHOP
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prasy:ii!

_ B [ | |
1) 50 (N ——
3. N —DIREE
1&30HEE (semi-quantum money) [RS19]
— LWEICEDKL

1THVEE, 3HARE (public-key semi-quantum money) [Zhandry19,Shmueli2?2]
— ERIAREEESME (10) (CED<
1205, 3HARE [AGKZ20]
- BENRH#FtE 1 —URXSTr v OICEDL
— BRBYREN S DRERK Fopen

[RS19]: Semi-Quantum Money

[Zhandr

19]: Quantum Lightning Never Strikes the Same State Twice, Eurocrypt ‘19

[Shmue 22] Public-key Quantum money with a classical bank STOC' 22
[AGKZ20]: One-shot Signatures and Applications to Hybrid Quantum/Classical Authentication, STOC(2@ight©2022 NTT corp. All Rights Reserved.



Semi-Quantum Money from LWE [RS19] NTT ©

1
f ﬁ(lx) + x")) 1

'BANK ﬁ(m + [x"))

004 y ;m‘{ SHOP

oeEm . 'ERRY

B s e

d(x @ x') = 0 S
xFIVY d X%}'_EE_C‘EEJJE

(LEECIEITIE L TIZS8H(CdZE D TERIEHEZRK1/2/3MD T,
5FED ’ﬁb_Cc_O)ﬁE_f%:negl(«_ﬁmﬁ'Za)
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VI O IT7EUH UlAnanth-La Placa 21]
VIRIDITTF : f SUHL
2 # [Pr) e X
B | -
— ] A A
N g /L o - A

e
o IRENBOIWRIE(C/KAUES., BIEPI—T—(FfZst8HERN
COERDFITHF UTIERAIHE [ALP20]
D HFRIIRF ICDINTIIHERK BIAE

— Compute-and-compareB# : f, ,(x) =1 © g(x) =y

[Ananth-La Placa 21]: Secure Software Leasing, Eurocrypt'21

NTT ()
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5 U5 AE |
VIRITT : f oy [Yr)
2 it
R | b
AN = h

cert -
4n W ® - Q
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[KNY21]: Secure Software Leasing from Standard Assumptions, TCC'21
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HIPRSEBA R BEBE S [Broadbent-Islam 20] NTT ©)
Awvt—=:'m ==V

[Wee)

HIBRZIEEA
cert

FRELE

. HIBREEEEODIRIE(C/ S LTS, BII0ESEEE TEmESTEHERL)
Q) IERERN TS
>4 L©ILEEIES
— FEFICREROHEBENNE, hD—EUHIMEX R0

[BI20]: Quantum encryption with certified deletion, TCC'20

Copyright©2022 NTT corp. All Rights Reserved.



HIFRSEBA 0] gElE S with tHLE{S[HMNY 21] NTT ©
< o BLE{E !
Awvt—=:'m 1=V

HIBRZIEEA
cert

FRELE

@) BRIOMHBEAE (2\BIE)
SHESNESN

[HMNY21]: Quantum Encryption with Certified Deletion, Revisited: Public Key, Attribute-Based, and Classical Communication, Asiacrypt'21
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[Gheorghiu-Metger-Poremba 22]
« ESDFEE | Remote State Preparation for BB844AREZ LWEM'S

A

— HEDIRFEENMEE UTZRRDOBBAIAREE EF DEIREN O —HILICEKT
DH. FERE (XB D DE D IIRRROMEIINMO N SR

- ZLOEST0O N LOEFBEZN—INAEICKIDEHEBEE(C
B3HXA]
« ZIZUL 1/polyCF 21U« ORXMND. polyZ T2 R
— BBIDFAERSEZ < DIFEnegltF1UFT v OX. constantT > R
« {ERIDIFEERFDEREZRF D Ic—ixBIFE(Lopen

[Gheorghiu-Metger-Poremba 22]: Quantum cryptography with classical communication: Parallel remote state preparation for copy-protection,
verification, and more
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MahadevODfEER & €DILAHIFETLWEICE DL
OREMN S HARIR D ?

NISTIHE FIESIEE{L TRUVSNZEIMRE DR :

- 1&F (SLWE)

2= (1815 | Z 452 [EEFERRGE
- RIS 8T B2

- EREE&K

- PEHZALN BEQREN (] ZH1=0

AL 2= Ry =12

NFEABESE (JSY IRy IR(CE) AoTHEE
[Impagliazzo-Rudich89]

I\ 1 BEEDHFTEZEXTITITDIN?
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. EFRDERBIES
-S4 > REFEE Z Z(FOpen
. EFSHEOBE
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[YZ22]:Verifiable Quantum Advantage without Structure, FOCS'22
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T2  SERAEHN EF-RIEER~ 1

@2 : SERREN HH - ZIEHER 1

Mahadev: LWEICE DU\ THBRK

Shor: JREZN DR ITTIIEHEBIEEE(CE DUV T (IBEA(D) Ek
R (CEARER]BEN DI = FIIED D DIERE DA THK D
— RILAFER[Halgren02], 17518 A > )\—= v T [BBS09]

—IRFEN] BEINIE M EFILETI\Y S 1 A DH TRINLEK S H ?
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Observation and Our Result NTT ©

BAF ORGE I BEIE N E T IR Z 5 X SEE(EET
1. ARIRIESOBRICER S
2. EFIEEAENCAMRER7ILITUIAICEDL

SCNBIEHDED [HEBE] =35> /fRE

[#8S] DIRV\ERE THREE ] REfE IS FIE(EH DN ?

“The Need for Structure in Quantum Speedups” [AA14]
- [BE] ZHFR0 [HIE] BEERNEFINRZRITIRNES S
(Aaronson-Ambainis Conjecture)
HA2DER 1 1185l ZFIT/RVMEEED]EE [#HR%E] BREICX U T
BN EFILRMMFE
— SIANLASOIVICHEIMEL T, HDINPERBIEMNMFEL T,
S FZ IR TREIT DN G EERNZ IR KR TR0
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B2 DIRFERE O
« C c Fp:#RefGs (BRIZEBDZER)
Hi:F, - {01} (i=1,..,n) /\yv>a@#% (S>5LASUILELTEFTIUL)

HIRE : [fB=e8x = (xq,...,x,) ECTHD T,
Hl-(xl-) =1 fori = 1, ., N

Zimlc 9 BEDEIRD K

- HHREEEDESRR :
— TlOHICHEEEMDE. E=EimieIER=2"
— RBilCDUVLWTH;(x;) = 17132 x,Z2 TIEBHICHD E(xy, ..., xy) € C ETRDFER(S
HERIEY (AR LN (C(isparseh.@%d:’)(c_l\jx —HBET BI=D)
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« WEBECLDHNADIIUDES : S;cF, (IS;| =poly(n))
« BUH#{(xy, ..., x) EC:x; €S;fori=1,..,n}>»2"ETDE - -
H%ODEFIT“HL(XL) =1fori= 1,...,n Tdséxib\‘%jb\éﬁﬁgb\\_%b\
« INZEBELSTEDH. ¢ b‘list-recoverablllty%ﬂ)ﬁﬁ

30 < d,6,e' <1stforanyS; € F, st |S;]| = 2" fori=1,..,n,
#{(xq, .., Xy) € Cix; € S; TR DN SnEL T} < 2n°

o BRI 4 DFERA :
- REEDOEREH(x, ..., x)[CDNT. IRTDICDWNTCx;(dH; ([COT Y NIz Ewlog TIRE
« BFBHRDEZMT. xH H (COTESNTWRWDEZITS & D EsnfEil &R o fzld s

ZTOIREEN S, (xq, oo, X, )DEXICRBIEHICIE. FEOTY L TUORWIICDWTIZERE
H;(x;) = 1(,_foabfoab\<:b\w“fcmd>t TR (F2-0n

List-recoverability 5., EDXD7R(x,, ...,xn)d)ﬂ%ﬁ(iﬁbzne'{@
Union bound(C& D, IREEDMINER< 2n° . 276 = 2-0Mm)
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« V:Fg->C W:F;->C (QFT: E7 7 —-UITER
QFT
> W) « N (74 W)
xeFg QFT1 xeFy

=2y zern V) W@y + 2)

. |1 (xeC) |1 Hi(x;)=1fori=1,..,n)
Vi) = {0 (otherwise) ' Wix) = {O (otherwise)
* e (VW) () [x)MESHNUIE (SAIE I NILRERENEIT D

= Zrerp(V + W) 10)ZARNUAUIRLY
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STFa%1%(2/2) NTT ()
o YV «W)(@)Ix) =X, V) W@y + z)ZEDTZL)

DYDY WD D) | |y - {1 (v €0)

0 (otherwise)

y ‘ QFT W(z) = {1 (H;(z;) =1fori=1,..,n)

0 (otherwise)

y z
‘ RoEBC
1(yech)

Z V) W) y)ly + z) o {0 (otherwise)
T WI(FI\ZTEFHNENWRT MUICEF LTS
’uncompute (ZilCDWLWTH;(x;) = 112D x;DENG=1/20D1z8)

— L A EYZIEM decoding 7))L U X LZzHF T,

Z VOIW(@)ly +2) BRENDEEIT TuncomputeHiZE S !
v,z

Copyright©2022 NTT corp. All Rights Reserved.



=-F[olig

DIMMOY WD) Y IDW@Iy+7) = ) ) F@0ly +2)
[ 0x)—QF T — () T
n— k= 10z)—QFT g . @ ]|
L 10} —QFT— . ©, i
[ Iog) = Moo -z . @ (|
] ¥ ’ () m
0} . Co) T
L 0=} . @ (|
o oA} Decode.| """
mzz N QFTH(s) : QFT;]
1 0 w6 .
T —) .
() .
—{QFT @ * QFT;]
0) 7 b QFT & ¢ QFT. ]
0 HRFTSHAF—¢ QFT) ) +—frT]
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E,JK%EIEO)T HIC. ChH¥list-recoverable.
BSMEDTZSHIC. ¢t Hefficiently decodable
T‘@%Zt%ﬂiﬁ

 Folded Reed Solomon Code [Guruswami-Rudra ‘08]
— Reed-Solomon CodeM#EEE > N)LZ—1IR TS MILERD
— List-recoverable

— Its dual is generalized Reed-Solomon code — efficiently decodable
-  (BE(CED LR[S TRV, BEASOEUDEEXTZIEITRADT,
BRIZAS (ST DFENTDFHIERD)

[Guruswami-Rudra '08]: Explicit codes achieving list decoding capacity: Error-correction with optimal redundancy
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SIS : x = (x4, ...,x,) €ECTPDDTC.
|Xi| < ,8 fori = 1,..,n

Zimlc 3 BDEIRD K

A2 DHERE : x = (xq,...,x,) €ECTHD T,
Hi(x;))=1fori=1,..,n
Zimlz I BDEKDRK

[Regev '05]: SISZE < T2 (C(Fdualt&F TLWER R IFLIE KLY
T4 IEEEFELL TZIEUVIRERD IWE' DL SREDH
YR F + TS —DMmOBNT TEZ(CHEITD
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- FNeBEDEFFILIVX L
Y (V- W)(x)|x)Z2ERK—BIE
- (FF) —&KS>HLRFR=EESD

« AA conjecture: [1E15] ZHFIZR0) THIE] MEFIBHRNEFIIEZREZ
ANAY et

« BURENICERRITDIEFILIUXLNGDDEETD
SHADDFE Y RO DHIERE(CIFE LIRS
—AA conjecture®DE & THEEBIEFILERIFE Z S8R0

LTz >T. AA conjectureEB &, Fa DREIEZR<SEF7ILIU
ALDEN T ST H LA THDZENREIND
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Open Problems NTT ©

o S NLATIILDARIDD (Cone-way functiont2collision-resistant

hash C(E CTS/RUL\DH ?
— non-interactive/Z & T S5 W IRy O X (C(FIAEIREE (folklore)

o ELENHEDELEAZ AA conjecturefE U THED M ?

« SAHLASOINZEFEDTISA > REFHEPEFETEDIRE
RS ?

« BADEFEDIRIZEIREHR TERTETDIN?

- HADEFVILITVXLDMOBERRRIGHESHDH ?
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No-cloning EI2DIFSIERIVEH (w3 UEHEIBECRS/ALY)
— Quantum money [Aaronson09, AC12, RS19, Zhandry19,AGKZ20, Shmueli 21, Shmueli 22,KLS22], unclonable
encryption[BL20,AK21,MST21,AKLLZ22], certified deletion [BI20,HMNY21,HMNY22b,BK22], revocable time-

release encryption[Unruh14], copy-protection [Aaronson09,ALLZZ20,CMP20,CLLZ21], secure software leasing
[ALP20,KNY20,BJLPS21]

£F_1=wv b X2 FDMS00,CLS01,KO09,KO11,YWLQ15,Yan20,FUYZ20,BB21,AQY22,MY22]
s O%0:EERA[BJSW16,BG20,ACGH20,CVZ20,Shmueli21,MY21,BM21,CM21,BY22,HMNY22a]
STFWETE
[CGS02,BCG+06,Unruh10,DNS12,KP17,DGJ+20,GLSV21,BCKM21a,BCKM21b,Bartusek?21]
S FIFEDAT]FEME[CHS20,HY20,CX21,ACC+22]
s FIFRNEmz AV CMEFEZ2 4D

- BFT>HALASTILEFTILBDF+11,Zhandry12,TU16,Unruh15,Unruh17,5XY18,KLS18,JZC+18,

KYY19,Zhandry19,LZ19,DFMS19,AHU19,BHH+19,CMS19,HXY19,CLQ19,KSS+20,DFM20,CGLQ20,GLLZ21,AGL2
2]

- ETREEOEZTRUNE
[Watrous06,Unruh12,Unruh16a,Unruh16b,CCY20,Zhandry20,CMSZ21,KN22,CCLY22,BBK22,LMS22,LPY22]

— =-Fnon-black-box> =1 L —=3>[BS20]
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