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概要
Wouter Castryck and Thomas Decru,
”An efficient key recovery attack on SIDH (preliminary version)”
https://eprint.iacr.org/2022/975

SIDHへの古典確率的多項式時間 (under heuristics) の鍵復元攻撃.

SIKE (SIDHベースのKEM)はNIST提案パラメータのすべてが破られた.

Magma実装による解読時間:

$IKEp217 ($50,000 USD): 6m,

SIKEp434 (level 1): 62m,

SIKEp503 (level 2): 2h19m,

SIKEp610 (level 3): 8h15m,

SIKEp751 (level 5): 20h37.

SIDHの公開情報である補助点を利用した攻撃.
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同種写像問題

問題 1 (同種写像問題)

Given E0, E: 超特異楕円曲線 /Fp2 , find φ s.t. φ : E0 → E.

↑攻撃されていない
↓攻撃された
問題 2 (補助点付き同種写像問題)

E0, E: 超特異楕円曲線 /Fp2 , M,N : coprime smooth integers,
φ : E0 → E s.t. degφ = M , P0, Q0: basis of E0[N ].

Given E0, E,M,N, P0, Q0, φ(P0), φ(Q0), (End(E0)の部分情報 ∗), find φ.

∗ 定義は後述.

攻撃には以下の情報が用いられる:
1. 補助点 φ(P0), φ(Q0), 2. 同種写像の次数M , 3. (End(E0)の部分情報)
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影響範囲

同種写像暗号の全てが破られたわけではない.

補助点を使う方式は (おそらく)全部ダメ
破られた 安全性低下？ 攻撃されていない

SIDH, SIKE Séta CSIDH
B-SIDH SQISign

Sétaは Endの部分情報がないので完全には破られていない...かも
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攻撃方法

補助点チェックを構成し, SIDHを break (PPT under heuristics)した.

補助点チェック A:
入力: E0, E, P0, Q0: basis of E[2a], P,Q: basis of E[2a], 3b.

(assume 2a > 3b.)
出力: exists? φ : E0 → E s.t. degφ = 3b, P = φ(P0), Q = φ(Q0).

Attack on SIDH:
φ : E0 → E, degφ = 3b: 秘密の同種写像, P0, Q0: basis of E[2a]

1 最初の 3β-同種写像の候補 φ1 : E0 → E1を計算.
2 補助点チェック: A(E1, E, φ1(P0), φ1(Q0), φ(P0), φ(Q0), 3

b−β)

真なら E0 ← E1, b← b− β としてステップ 1へ.
偽なら φ1 を取り直してステップ２へ.

この繰り返しで 3β 次毎に秘密の同種写像が復元できる.
(補助点チェックがうまく動くように βは各計算で異なる可能性がある.)
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補助点チェック

入力: E0, E, P0, Q0: basis of E[2a], P,Q: basis of E[2a], 3b−β .

出力: exists? φ : E0 → E s.t. degφ = 3b−β , P = φ(P0), Q = φ(Q0).

1 c := 2a − 3b−β .

2 cが条件を満たさない場合, βを取り直す (後述).

3 Let γ : E0 → C s.t. deg γ = c.
(ここで γは計算できないが, C と γ |E0[2a]は計算可能.)

4 Pc := γ(P0), Qc := γ(Q0).

5 (2a, 2a)-同種写像 with kernel ⟨(Pc, P ), (Qc, Q)⟩の像を計算.

6 Return (像が楕円曲線の積かどうか?).
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(2a, 2a)-同種写像のイメージ

論文より図を転載

4 AN EFFICIENT KEY RECOVERY ATTACK ON SIDH

In our case, the kernel of  is a cyclic group of order c3b, so it admits two
(unique) cyclic subgroups H1, H2 of respective orders c and 3b. We clearly have
that H1 \H2 = {0} and

#H1 +#H2 = 2a, #H1 ·#H2 = deg ,

so the triplet ( , H1, H2) is an isogeny diamond configuration of order 2a. Then
Kani’s theorem implies that our anti-isometry x |C[2a] is reducible. Indeed, let us
check condition (3) explicitly: we need to verify that

x (cR1 + 3bR2) =  (R2 �R1)

for all points R1, R2 such that 2aR1 2 H1 and 2aR2 2 H2 (note that d = 1 in our
case). But this is easy: since  (R1) and  (R2) are 2a-torsion points, we can rewrite
the left hand side as

xc (R1)+x3b (R2) = 3�b(2a�3b) (R1)+3�b3b (R2) =  (R2)� (R1) =  (S�R1)

as wanted.

2.3. Decision strategy. Our decision strategy amounts to testing whether or not
quotienting out C⇥E by (2) takes us to a product of elliptic curves. As we have just
argued, if (1) holds, then we pass the test. For now, we content ourselves with the

loose heuristic that if (1) does not hold, then the test should fail with overwhelming
probability because the proportion of products of elliptic curves among all vertices
in the graph is only about 10/p. We can actually be more precise about this heuristic
in the cases that are relevant for our attack, namely the “wrong guesses” in our
search-to-decision reduction from Section 4; this uses the converse implication in
Kani’s theorem and will be elaborated in the full version of our article.

3. Constructing and evaluating the auxiliary isogeny �

3.1. Construction. The assumption that we can (e�ciently) compute the image
points Pc and Qc under a degree-c isogeny is non-trivial, and this is where we need
the factorization of an integer of size O(2a). It is also here that we rely on the special
nature of Estart: both options come with an endomorphism 2i satisfying (2i)2 = �4.
Indeed, on Estart : y2 = x3 + x we have the automorphism i : (x, y) 7! (�x,

p
�1y)

and we simply let 2i = [2] � i. For Estart : y2 = x3 + 6x2 + x we can obtain 2i as
the composition of its outgoing 2-isogeny to y2 = x3 + x, the automorphism i on
the latter curve, and the dual of the said 2-isogeny.

There is a reasonable chance that the prime factorization of c only involves prime
factors that are congruent to 1 mod 4; this chance is roughly 1/

p
a. As far as we

are aware, the only known way to find out is by factoring c explicitly. Once this
factorization is done and all prime factors are indeed congruent to 1 mod 4, we can
e�ciently write c = u2 + 4v2 = (u+ 2iv)(u� 2iv). Then

�start = [u] + [v] � 2i

適当な (2, 2)-同種写像の像が分離できる確率は約 1/p.
⇒ 最終的な像が分離できるのは正しい補助点のときのみ!
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γの計算
再掲: c := 2a − 3b−β , γ : E0 → C s.t. deg γ = c.
C と γ |E0[2a]を計算するため, cに条件あり.
(条件を満たすように aを aより小さな整数に変えても ok.)

End(E0)の部分情報あり� �
部分情報とは, 小さな非整数自己準同型を持つEstartからE0への 2と
互いに素な次数の同種写像のこと.
E.g., Estart : y

2 = x3+x or y2 = x2+6x2+x (2
√
−1 ∈ End(Estart)).

⇒ cの条件: cの因子がすべて≡ 1 (mod 4).� �
End(E0)の部分情報なし� �

cの条件: 以下の形で smoothなものが 1つ見つかれば ok:

c = d2a−α − e3b−β (α < a, β < b, dと eは小).

(安全性パラメータより小さな)指数時間攻撃は可能かもしれない.� �
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SIDH-SIKEは修正できるか?

以下のどれかを秘密にする必要がある:
1. 補助点 φ(P0), φ(Q0), 2. 同種写像の次数, 3. (End(E0)の部分情報)

1を無くしたらもはや別の方式? (CSIDH, OSIDH)

効率性を損なわずに 2をなくすのは難しそう.

SIKEでは, 3を秘密にできるが, 前述の通り攻撃を完全には防げない.
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