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[MS14] Takaaki Mizuki and Hiroki Shizuya. A formalization of card-based cryptographic protocols via abstract machine. Int. J.
Inf. Secur., 13(1):15-23, 2014.



H R

2. JEaSYRE2 AHANDZARIIL
3. O3vrE2ASBANDZARIL
4. ZAFAANDTARIIL

5. AAEITAkaL




2B h—K~iH




av-o e

SIS EICEMIMT=D—RZ IS YA A FETES:

V. Za
1~

){ )
X=0m&=E X=1D&=E

v *

T T
o v




O3ykEI (2 AA)ANDZ ORI @@:o @@=1

llll@@ = .. o
a/\b¥ R

{5l : Mizuki-Sone ANDZ' O k)L [MS09] Eiff;l\

N\ J

JEIIVREI(2A ) ANDZORO)L

ARBERT. oo anp < EITE
a b

~

v A

J

{5 : Five-Card Trick [DB90]

[DB90] Bert Den Boer. More efficient match-making and satisfiability the five card trick. Advances in Cryptology—
EUROCRYPT ’89, volume 434 of LNCS, pages 208-217, Berlin, Heidelberg, 1990. Springer.

[MSO09] Takaaki Mizuki and Hideaki Sone. Six-card secure AND and four-card secure XOR. Frontiers in Algorithmics, volume
5598 of LNCS, pages 358-369, Berlin, Heidelberg, 2009. Springer.
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[MKS12] Takaaki Mizuki, Michihito Kumamoto, and Hideaki Sone. The five-card trick can be done with four cards.

Advances in Cryptology—ASIACRYPT 2012, volume 7658 of LNCS, pages 598-606, Berlin, Heidelberg, 2012. Springer 13
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[CK94] Claude Crépeau and Joe Kilian. Discreet solitary games. Advances in Cryptology—CRYPTO’ 93, volume 773 of
LNCS, pages 319-330, Berlin, Heidelberg, 1994. Springer
[NR98] Valtteri Niemi and Ari Renvall. Secure multiparty computations without computers. Theor. Comput. Sci., 191(1—

2):173-183, 1998.

[Sti01] Anton Stiglic. Computations with a deck of cards. Theor. Comput. Sci., 259(1-2):671-678, 2001.
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Protocols # of cards o .
finite uniform closed

Niem-Renvall [NR98] 12 v v
Stiglic [Sti01] 8 v v
Mizuki-Sone [MS09] 6 v v v
Koch et al. [KWH15] 4 v
Koch et al. [KWH15] 5 v

[KWH15] Alexander Koch, Stefan Walzer, and Kevin Hartel. Card-based cryptographic protocols
using a minimal number of cards. Advances in Cryptology—ASIACRYPT 2015, volume 9452 of
LNCS, pages 783—-807, Berlin, Heidelberg, 2015. Springer.
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Koch et al. [KWH15] % v \

BT

[KWH15] Alexander Koch, Stefan Walzer, and Kevin Hartel. Card-based cryptographic protocols
using a minimal number of cards. Advances in Cryptology—ASIACRYPT 2015, volume 9452 of
LNCS, pages 783—-807, Berlin, Heidelberg, 2015. Springer.



(shuf, {id, (1 3)(2 4)})

(shuf, {id, (2 3)})

(turn, {2})

if visible seq. = (?, &, ?, ?) then
(turn, {2})

(shuf, {id, (1 3)})

1 (shuf, {id, (1 2)(3 4)}, id—1/3, (1 2)(3 4)—2/3)

(turn, {4})

if visible seq. = (?, ?, ?, &) then
(result, 1, 2)

else if visible seq. = (?, ?, ?, O) then
(turn, {4})

(shuf, {id, (1 3)})

(perm, (1 3 4 2))

goto 2

else if visible seq. = (?, ©, ?, ?) then
(turn, {2})

(shuf, {id, (3 4)}

2 (shuf, {id, (1 3)(2 4)}, id—1/3, (1 3)(2 4)—2/3)
(turn, {1})

if visible seq. = (U, ?, ?, ?) then
(result, 2, 4)

else if visible seq. = (%, ?, ?, ?) then
(turn, {1})

(shuf, {id, (3 4)})

(nerm. (1 2 4 3))

goto 1 ”
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Mizuki-Sone [MS09] 6 v v v
Koch et al. [KWH15] 4 v
Koch et al. [KWH15] 5 4
B U CLVRLN

(shuf, {id, (54 32 1)}, id—2/3, (5 4 3 2 1)—1/3)
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Mizuki-Sone [MS09] 6 v v v
Koch et al. [KWH15] 4 v
Koch et al. [KWH15] 5 4

Abe et al. [AHMS18] 5 v v

uniform closed & SAY CZE1H

[AHMS18] Yuta Abe, Yu-ichi Hayashi, Takaaki Mizuki, and Hideaki Sone. Five-card AND protocol in committed
format using only practical shuffles. In 5th ACM on ASIA Public-Key Cryptography Workshop, APKC 18, pages
3-8, New York, 2018. ACM
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Abe et al. [AHMS18] 5 v v
Koch [Koc22] 4 | v
Ruangwises, Itoh [RI19] 5 v v

Koch et al., [KRWH15]DZ~—_X(Z, uniform/\

[Koc22] Alexander Koch. The landscape of optimal card-based protocols. Mathematical Cryptology, 1(2):115-131, 2022
[RI119] Suthee Ruangwises and Toshiya Itoh. AND protocols using only uniform shuffles. Computer Science—Theory and
Applications, volume 11532 of LNCS, pages 349-358, Cham, 2019. Springer.
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{3: 4%

k3L [KWH15]

[KKW+17] Julia Kastner, Alexander Koch, Stefan Walzer, Daiki Miyahara, Yu-ichi Hayashi, Takaaki Mizuki, and
Hideaki Sone. The minimum number of cards in practical card-based protocols. Advances in Cryptology—
ASIACRYPT 2017, volume 10626 of LNCS, pages 126-155, Cham, 2017. Springer.
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[AHMS21] Yuta Abe, Yu-ichi Hayashi, Takaaki Mizuki, and Hideaki Sone. Five-card AND computations in committed format

using only uniform cyclic shuffles. New Gener. Comput., 39(1):97-114, 2021.
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[AMS21] Yuta Abe, Takaaki Mizuki, and Hideaki Sone, Committed-format AND Protocol Using Only Random Cut, Natural
Computing, Springer, vol.20, no.4, pp.639-645, 2021.
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[Miz16] Takaaki Mizuki. Card-based protocols for securely computing the conjunction of multiple variables.
Theor. Comput. Sci., 622(C):34-44, 2016.
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[Miz16] Takaaki Mizuki. Card-based protocols for securely computing the conjunction of multiple variables.
Theor. Comput. Sci., 622(C):34-44, 2016.
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[ITS+21] Raimu Isuzugawa, Kodai Toyoda, Yu Sasaki, Daiki Miyahara, and Takaaki Mizuki. A card-minimal three-input AND

protocol using two shuffles. Computing and Combinatorics, volume 13025 of LNCS, pages 668—679, Cham, 2021. Springer. a1
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[Miz16] Takaaki Mizuki. Card-based protocols for securely computing the conjunction of multiple variables.
Theor. Comput. Sci., 622(C):34-44, 2016.
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[SN21] Kazumasa Shinagawa and Koji Nuida. A single shuffle is enough for secure card-based computation of any
Boolean circuit. Discrete Applied Mathematics, 289:248-261, 2021

[ISEC202305] & H¥AM, #{EH, ARRK, FHEKSE, KKREEA, 2MODEMA—FERALV -2 A HWANDMEETE
[ZHBTE vy )LEHOHEIE," EFRFEHREEFRIEFHIR, Vol.123, N0.26, ISEC2023-7, pp.35-42 (May 2023).
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[SN21] Kazumasa Shinagawa and Koji Nuida. A single shuffle is enough for secure card-based computation of any
Boolean circuit. Discrete Applied Mathematics, 289:248-261, 2021
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[SN21] Kazumasa Shinagawa and Koji Nuida. A single shuffle is enough for secure card-based computation of any

Boolean circuit. Discrete Applied Mathematics, 289:248-261, 2021

[KTMM22] Tomoki Kuzuma, Kodai Toyoda, Daiki Miyahara, and Takaaki Mizuki. Card-based single-shuffle protocols for
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