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15:40-16:40 Abdul Rahman Taleb (CryptoExperts and Sorbonne University)

Towards Achieving Provable Side-Channel Security in Practice

Abstract:

Physical side-channel attacks are powerful attacks that exploit a device's physical
emanations to break the security of cryptographic implementations. Many countermeasures
have been proposed against these attacks, especially the widely-used and efficient masking
countermeasure. Nevertheless, proving the security of masked implementations is
challenging. Current techniques rely on empirical approaches to validate the security of such
implementations. On the other hand, the theoretical community introduced leakage models
to provide formal proofs of the security of masked implementations. Meanwhile, these
leakage models rely on physical assumptions that are difficult to satisfy in practice, and the
literature lacks a clear framework to implement proven secure constructions on a physical

device while preserving the proven security.
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IMI WORKSHOP: MATHEMATICS OF SECURITY ANALYSIS FOR MODERN CRYPTOGRAPHY

September 20-22, 2023, JR Hakata City, Fukuoka, Japan

Mathematics of Electromagnetic Information
Leakage Including Modern Cryptography

Hayashi Yuichi

Nara Institute of Science and Technology
yu-ichi@is.naist.jp

This talk focuses on the mechanism of electromagnetic information leakage from hard-
ware, including modern cryptography, and explains the process of leakage of a secret
key inside a module to the outside of a device through electromagnetic waves using
a mathematical model. The same model can also explain the process of secret key
leakage due to intentional electromagnetic interference based on the electromagnetic
reciprocity theorem.
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The EM Side-Channel

The EM Side-Channel(s)

Dakshi Agrawal, Bruce Archambeault, Josyula R. Rao, and Pankaj Re

IBM T.J. Watson Research Center
P.0. Box 704
Yorktown Heights, NY 10508
{agraval barch, jrrac, rohatgi}Gus. ibn. com

Abstract. We present results of a syste fon of leakage of
compromising information via electromagnetic (M) emanations from

CMOS devices. These emanations are shown o consist of a multiplicity
of signals, each leaking somewhat different information about the under
Iying computation. We show that not only can EM emanations be used

to attack eryptographic devices where the power side-channel is unavail-

able, they can even be used to break power analysis countermeasures.

1 Introduction Fig. 5. EM Signal from SSL Accelerator S

Side-channel cryptanalysis has been used successfully to attack many crypto-
graphic implementations [7,8]. Most published literature on side- channels deals
with attacks based on timing or power. With the recent declassification of por-
tions of the TEMPEST documents [5], and other recent results [9,6], an aware-
ness of the potential of the EM sidechannel is developing. However, some ba-

sic questions remain unanswered. For instance, what are the causes and types
of EM emanations? How does information leaked via EM emanations compare
with leakages from other sidechannels? What new deviees and implementations
are vulnerable to EM side-channel attacks? Can the EM side-channel overcome
countermeasu
tacks? With questions such as these in mind, we conducted a systematic in
vestigation of EM side-channel leakage from CMOS devices. In this paper, we
address cach of these basic questions.

igned to provide protection against other side-channel at-

In Section 2, we discuss the causes and types of various EM signals and de-

cquipment required to capture and extract these signals. In addition to
als which

scribe t

the direct emanations, EM signals consist of several compromising sig
are unintentional

nd are found in unexpeeted places. For instance, rescarchers

have thus far missed the faint, but far more compromising amplitude modulated 1500
EM signals present oven in the power line.
Section 3 presents experimental results illustrating various types of emai
tions and Section 4 provides a qualitative comparison of information leakages
20

from EM and power. These results are very instructive. One crucial observation

is that even . single EM seusor can casily pick up multiple compromising sig-
nals of different types, strengths and information content. Morcover, significant
amount of compromising information is to be found in very low energy signals

IS Kl .l (e CHES 203, LNCS 252, 2045, 200, Fig. 6. EM Signal on Power Line for 3 rounds of DE:
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Abstract  We demonstrate physical side-channelattackson 1 Introduction HL

mplementation of RSA and El

a popular softwa aamal

cunning on laptop computers. Our attacks use novel side 1.1 Background
cha

els. based on the observation that the “ground” electric

potential, in many computers, Uctuates in a computaion-  Side-channel  alacks that  cxploit  unintentional  and
dependent way. An allacker can measure this signal by  absiaction-defying information akage from physical com

ing exposed metal on the computers chasis with a  puting devices have proven effecive i breaking the secu

i wire,or even with a bar hand. The signal can alsa be. ity of numerous cryptographic implemenations [4,23,26
measured o the ground shicld a the remote end of Fiher-  However, most rescarch atiention. has been focused on
nct, USB and display cables. Through suiable cryptanalysis  smal devis: smartcards, RFID tags, FPGAS. microcon.
and ignal processing. we have cxtacted 4096-bit RSA ke be 255 of
and 3072-bit EIGamal keys from aptops, via cach of these  devices bprtpters computer) hes
channcs. a5 wel s via pover anly becn channels measured
obin. Dsis e Gilscalecok e of e apops b residen sotware (sce mx 2 subsequent works) and (@) (b) (© @
and numerous noise sources, the full ttacks requie a few  from peripherals
R ot et e Ml P Oy T Do o e s s i il 2. 2 Chassis measurements of various target computers performing MUL. HLT and MEM in this order. Note that the three operations can be
sl arund 2 o oné hour i Low ey iind 0 physial nions o ypogrps compy- nguihed o machines. A Deth Latnes Eioy b Gy WEADUA, - Lencwe ThinkPad Ti1 4 5 HDX 13
(LF) signals (up t0 40 ki), tatons, presumably duc to three main barrers. Firs. PC

Have highly complicatedsysiem architecture and CPU micro

oise sources and asynchronous

Keywords ~Side channel attack - Power analysis - RSA architecture, with many
ElGamal events. Fine low-level events are thus difficult (0 model and

measure. Second. most physical side-channel crypanalysis
approaches require the leakage signal o be acquired at raes
well beyond the device'sc

requisite equipment
o probe. Finally, attack scenarios differ: the aforementioned

small devices are often deployed into potentially malicious

hands, where they could be subjected o lengthy or inva

s tromce g teomeré s -

P sive atacks: but for PCs, the typical scenario (short of thefl)
dmicigd@cadechaioncil s where  physical attacker gains physical proximity for @
P fesricted amount of time, and must operate surrepitiously.
sy a5 Recently, a ey extraction attack on PCs was demon

straed using the acoustic side channel, addressing all three

T barriers: using a chosen-ciphertext attack. the sound ema

Tl Avis Univeriy. Tl Aviv,lrael nations. of inferest are made very robust, brought down

(a) (b)




Screaming Channels: When Electromagnetic
Side Channels Meet Radio Transceivers
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Eavesdropping a (Ultra-)High-Definition Video Display
from an 80 Meter Distance Under Realistic Circumstance

Eavesdropping a (Ultra-)High-Definition Video
Display from an 80 Meter Distance Under Realistic
Circumstances
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1 Picterjan De Meulemeester
Deparment CISS, ESAT
Royal Miltary Academy, KU Leuven
Brussels 1000, Belgium. Leuven, 3000, Belgiom

2% Bart Scheers
Departmen CISS.
Royal Miliary Academy
Brussels 1000, Belgium
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Deparment ESAT
Katholicke Universiteit Lewven
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Abstraci—t s pape  methd is prested which ubes (CRT) using a standard TV broadeast antenna, an AM
(amplitude modulaion) reciver and a signal generator 1.
Others rescarchers icked up he thead i the 19905 and 20005
of which the most notable work comes from MG Kub (2]
17]. Kubn showed tha flat-panel displays also suffer from the
same eavesdropping risk. Furthermore, Kuhn evealed tht not
only analog-based sysiems are affeced but also digial-based
systms. Not much later, others conirmed Kuln's findings

further investgated the video leakage
Phenomena. (8]-{13]. I is gencrally accepted that the video.
cavesdropping risk i mainly limited o the range on which it
can operate. The effective cavesdropping disance observed in
promising eomanations, Vo previous mentioned research works is round 10 meters. With

Tndes Terms—TEMPEST, Ce
display unit, side-channel atack, DM large distance.

1. INTRODUCTION meters is confirme
PPt recastrcid vidso g i 20 Wik, caly ks of
b ot 5 points o higher e redible A, the testod VDUs e
enrey Comequenty the information scurty of lconi. 41l oudtd Nonethless,a cavesdropin ane of 10
based systems which process and store data e.g. personal considerable threat for information security
e s e e & PPt e  mplis e savesopin sy necs 10
could o his leaking. Inthe
of chcirmnagetic bakage cuiions cegaaiag fom vidoa
Giplay units (VDUS), i is confirmed that thse emisions
e corebtd i some way o he pocessedAransmited video
it mside th device (11{3]. Viden formaton s et e
g i valneabe fo dta tef by cplofing he
\eakage cnantions o the VDU, Consequently, these lekage
emanatons form a video eavesopping is and could reul
in clecromagnetic compathity (EMC) and clectromagnetc
a s efeed

'VDU. This certanly puts some conirains on the effectiveness C &
of ths type of side-channel atack. iy
This paper reassesses the effective cavesdropping range
by deploying 3 new designed signal-acquisition chsin and
¢
‘methods comparcd t0 our previous works (10, [13]. Further-
more, it specificall investigates the eavesdropping risk at @
distance of 50 meters of an UHD and s full HD resolution
video display which employs an HDMI cable linked to 2

80lméters

‘This threat has been investigated and examined in the last
70 years mosily by defence organizations. It is not unil the
19805, when rescarchers such as W. Van Ek revealed this
cavesdropping risk 1o the scientific community. W. Van Eck
demonstrated the possibilty of cavesdropping cathade ray

notebook for video data transmission.
1L METHODS & TESTED VIDEO SETUPS
A Backsround of Video Leakage Phenomena,

The signaling of video daia inside VDU is generally
digita-based with the exception of VGA (video gate amay)
cables which employ anslog signaling. Digital ignals employ
square waves which contain many high frequencies. These
high frequencies can leak as radio waves in the very high
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ABSTRACT Keywnl ds
Tie e o able P is rending apidy, and scorngly s chcreen_devices; Tablet PCs; Remote screenimage
blc spaces can Jzati ek
e b s e oo mobte e hones
md mm\mk PCs equipped with distinct input devices (eg, 1. INTRODUCTION
keyiboards), tablet PCs have touchscreen keyboards for data imput The musber of touchscreen devices such as tablet PCs has

devices enjoy browsing and. ‘mformation
public spaces, where thud partes are presen, in additon to doing
e E 50 in private spaces. Unlike conventional PCs,the users of tablet
conventional studies, such EM display capte has been achieved  PCs usualy input data with keyboards displayed on the screen,
s o porable e T s ol sommd o 3 Uing s-cled softve Kehosa, 3¢ shovn 1 i, |

Sch negtion of display with npt e cass o s

ol v e dipley  prre by sl stacler

Tnconest, s captured by malicons

menmi et e i

by a semp that s in an staché case. The sceen iNEE e o the s screen, can b stolen simtaneously
imuction is a bwammg-pmrmw by.mmummmm,mmmm

0d  conglemetl sl procesing nstend of the comntonal
fne parameter tuming. Such complemental processing can

‘POppng-up to support user confirmati
steal key information. Even if an entered key
hown

2 m, makes this method a practical threat fo general tablet PCs in

obtain the key information fom the enhancement effecs. Such
pubic places

threats are p ‘many applications that use login

Tnaddi
of EM emanation from tablet PCs and 3 countermessire aganst
such EM display capture.
Categories and Subject Descriptors

[Mansgement of Computing ind Information Systems]:
Security and Protecion -Physicalsecuity
General Terms
Secuity

persinad To copy "o post an servers e o
oo s e e o+ fe Bot P
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(CCS 14 Noveioer 37,201, Scossdsl, Arions, US|

Figure 1: Typical screen shot of tablet PC with software
Keyboard.
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Transient IEMI Threats for Cryptographic Devices

Yu-ichi Hayashi, um.rm IEEE, Naofumi Homma, Member, IEEE, Takaaki Mizuki, Member, IEEE,
rakafumi Aoki, Member, IEEE. and Hideaki Sone, Member, IEEE
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Abstract—This paper presents a new type ofinentional electro-  radiation during device operation. Most current clectronic de.
hich causes information leakage yices are designed to stisfy these EMC standards, and devices
thout disrupting their functions or damag-

g ther companents. Such IEMIT could pose asevre threat 104 -1 P

‘Ampier
hexs)

‘2548

hich EMI can also be used nally for malicious purposes.
allows for obtaining faulty outpats (.. ciphertexts) rom crypto-  as in the case of radio jamming. However, the aforemen-
tioned standards cover mainly unintentional EMI rather than

K " intentional EMI (IEMD, which is defined a5 “Intentional mali- Injoction probe
R e ks e by i . Sl o Sl nd S e o i
g, or damaging thes sysems for temors or i -
e g e T e e P el 5 [
Sy perbmonts using he Advenced Enceypaion causes permanent damage when wplvcd o tlcclmru: dn ices,
e e HOMEC 1505 bk cphem plenemied i Pover sty Pover sy

s  module on a standard evaluation board. The experimental
results indicate that generating exploitable fauts is feasible and,

oot ofths JENL o, e o s e b
conducted on the classification of IEMIS: the

thercfore,such TEMI
elctric devices and systems that use cryplographic modules for

ity to gencre TEMI waveforms: he coplingproces. s

Index

protection, measurements, and

neticinerference (IEMI), ransient aults.

1. INRopUCTION

HE problem of electromagnetic interference (EMI) is
major concemn for rescarchers and designers of electric

circuits. EMI is commonly recognized s a disturbance that
interferes with an electric circuit as a consequence of cither
conducted or radiated emission from other devices. Such EMI
has been studicd as noise i the field of electromagnetic Com-
patibility (EMC), and many studies on noise suppression and
reduction have been conducted in order to devise 3 way to pro-

E ch

ment, sysiems,
standards [3].

we pres c of IEMI that causes
i ks o beonic devices wihout damaging thir
operation and hardware. A preliminary. partial version of this
Papes was prescnted n [4] The IEM i et on o
Several bytes in the intemediate result, which can be recovered
afteraresetorat the end ofthe operation. Here, the functionality

injection. This type of IEMI can pose a severe threat 10 various
electrc devices with cryptographic modules since trnsiently
injected fauls can be utilized for implementing an emerging
e ol ik o~ stk

A fautnjcton atack s a physia atack against cypi-

s Federal Communications Commission and Comite Iterma.
tional Special Des Perturbations Radiolectriques, have summa-
rized the aforementioned knowledge and experience, and have.
standardized the acceptable valucs (ic., guidelines) for EM

Mascrig v Desmber 2. 201 eised Apeil 13, 2012 eceped
May 25,2

B attackers fist nject transiend fults ko itermedinke data
of eryptographic operations and obtain a faulty ciphertext af-
(e which ey repet the atack us pcssay wd dive the
key everal faly cipher entionsl fault
{ejoction tchaiques requie dire
prographic modules and/or modification of the modules
themselses in order to inject transient faults. In contrast, fult

i3
iyt s v e Deptnen of Ecet and Commanson

75, opan (-l mna@acki e

mmqu scki@ecs shokiacip)

0018937553100 0 2012 1EEE.

froma distance withoutleaving any hard evidence of the attack.
IEMI-based faslt njection attacks have the potential to become
a new threat to 3 wide variety of cryplographic devices,
as securiy servers located in daia centers, even f the dey
implement conventional countermeasures against direct a
and invasion.

‘This paper demonstraes an IEMI-based fault_injection
attack through experiments using the most popular block ci.
pher, namely the Advanced Encryption Standard (AES) [5],

Resticons sy
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Abstract—This paper demonstrates an inaudible attack on
smart speakers wsh

. Jun Fan, Fellow, IEEE, and Chulsoon

data acquired by the microphone circuit. Recently, several

The  publications have demonstrated inaudible voice commands

inection on the the smart_speakers by
explaiting the nonlineariy of the microphone [S1-[17].

“The dolphin attack or ultrasound stack [9]-15] s demon.
srated that 2 voice-enabled device can respond (o inaudible
ultrasound voice commands. More recently aser pointers have

physical layer of

€ been demonstrated as another ool for atacking microphone-

based devices (5], g the ultra

Inject commands at distances up to 25 m

are security,intentionl cectromagnetic
I e itack smar spesber

Index e
nterference
L IntrobUCTION

SMART spesker nowadays is ot & just music player

ing, door

fecs, sh as compromised home seurty and informaton

apps and. networks [11-[3]. Rescarchers have.implemented

o application-level atacks, voice squating and voice mas

querading, which impersonate the smart speakers to steal and

cavesdrop the conversatons [4], [S]. A security rescarcher

from MWR Info Security has demonsrated an attack on
Kers by placing the mabware whic

a physical layer atack can readily bypass conventionl
curity algorithm providing an unchecked entry point o the
system. The application layer with software runming on the
smart speaker sysiems makes critcal decisions of the input

e o R ok . cn o ion
mgienc ey

o sk bt b imenigted rcenty 9, 151 ch v

the voice signal processing method proposed in [15]. However,

acks such as ulrasound
and light command, EMI based atack can penetrate windows

their applicaton, the atack setup needs to be placed very close:
ardia clectronic device.
“This paper s the first paper demonstrating the IEMI attack
on the smart speakers and atempted 10 increase the IEMI
atack distance for the smart speakers and cellphones. Dif-
ferent from previous cellphone attack work, we targeted at
the microphones of the devices not th

atack principles including the EM c

aonlintaeiy e prested in Sccton 1 The the atack ignal
is optimized by exploring the nonlineariy performance of the

5
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e i e e
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Fig. 1. Microphone circuit diagram and the anticipated coupling path
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Audiplel
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Fig. 2. Demodulation due to the inherent nonlinearity of microphones
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Echo TEMPEST: EM Information Leakage Induced
by IEMI for Electronic Devices
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Abstraci—Electromagnetic (EM) information leakage encour-

(@it sgnl s recabved and
ages atacks, wherein the attackers passively capture and analyze
EM Generaly

iCs or moduies,

r{ by\tl me
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” \ i |
Trans. signal T ( Trans. signal

r <‘H L

Amplltude of reflected wave cﬂan es
with input impedance of target circuit|

device with weak EM clsio kel are ot argle. How:

Echo radiates
outside device

the feasibilty of the information leakage threat induced by the

circult of an Integrated circuit (0). Specifically, the changes in

the.
Kexbonrdn. i v e demootrated hat tacher umld mmmi

e rradited EM wine Purbeione vt ss . .
cing e TEMPEST, e
Inder Terms—Eavesrop. clctromagnetc manatons.decro- g 1 Trans. signal of UART module
nagnele ormalan eolagt, irlvar s, OB 1 | g o i st ity (1) So — L e i
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age. which vary withime. Thsetime. varyng ignals Uninin ey s stocks, knowsunderthe code name TEMPEST 20 Do (us) &0 80 100
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Probe Output Voltage [dBuV]
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Memory encryption is essential to realize the privacy and trust of date stored in main
memory, which is placed outside the CPU. Especially in recent years, with the advanced
performance and greater capacity of Non-Volatile Memory (NVM), adoption of NVM
has grown in data centers, IoT devices, and modern CPUs for power efficiency and
performance improvement. However, NVM poses a higher risk of eavesdropping and
tampering/data manipulation due to its data non-volatility, than DRAM. Therefore,
a memory encryption mechanism, which is capable of encryption and authentication
for large-capacity NVM with real-time processing, is strongly demanded. In this pre-
sentation, we will provide an overview of cryptographic primitives for secure NVM,
incorporating the latest findings from the presenters.
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Key technique: Incremental cryptography
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1024 32 32 25 18 22 524K 134M 34
—_ 16 2,048 64 64 33 32 30 1M 268M  68G
. ELM ;j('/ S = % 1& )71 < 4,096 128 128 49 64 46  2M 536M 137G
8192 256 256 81 128 78 4AM  1G 274G
{%:‘E 512 64 33 30 32 28 2M  2G 2T
1,024 64 33 30 32 28  4M 4G 4T
e 32 2048 64 64 33 32 30 8M  8G 8T
. S|T Etj- VFVITREDA— 1096 128 128 49 64 46 16M  17G 17T
. 8192 256 256 81 128 78 33M  34G 35T
— \ W~ \
Ny KRB "“*ET =g2N" 512 128 65 46 64 44 16M  68G  28IT
1,024 128 65 46 64 44 33M 137G 562T
64 2048 128 65 46 64 44  67M 274G 1P
1006 128 128 49 64 46 134M 549G 2P
8192 256 256 81 128 78 268M IT 4P
512 256 129 78 128 76 134M 2T  36P
1,024 256 120 78 128 76 268M AT  72P
128 2048 256 129 78 128 76 536M ST  144P
4,096 256 129 78 128 76  1G 17T  288P
8192 256 256 81 128 78  2G 35T 576P
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Towards Achieving Provable Side-Channel Security
in Practice

Abdul Rahman Taleb

CryptoExperts and Sorbonne University
abdul.taleb@cryptoexperts.com

Physical side-channel attacks are powerful attacks that exploit a device’s physical ema-
nations to break the security of cryptographic implementations. Many countermeasures
have been proposed against these attacks, especially the widely-used and efficient mask-
ing countermeasure. Nevertheless, proving the security of masked implementations is
challenging. Current techniques rely on empirical approaches to validate the security
of such implementations. On the other hand, the theoretical community introduced
leakage models to provide formal proofs of the security of masked implementations.
Meanwhile, these leakage models rely on physical assumptions that are difficult to sat-
isfy in practice, and the literature lacks a clear framework to implement proven secure
constructions on a physical device while preserving the proven security.
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Towards Achieving Provable Side-Channel
Security in Practice

https://eprint.iacr.org/2023/1198

Abdel Rahman Taleb
CryptoExperts, France
Sorbonne Université, CNRS, LIP6, F-75005 Paris, France

Mathematics of Security Analysis for Modern Cryptography
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WE INNOVATE TO SECURE YOUR BUSINESS

Side-Channel Attacks

Side-Channel « Eavesdropping »
>

>

(late 1990s)
Secret Key : e
. C‘Uf/b,, IS

Black box oracle E "Me

power Consy

S E = E ] Electrom, i iati
Plaintext : Encryption |8 _ :, Ciphertext et Reclation
| Algorithm : ‘

f Wemo™y Coch®

mtion
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Co u nte rm eas u re { Number of obseeanc/r;t?obnsse ;'?)tvi:)sng ::rgci;rhtz(:;st:eve the secret

Maski NG chari et al. [cRYPTO'99], Goubin and Patarin [CHES99]

Secrets a and b

Secret Variable x € [, (field)
ﬁ_\\‘ | gpservato” 10

4@ get @ +b
b —

Encode

shares s
I a8

— VA BN
Secret Vector X = (x,...,x,) € )

Encode

y " ~__
p
$ \ues < a )
\ random V&

nation

i
secret recom®

X, < X = X|... — X,

Intuitively, a gadget is considered « secure » if an
O u n e rm eas u re attacker needs at least n observations to retrieve the

secrets
Gadgets
Operations over variables [, Operations over masked variables in [Fg g of atomic
1S form
Gadg®
p-share gates
. gales
Atomic 9
a,b @ a+b (ay,....a,), (b, ....b,) (cppone)ste+..+c,=a+b
a,b @ axb (ay, ....a,), (by, ..., (cpy.enc)ste+...+¢,=axb

random

@ r & F, (ay,...,a,)

new fresh shares
(cpy.ong)ste+...+c,=a
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attacker needs at least 1 observations to retrieve the

Gadgets

’ Intuitively, a gadget is considered « secure » if an

secrets
Example
2
G_}_ G+ Grefresh
a a, b a; a, b a r

X |

—

[\

\
© oo oo

0—@

1 b
L‘:

c )

No single observation can

L X
|

By observing ¢y,

retrieve a or b

No single observation can
retrieve a

the attacker retrieves a

BAD EXAMPLE o GOOD EXAMPLE GOOD EXAMPLE

5

Security of Masked Implementations
Empirical Approach

Leakage detection using
/ statistical analysis

Mounting well-known
attacks from the literature

Masked Implementation Infer security level

{ How to have formal security guarantees ? %
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Security of Masked Implementations
Leakage Models

Theoretical view of masked implementations

Formally define side-channel attackers’ capabilities

Quantified security levels based on leakage models

Leakage Models

Easy to use
t-Probing Model

t intermediate
variables leak
their values
p-Random Probing Model
each intermediate
variable leaks with
probability p

5-Noisy Leakage Model

each intermediate
variable leaks a
S-noisy function
of its value

Close to reality of
physical leakage
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Leakage Models

Physical Assumptions

Sequential execution

of operations
—_—

Leakage only on
X,

Leakage only on

Leakage only on

Each operation leaks
during execution

Leakage only on

X, X3 Xy
% Data Independence Assumption: each operation
i leakage only depends on its inputs
9
f Physical noise occurs
L k M d I during side-channel
ea age O e S acquisitions
Physical Assumptions
Sequential execution
of operations
—_—
—_— —_— — —_—
X X X3 Xy
Noise 1 Noise 2 Noise 3 Noise 4

% Noise Independence Assumption: each noise is
independent of the others
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Leakage Models

Practical Issues

* No proper methodology to implement proven secure constructions on physical devices,
while preserving security from the leakage models

* Physical Assumptions usually not satisfied in practice

Leakage Models

Practical Issues

: - . —
write x; - write x, _
CPU register _— X, _— X

Physical effects break the
data independence
assumption
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Leakage Models

Practical Issues

/ deterministic function d (%)
Leakage trace (or vector) 7 for

L+
an operation Noise z drawn from some
multivariate distribution (usually

Gaussian A/ (6, )

Multivariate noise break the
noise independence
assumption

Noises during successive
operations include dependency

Contributions

* Propose a methodology to turn a masking scheme proven secure in the random probing
(or noisy leakage) model into a physical implementation satisfying provable security in
practice

* Address issues with physical assumptions

* Propose a novel test to (in)validate data independence on a physical implementation

* Integrate the loss of noise independence in the analysis, quantifying the implied loss of
security

* Highlight design goals to achieve provable side-channel security in practice

 Discuss main limitations and issues, to finally bridge the gap between theory and practice
once and for all

54




Technical Background
Random Probing Model

Grefre vh

(p, &) — random probing security Examples

)
&
o
W set of wires 2 {ai}
)
‘ e
2 ar
@ @ Independent from secrets ?

yes no

Simulation Success Simulation Failure with proba. &

Technical Background
Noisy Leakage Model

read X;

execute op. 1

—

write ﬁ fiis anoisy function with 2 inputs

Internal : / \
State

- — random string p;
— sensitive input x; -
read Xx; to model noise

execute op. k fi is parametrized (i.e. 6-noisy

write yk’ function)
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Technical Background
Noisy Leakage Model

read X;

D —

execute op. 1

write y;
Internal
State
read x;

—

write y,

execute op. k

Leaks fi (X[, ;)

Leaks fi(Xz, pi)

[
{

|

[; is parametrized (i.e. 5-noisy
function)

&: « distance between X and

X|fX) »
LV Wh
High physical Low physical
noise noise
Low leakage High leakage

Technical Background

Security Reduction

(p, €)-random probing security =  §-noisy leakage security
(6 = f(p), details later)

Why ?

|

[
| 0-noisy leakage adversary reduces to a random probing adversary with leakage
probability f~1(65)

|

Circuit secure against p-random probing adversary, is also secure against 5-noisy leakage

adversary for p = f71(8)
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Methodology

Overview
Implement abstn_—act N Enfc_)rce and test data N Charact_erlz_e th_e leakage
gates on a device independence distribution

c ile th Estimate the noisy Rel oise
ompile the ¢ ¢ elax n
implementation leakage parameter & indepencence

tolerated by the device

Methodology

Overview

Implement abstract
gates on a device

57




Implementing Abstract Gates

» Operation in the noisy leakage model:
* read input from memory
* execute operation

* write output into memory

operation_xor:
1ldr r0, [r0]
ldr r1, [ri1]

eor r0, rl r0 // For other operationms,

change ALU instruction.
str r0, [r2]

Implementing Abstract Gates

Assembly implementation
operation_xor:
ldr r0, [r0]
ldr r1, [r1]

eor r0, rl r0 // For other operations,

change ALU instruction.
str r0, [r2]

C signature interface
void operation_xor (const uint32* aPtr,
const uint32* bPtr,
uint32* cPtr);

Abstract circuit implementation
operationi(alPtr, biPtr, ciPtr);
operation2(a2Ptr, b2Ptr, c2Ptr);
operation3 (a3Ptr, b3Ptr, c3Ptr);
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Methodology

Overview

Enfc_)rce and test data
independence

Data Independence

Enforcing

» Leakage of an operation must only depend on its inputs
* Physical defaults (e.g. transitions) break this assumption
* How to enforce it on a physical device ?

* data whitening
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Data Independence
Data Whitening

operation_1(a,, b;)

| whitening() | \
clean data path and

operation_2(a,, b,) registers from

/’ previous calls

| whitening()

Example: call same operation with
random inputs

Effectiveness depends on CPU
micro-architecture

Data Independence
Data Whitening

operation_1(ay, b))

| whitening() |

operation_2(a,, b,)

| whitening() | —

operation_1(r, )
operation_1(r3, )

operation_2(rs, 1g)
operation_2(r4, rg)

{ How to test if it works ? }
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Data Independence
Testing

operation_1(ay, b;)
whitening()

Relax data independence to
tolerate residual linear leakage but
not joint leakage on previous
operation’s inputs

during operation_2, residual
— " leakage of operation_1 might be —
present

operation_2(a,, b,)
whitening()

Additively split leakage to
separate operation signals

Data Independence
Testing

Leakage trace starting at
operation_1 and ending after
operation_2

operation_1(a,, b;)

whitening()

Full Iﬁkage traceH .

Y(ay, by, ay, by) = dy(ay, b)) + dy(ay, by) + N
operation_2(a,, b,)

whitening()

Noise independent of
inputs

We need to ensure that the leakage
trace satisfies the above form

We assume it is the case, and then
validate / invalidate our assumption
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Data Independence
Proposed Statistical Test

Fix a set of values (a;, by, a,, by)

Execute the following blocks several times

operation_1(ay, b;) operation_1(ay, b;) operation_1(0,0)
whitening() whitening() whitening()
operation_2(a,, b,) operation_2(0,0) operation_2(a,, b,)
whitening() whitening() whitening()
Set of traces T(, Set of traces T{ Set of traces T,
under our assumption under our assumption
for each trace 'y in the set, we compute Average trace T(1 0= A (a, b)) + dz((] 0) + 0 Average trace T(O = dl (0,0) + dz(az, by + 0
?’ = ? - T(l.[)) - T((),l) to obtain a new set T(] 1) (Noise = 0 since it is gaussian of mean vector 0) (Noise = 0 since it is gaussian of mean vector O)

b T = dy(ay, b)) + dyay, by) + H(0. %) — dy(ay, by) — d(0.0) — d,(0.0) — daay, by) = (0. ) — dy0.0) - 4,(0.0)

under our assumption

29

Data Independence

Proposed Statistical Test

Fix a set of values (a,, by, a,, b,)

Under our assumption, the new set of traces T(/u) contains traces
of the form —d, (0,0) — d5(0,0) + #(0, %)

traces that do not depend on any input (Multivariate Gaussian noise
+ constant vectors)

{ Does our assumption hold ? i

30
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Data Independence

Proposed Statistical Test

Fix a set of values (a,, by, a,, b,) Fix another set of values (aj, by, a3, b5)
Compute the new set of traces 7.

wn Compute the new set of traces T(’z,z)

Perform T-Test to compare sample groups

Identical Different
Our assumption holds, all samples are of the form Our assumption does not describe well the
—d,(0.0) — d,(0.0) + #(0, %) leakage, some dependencies still remain on the

inputs

There is joint leakage on the inputs of the operations

31

Data Independence

Proposed Statistical Test

* After several executions of the test with different inputs, the assumption can be (in)validated

* We argue that the absence of dependency for adjacent operations guarantees the absence of dependency for non-
adjacent ones

* We perform our test with a chipwhisperer, on an STM32F3 MCU based on an ARM Cortex-M4, with 8-bit operations

xor_func: and_func:
ldr r0, [r0] ldr r0, [z0]
ldr r1, [ri1] ldr r1, [ri]
eor r0, ri r0 and 0, ri r0
str r0, [r2] str r0, [r2]
left_shift_func: right_shift_func:
ldr r0, [r0] ldr r0, [r0]
mov r0, r0, LSL 1 mov r0, r0, LSR 1
str r0, [r1] str r0, [r1]

void whitening(void) {
xor_func (aiPtr, biPtr, ciPtr);
xor_func (a2Ptr, b2Ptr, c2Ptr);
xor_func (a3Ptr, b3Ptr, c3Ptr);
}

Fig. 3: Elementary Operations (xor, and, left shift, right shift) and whitening as implemented on
the STM32F3 MCU.
32
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Data Independence
Proposed Statistical Test

i} I

AN MM“MM Iy i
u‘\u AV M
[ "

,\'

Power consumption

03

Time sampl

(a) Average trace
- TN

oL bl Y )
o 5o 100 o 0 o X6 B a0

(c) Teo.1) vs T(0,2)
2

Test value

o

kA Y Y

(e) Proposed T-Test

Wi

) Jﬁ“'ﬂ"‘\‘:‘\‘ 1

(b) Ta,0 vs T(2,0)
T TR T
W il 1‘

so 10 130 00 W 00 o 40
Time sample

(d) T,y vs T2,z

Fig. 4: Data Isolation Test. Blue (with whitening). Orange (without whitening).
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Methodology

Overview

34

Characterize the leakage

distribution
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Leakage Distribution

Characterization

* A well-studied problem in the literature

—

« The leakage of an operation with input X takes the form y" = d (X)) + #(0,X)
» Procedure:

» Acquire a set of traces for the considered operation

+ Estimate the deterministic functions d (- ) (dy( - ) for each time sample i )

« Acquire a new set of traces and remove the deterministic part (i.e. ¥ — d (X))

« Compute the covariance matrix X from the resulting traces

35

Leakage Distribution

Characterization

m
For each time sample i, d(X") = Z a; - h(x)

/N

a; are coefficients to be estimated h; are functions that depend on
the bits of the input X~

; We can use linear regression to estimate the coefficients ;

36
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Methodology

Overview

l

Relax noise
indepencence

37

Noise Independence

Relaxation

» Leakage models require noise independence assumption
« Difficult to ensure in practice
* Multivariate noise induces dependencies between operations
* Relax noise independence instead of enforcing it
 Split the noise occurring at each time sample among the different operations

» Need to take into account the noisiness level (lower noise = higher information leakage)

» An attacker with access to the split noise, can easily recover the original noise = easy security
reduction

38
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Noise Independence

Trivial Relaxation

start

Leakage
trace Y

end

operation__1
operation_2
operation_3
operation_4

operation_5

Y =5 +85+8+S,+S5+N

Split ﬁamong the operations
instead of having time-separated
each S; is only the leakage of noises for each operation
operation_i (data independence
assumption)

- = s - 1
N:N]+N2+N3+N4+NSsuchthatNi:gN

Drawback: more operations = less noise on each operation = more

leakage = lower security level in the leakage models

39

Noise Independence
Attempt at an Optimized Relaxation

start

Leakage
trace Y

end

operation__1
operation_2
operation_3
operation_4

operation_5

?:E;+§£+§;+§;+§;+ﬁ

-
Each §; has most leakage during operation_i, then
residual weaker leakage during next operations

|

Need more noise in N; during the execution of operation_i

|

Can be expressed as an optimization problem: how to

rewrite N = N; + ... + Nj, such as to minimize the

information leakage (e.g. Signal-to-Noise ratio) of the
different operations ?

40
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Methodology

Overview

Estimate the noisy
leakage parameter +—
tolerated by the device

41

Noisy Leakage Parameter

(p, €)-random probing security =>  J-noisy leakage security
* Mainly two metrics for &
« Statistical distance
« Average relative error
Definition 6 (Pointwise Mutual Information). Let X,Y be random variables over X,Y re-
spectively. For any xz € X,y € Y, the ezponential form of the pointwise mutual information (PMI)
is defined as:

PX =z,Y =y

PMIxy (z,y) = PX=a P¥Y =y

42
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Noisy Leakage Parameter

(p, €)-random probing security =  J-noisy leakage security
< Mainly two metrics for &
« Statistical distance

« Average relative error

Definition 7. Let X,Y be random variables over X,) respectively. We can define the L1 statistical
distance (SD) as follows:

1
SD(XY) = i]EY:y]EX:w“PMIX,Y(x»y)l] .
The average relative error (ARE) can also be expressed as:

ARE(X]Y) = Ey—y [ max [PMIx y(z,y)]] -

43

Noisy Leakage Parameter

(p, €)-random probing security =>  J-noisy leakage security

* When ARE noisy functions = p =

+ When SD noisy functions = p ~ | 2| - §
Definition 7. Let X,Y be random variables over X,Y respectively. We can define the L1 statistical
distance (SD) as follows:

1

SD(X|Y) = ;

Ey—yEx—[[PMIxy(z,9)|] .
The average relative error (ARE) can also be expressed as:

ARE(X|Y) =Ey—, [mgx [PMIxy(z,y)|] -

44
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Noisy Leakage Parameter

(p, €)-random probing security =  J-noisy leakage security

« When ARE noisy functions = p = 0

» When SD noisy functions = p ~ | X| - 6

* Random probing model: worst-case model
* ARE: worst-case metric

* SD: average-case metric

45

Noisy Leakage Parameter

ARE =Ey max |PMI|

—Eymax’ X=aY =y )
PlX —w] Py =y]
B PlY = y|X = ] 1
Eyma"’zx JPY =yl X=a] PX=a] 1‘
SD = %EyEX|PMI|
PlY = y|X = ] 1 B 1‘

1
=Brg Xzzm)zxw Py =y|X =2 P[X =ax

46

Critical operations:
expected value

« conditional probability

max
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Noisy Leakage Parameter

« After the leakage characterization, the conditional probability can be computed

PIY =y|X =] = ———— o~ 5(y — d(@))" 5 (y — d(x)))
(2@71)2‘

* We also estimate the expected values using Monte-Carlo convergence method

47

Noisy Leakage Parameter

(p, €)-random probing security =  J-noisy leakage security

» When ARE noisy functions = p = 6

« When SD noisy functions = p ~ | Z'| - 6 s here| 2| = 2'6 }
14

-0.010
p——— — — — — — | — EOR
-0.015 AND
12 —
a -0.020 o LSR
o < — LSL
§-0.025 § 10
=0.030{ |
-0.035 8 —
0 2000 4000 6000 8000 10000 0 2000 4000 6000 8000 10000
Nb. samples <] Nb. samples
Very high
(a) SD levels! (b) ARE

Each ARE and SD value is computed using the inferred deterministic function, and the
noise covariance matrix

48
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Methodology

Overview

Compile the
implementation

49

Wrapping up

« Implement random probing secure gadgets tolerating a leakage probability p, based on 6 computed on
the physical device

» Best gadgets from the state of the art tolerate p ~ 277 = McU chip not adapted for provable side-
channel security!

ARE|SD
5 277 2710
10 | 278 |21
20 | 279 |2712
40 2—10 2—13
1280|2715 |28

ARE and SD values after adding artificial noise to side-channel traces on the chip
o : standard deviation of added noise
. ~ 28
Osignal ~

50
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Conclusion

@ Implementing
elementary operations

Physical leakage

(2 Data isolation

Isolated physical leakage

* Nodatai
* Noise dependence

Model II: Idealized noisy

leakage model

{¥%:=d(a,b) + ¥O.2)},

U

DDF / PGMP
reduction

Model lii: Gate-leakage
random probing model

Leakage probability pg, =y - 6

@ Noise splitting

“/5\ Estimating the
..., Noise metric
T

{63}

> PwL = y/PcL

« Dataisolation 3
* Noise dependence

3) Leakage
characterisation

Model I: Noisy leakage

model w. noise dependence

k
¥ =Y da,b)+ /(03

i=1

Model IV: Wire-leakage

random probing model

Leakage probability

Left out from the presentation J

51

Conclusion

Novel test for data independence

Methodology exhibits all steps to use provably secure gadgets on physical devices

The first attempt in the literature to directly tackle the noise independence assumption

Noise levels are critical for security levels — tested component showcases the results but
is not suited for the use-case

» How to achieve high physical noise when designing hardware?

* Can we make leakage models and security proofs tighter?

« Can we solve the remaining limitations of the approach ?

52
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Future Works

* Many future works!
* Many questions are raised to completely bridge the gap between theory and practice
» Extend the approach to hardware implementations

* Integrate potential data/noise dependence in the security proofs instead of enforcing/
relaxing them.

* Find components which satisfy the required noise and security levels
» Apply the noise relaxation technique on real-life devices
* parallel implementations ?

53

) Our main goal is to popularize the research topic and make room for
% many future advances

https://eprint.iacr.org/2023/1198
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Any questions ?
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COFB~DPRIVIZE

Akiko Inoue, Tetsu lwata, Kazuhiko Minematsu:
Analyzing the Provable Security Bounds of GIFT-COFB and Photon-Beetle.
ACNS 2022: 67-84
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RUP (Release of Unverified Plaintext) [ABL+14]
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Security Requirement 1 Let O, be the oracle in the real
world that takes addresses (x1,T\) and (x2,T>), and returns 1
if Er,(x1) = E7, (x2) and 0 otherwise, where E is SCARF. Let
Oigeal be the oracle in the ideal world that takes addresses
(x1.T1) and (x2,T>), and returns 1 if Iy, (x1) =TIz, (x2) and O
otherwise, where 11 is a tweakable random permutation with
the same input/tweak/output lengths to SCARF. An adversary
is allowed to make at most 2*° queries. Then, the adversary
running in time at most 289 cannot distinguish the real from

the ideal world.
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Security Requirement 2 Let Oyeal be the oracle in the real
world that takes a plaintext P and a pair of tweaks T1,T,
as input and returns C such that C = Ey, ! o Er, (P), where

E is SCARF. Let Oijou be the oracle in the ideal world that
takes a plaintext P and a pair of tweaks Ty, T> as input and
returns C such that C =Tl LoTly, (P), where Il is a tweak-
able random permutation with the same input/tweak/output
lengths to SCARF. An adversary is allowed to make at most
2% gueries. Then, the adversary running in time at most 239
cannot distinguish the real from the ideal.
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i%é@j_} \_/\ W |\ (;Z:EH Table 1. Synthesis results using Nangate OCLs
(%\?%\g (C(3IRB ) Technology 45nm 15nm
Latency [ns]  Area [GE] Latency [ps] Area [GE]
PRINCE 4.74 12,554 628.49 17,484
MANTIS6 4.73 13,129 630.07 17,641
QARMAS5 4.40 13915 563.62 18,455
SCARF 226 7,335 305.76 8,118
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Fig. 8. Cumulative probability distribution for the differential uniformity of SCARF.
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Fig.9. Cumulative probability distribution for the linearity of SCARF.
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Boomerang uniformity distribution for ~~-SCARF
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Fig.10. Cumulative probability distribution for the boomerang uniformity of SCARF.
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Fig. 11. Cumulative probability distribution for the differential linear uniformity of SCARF.
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KERTER NTT ©)

Round‘ o | B ‘ Bias €

242 |(0x00,0x01
3+3 |(0x00,0x01
4+4 |(0x00,0x01
5+5 |(0x00,0x01

0x00,0x01)| 2796792
0x00,0x01) | 27146761
0x00,0x01)| 27248467
0x00,0x01) | 27298025

0x00,0x02)| 27297363
0x00,0x03)| 2728138
0x00,0x04)| 27265813
0x00,0x05) | 2306340

4+4 |(0%00,0x01
4+4 |(0x00,0x01
4+4 |(0x00,0x01
4+4 |(0x00,0x01

4+4 |(0%00,0x02
4+4 |(0x00,0x02
4+4 |(0x00,0x02
4+4 |(0x00,0x02
4+4 |(0%00,0x02

0x00,0x01) | 27301689
0x00,0x02) | 27248833
0x00,0x02) | 27248833
0x00,0x03) [ 2279966
0x00,0x04) | 2730.0152

4+4 |(0x00,0x1F)|(0x00,0x1C)| 2~28.1046
4+4 |(0x00,0x1F)|(0x00,0x1D)| 2-28-1773
4+4 |(0x00,0x1F)|(0x00,0x1E)| 2~ 279916

4+4 |(0x00,0x1F)|(0x00,0x1F)| 2244674

)|(
)|(
)|(
)|(
)|(
)|(
)|(
)|[(
)| (
)|(
)|(
)| (
)|(
)|(
)|(
)| (

Table 2. Examples of observed differential bias given experimentally: we used Ny = 2% to get
these results, i.e., 2237239 = 255 pairs.
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* Layer 4: Logical
FERDEFeTBE2ERIIE
—Distillation[FSG09]IC&DZEIR
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1 EFRUP2EFEYN — NCEFRIE%Z D %
< IARTOYT — bR MEMERS
—>FEREIFMAFROTEIANMILLT (n = [log N|, BABFEEEER)

e i . :

Ripple-Carry [CDKM04] 3n 0(n®) 0(n?)
Carry-Lookahead [DKRS06] 5n 0(n?logn) 0(n*logn)
Fourier-Basis [RC18] 2n 0(n?) 0(n?)
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Carry-Lookahead [DKRS06] 5n 0(n*logn) 0(n%logn)
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Fourier-Basis [RC18] 2n 0(n®logn) 0(n*logn)
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A Multiplication [RC18]
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S SEAMIFEQFT
:LJLH‘%ED\S(D&%\
WARHE FORIIP, o) = [ oxp(amie |7~ 2458

&

1—HTT-

j P H T T
; g@ T

PABFDASART,
SFEYNESLIER

BIfFRAZS[RC18]TlE, BIFEDAAEIT—HhHo>THETE NI AE
—ITQFTICLZETEIAMIIRERIEE | 3

A FAMDEMQFTADE SRR
-%.'%vaac;E?tu NME. a < bRZESbOEFLEYNC,
HIFEIR, _ o 7 — NEAE A
—>BETFEYIDY — NI FEn /2N 5 FE T log (1 /&) BN
I UQFTDT-countld. FEIETRRBI8),
MontgomeryZRE&EDT-counth'1/ 3T

ITHEEN e DIHED, HIHEIESRERIEEDT-count

R RABQFT

Multiplication 4.5n%log(1/¢) 3n2log(1/¢)
Reduction 3n2log(1/¢)
Uncomputation  1.5n%log(1/¢)
=11 In?log(1/e) 3n?log(1/¢)

1/3 34
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R SHRAYINQFT (1/3) [NSM20]
ITQF TS ER D 2 N EEIFRICE SRR,
SHIRBT-countDHEIRICER I

I_HTT‘

) P, H s I
4 gg Pg[éﬂ }IZH

Npj Quantum Information, 6(1), 1-6, 2020.

[NSM20] Nam et al.: Approximate Quantum Fourier Transform with 0(nlog(n)) T gates.
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es for the

HBSaDEFEYME. a < PRBESbOEFEYNC,

FIEIR _ 41T — DB

2FD, EFEYRabbDENEEIC1DEEDHABNEAL

%(ﬁ"?ao)E?t‘yl\) (%’?b@i?t‘/I\)E_’km_l_(b_a)(:$§%w
km-1-p-ay M 1BB(EL, HIHHIR,_ o4 ZEH

'km 1—-(b— a)(LjJ[IZ éb(kﬁﬁﬁﬂ%?'ﬁ( %—%ﬂ_b
NEOMBIETIREE LT, BUFOESZIT

S SREBAIQFT (2/3) [NSM20]

2Mm—1

" .
(ﬁ Z exp <—27Tiz]—m> Ij)> |k - k1 ko)

m-2 2m—

- <%<H exp(k; X 2mi x Zl—m)> z exp (—2711 2]—m> |j)> |km_s - kiko)

=0
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R SHIAYEIQFT (3/3) [NSM20]

2Mm—1

. .
(ﬁ Z exp (—zmzj—m> |j)> ey o Ky ko)

) &

]
( Z ( Z—m)m + lem g ko) mod zm>>|km 2 o)
2m— m—2
1 o 2\
2 2 exp| — Z_m exp | 2mi Zz—m ) Vkm—z - k1ko)
j=0 =0
1 m-2 2Mm—1 i
. ] .
ol <1_[ exp(k; x 2mi x 24~ m)) Z exp (—anz—m> |])> |Kmez o kiko)

=0 j=0

(VZiS il 0L

|y - kiko )&, BIFOZEFIARRICEANST, |0)(CHIEA(LE]EE
BLE&D. f14B5° — MOFEHIELGTETES

Chan

3

/\
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AIE SELIQFTOHR

Bet

-[NSM20]TI&, T-countzi®s5971zsh, [Gid18]MhNE[EIER%ZFIH
S UERENDLS, BMARDEARS — MR ioga o0&,
* T-count: 8nlog(1/¢)
* T-depth: 2nlog(1/¢)
*x = FEYh: 2log(1/¢) <K n

-ZONIEEEEZ[DKRSO6](CERDH#LZ BE, [DIFEZESHRL
X NNEEFEBADRIFEIRIHVNSKIRDIED

* T-count: 32nlog(1/¢)

* T-depth: 8nloglog(1/¢) « 2nlog(1/¢)

x flBIEFEYh: 4.5log(1/e) K n

ITIQFTORsfEE T EE (L. MOBIEEEF D E LR TED
EBRIC, STEEREBDIN?
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o i Multiplication [RC18] (F8#8)
QFTHEIE LT, FIFREEZITNDRVREBDFERZHS
%)|0) = [x)|0) XIUBE, QFTREIHOLSZIIdPRTH

n-1

z x;(2¥a mod N)

k=0

= |x)ax)g = |[¥n-1%n—2 - x1%)

¢
HITHDEAAET — M, FIHIEY hARHIEY M ANBRATHZRILRL

—_y—

—SHIEHEY NS 1-U>)FBET, QFTEERERERFICELT

1 -{H
B —
3 EE) &%@ ?
STE=E,  oFt Mult.
-T-count: 1.5n%log(1/¢) + 3n%log(1/¢) = 4.5n%log(1/¢)
-T-depth: 3nlog(1/¢) s o

Auee Multiplication (AREZR)

BX1FtH5%
HEEY ERTS1-U T FRET, QFTEERERINSIZEE

¥, N E
i_L’ﬂL){QFTtMuItipIication’iﬁ%’E, ITQFTOIR Mr LR,
BE@.  mporT Mult.

T count: 32meetita—= 3n2log(1/s) ~ 3n?log(1/¢)
-T-depth: 3nlog(1/¢)
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A Reduction [RC18] (F5I9)

Montgomery Reductionz3E1T (3X7YT THERK)
lax)y = |axN ™" mod 2™*1)|ax2"™mod N),Z5TE
-Estimation (5822 XAD51E)
(N — 1) /20#HDEREZmE]SEhE
-Extract (QFT2[El9y. ST E=DFEIE
IQFTRUQFTT. 882L XD LAty bES
-Correction (882 AADFHZEE)
*x 2L D ADER ERIEY Mz, B1LSRANER EAIEY I
* BB1ILSAIDER EAEY M IDEE, 2L RAAICNZET

STERER: |x)|ax)y - |x)|axN~! mod 2™*1)|ax2™™ mod N),

STE=ELL T o@D
* T-count: 2 x 1.5n%log(1/¢) = 3n2log(1/¢)
* T-depth: 2 x 3nlog(1/¢) = 6nlog(1/¢) | Py

SRR Reduction (AFAZE)

Changes for the Better

s e IFRETE SN KER
‘Extract (QFT2[E1%, stEmpgE) e o a) AIER
IQFTRUQFTT. 852l 52508 LIty NeauS

T-count 3nlognlog(1/¢) 64nlog(1/¢) 3nlog(1/¢) 3nlognlog(1/¢)

T-depth 3lognlog(1/e)  16nloglog(1/¢) 3log(1/¢) 16nloglog(1/¢)

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\

160



MITSUBISHI

~HRR' Uncomputation [RC18] (HB18)
ﬁﬁbt‘yl\(ﬁw\ TEILTAY)DfEZHIFF
Multiplication&[@E#%, HIfEIRUMIE 1O TEERAIEE

|x)|axN~*mod 2"™*!)|ax2 ™mod N)

1 1 E2LTRAIC
- |x)|axN~'*mod 2™* )¢|ax2‘mmod N)¢ mRFTTOQFT
GT&EZ )
-SBILZZIDaN " HMBEEE2L S AINSIRE
_ ‘B3 TRICRTDIQFT
= [x}|0)g|ax2™™ mod N) StEE

-T-count: nm X 3log(1/¢) + 1.5n2log(1/¢)
~ 1.5n%log(1/¢)
-T-depth: 3nlog(1/¢)

_ $2L IZIOSRTOBF Ly NCHY — NeEF
= [0)0)ax2™™ mod N)  EEgi .

E2LXHNME (&, aN~ ! mod 2™+ MFHD1k }'f/ﬂc_ctblﬁf coomned3

uuuuuuuuuuuuuuuuuuuuuuu

A Jncomputation (ATAZR)

BN t“J I\(D1I_’E HIIBR

Multiplication& @)%k, HIFEHZRUMIE LB T, EIKDIFE
|x)|axN ~"'mod 2"™*1)|ax2"™mod N)

E2LTRAIC

— |x)|axN~'mod 2m+1)¢|ax2‘mmod N mRFTTOQFT
GtEZ(3HN)
‘EB1ILIRHIDaN " HBZZE2L D AINBIRE
_ B3 S AACnIRTTDIQFT
= [x)|0)p|ax2™™ mod N) e

+T-count: nm X 3log(1/¢) +32nlegdts)
~ 3nlognlog(1/¢)
-T-depth: 3nlog(1/¢)

_ $2L SRIDIRTOBTFLYNHY — VEEE
> [0)ax2™" mod N) i) .

E2LTRADMENF, aN~! mod 2" UBEDFEIRIEICEIDIES 44
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S HER KIAFTDORER (F518)
o(n)DFEBIEY M2BNNL. [EEEEE N o (nlog n) DITAQF TZ B
—Shor7)L IV AZAROIZ MR
1.QFTZIAMBQFTICESHAX (T-counthVE)
2 BQFTORIZRAL (T-depthhVEA)
ITBAEENDIZE 0, BREEIEOIXNZEFEED

r-depth

Multiplication 3n%log(1/¢) 3nlog(1/¢)

Reduction 3nlognlog(1/¢) 16nloglog(1/¢)
Uncomputation 3nlognlog(1/¢) 3nlog(1/¢)
=11l 3n2log(1/¢) 6nlog(1/¢)

T-counth'1l/345(C. T-depthh'1/ (T

45
lectric Corporation

AmEe Sho )L, T ADIR N
ShorPILTUZAT(E, 0(n~3)DIELUEENNHE
(. REEPEEInEEMEL, (85— N0 (n3)ER2ZN5)
I NEE e ~ n~3¢E9 3
Shor7)LJUZXLADETEIX

T-depth

Multiplication 27n3logn 27n’logn
Reduction 27(nlog n)? 48n’loglog n
Uncomputation 27(nlog n)? 27n’logn

=111 27n3log n 54n?log n
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AR KQOS/IME (1/3)

-SETOEM: sTERFBOE/IVE
CChBMiER: T — MOEKRBEOE/IME

[BIEERS Q

SFEYMNY
K

FROBFEEHERAEDEITIEERE, (85— orEE)
—KQZ/N\&(F 3L, EFTEORIAEIRICORNS [IVF+12]

KQO/NEWRTZ1-U> ) A5EEE?

47
ic Corporation

Aumer KQO/IME (2/3)
OonishiBOFE[OTU+21](CHEL), ERiEAL
STEIANDOREZVNTS -NMIEBUL. LTFOKQ - Z28/)ME
KQr = (EFEYMR) x (T — depth)
- FROS/IMEDI, BEARIATEITTYT — Min, Z2&=E10
T4 — b distillation(cBREFEY I\éﬁ&’&cg +1&£9%
X+ 11ES5 — NCRER@BIEFEY

CDEE, T-depthOEEIBICEEHT L,
EFEYME: 2n+ (¢, + 1)y
-T-depth: 27n:°gn + 27n%log n

r
Multiplication 27n3log n 27n?logn
Reduction 27(nlog n)? 48n2loglog n
Uncomputation 27(nlog n)? 27nlogn
Aast 27n%log n 54n%logn

[OTU+21] Oonishi et al.: Efficient Construction of a Control Modular Adder on a Carry-
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KQr =

KQO&=/I\ME (3/3)

<2 7n3logn

(2n+ (g + 1)ny)

+ 27n%log n)

2n?
27n’logn <(cg + 1)ng + o +n(c, + 3))

KQr

TR n 54n®logn(c, + 3)
1/2
KQr n ’2/(cg +1) 27n%logn(c, + 3)
© Mitsubishi Elect ic Cor 0rati0n49
MITSUBISHI N
SRR 2
4. Fx&ESD
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[RC18]MShor7IL U LI R

1. JRANDIELIQFTOFIAICLD. T-counth'l/3(THA

2. WEMRALIQFTOFIACLD. T-depthh'1/2(Ti

3. AT21-U2TAEODTRICED, KQHV1/2(TE

BLE(CED, Shor7) VX AEIEEEAROSTERF R OHIRZIT oI
ShorZ)LJUXLOFTEIR S

r-depth

[RC18] 81n3logn 108n%log n
AR 27n%logn 54n2log n
KQ;
ST EIERS n 54n3log n(c, + 3)
1/2

KQp n /2/(09 +1)  27n3logn(c, +3)
51
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REMDREEICKT B
FLLWEF7ILIU XL SQIF ORI v i

W #F
R Riil/ Saagin

j-yamaguchi@fujitsu.com

2022 12 AW Shor 7 V3V XA LD DR VETE v b TREBIERIREL T 2%
LWEF 713V X 4 SQIF (Sublinear-resource Quantum Integer Factorization) 234
RKENTZ (1], SQIF FFAEEER=R LTED, R ZEEOBFRNEHEZHA
BbeRBEtREICRE L, ZOHMEEZETF7 LY XL QAOA THWTEHET S
e CRBRAESES. REHETIE, 20235 HD CSECHRRTHRRLE: BTk
BEFEE AW RRB RO EBRRE ) [2) OFFMEZHANT 5. 3 SQIF OF
ZRAL, BEBRRIBEL2HE TSRV WS BES2IEMT 5. X2, +oRi
DEIRADFHERTRERILER SQIF 1R R L, ZOEBEREZMENT 2. EBE KBS
T 3725 QAOA DO DICHIM R 7 =— ) U ZEEEFHHAL, 1125558y O
BB OB RBRHII LTz, BRI, 2048 ¥y A OSRICHERETE v
MIBIUHERORBEO D 25X 5.
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[1] Bao Yan, et al. “Factoring integers with sublinear resources on a superconducting quantum pro-
cessor.” arXiv preprint arXiv:2212.12372, 2022.

2] IR, PR, BIES, ‘w1 it Fie Ao RBREO REO ERERE", TR A
Y& —2 v b EEREA T0T), 2023-10T-6-22, pp. 1-8, 2023.

167



RAES (I 2Z 2R - WEOIE

REHMDREREICNTS
FUWEFZITUALSQIF
DRE=LFR

2023F9H21H(K)
= TEM%ASH S @EAFA
T=H & F1UT(RTFR

LA #es
H5: RSAKES (1/2) FUJiTSU

O FAELKERSN TV ARIHRIES
O RSABES (GREIZRDAERIE)
O fEMHRIRIE S (BEATERE)
O«

O thERET BT I B5t B 25Tl
O3K[E : NIST, B4 : CRYPTREC BENENE
© CRYPTRECOFICLBE RSA2048DFARIFE TH2040F LU

1) CRYPTRECIRES®, BESI¥IiitRi~ 20224 4RE®E CRYPTREC RP-1000-2022
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=u.—.§ - RSA %(2/2) FUﬁTSU

O EFFTEH(C T 25TEE M (=Shor7)L TUX LD )
¢ ﬁ’? (D%%E:EJD (DMDEL/E¥D-I—§%%{&;E) [YYT+23]
O 2048LY NEREIDIRRC(E, RS 2.22x1012, =N 1.79%x1012, EFEYINK 10241 N E
O fEERICE I AIFRI=%1104H
® 2019 (CGooglett M ARUILE FEtE#Sycamorez\—RISGHE

® Sycamore: 5382 FEY OYURBHEETS — MEFI1500, FE2H940, B> TILER106D5TEICFI2005
— 200/40/106 x 1.79%x1012 = 8,95x10° = #J104H

- RECEFHERINTRICFTRIBBICE REFHERIEMR D, MR OIEE

O [GE21]nRIEED (GROGHDEFFTEMEIRE)
O 2048Ly MEREDSIARC(L. #1200073 2 FLy NC7. 44557
- ZZFTAMEREFHEMORRRELF ALY, YEIFEATTEE

[YYT+23] Yamaguchi, J., Yamazaki, M., Tabuchi, A., Honda, T., Izu, T., & Kunihiro, N. (2023). Estimation of Shor's Circuit for 2048-bit
Integers based on Quantum Simulator. Cryptology ePrint Archive.
[GE21] Gidney, C., Ekerd, M. (2021). How to factor 2048 bit RSA integers in 8 hours using 20 million noisy qubits. Quantum, 5, 433.
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HEBBFEESDBIINIVALAOFER@20224F128  FUjiTsu

O FE3R1: SQIFEShor7)LJUX LLDEDRVsublinearfBlDEFEy M TREF DA O] EE

(>¢Sublinear-resources Quantum Integer Factorization)

0 E3R2: HH(C. 2048bitAREL N (& 5L 2‘°g” ~ 372 BFEYNCRREDROIEE
— Osprey (4338 FEvh) TE1 T_J'H‘EHI//\)I/ODT:&)\ SQIFDERE 2R FHIH KeHSNS

Yan, Bao, et al. "Factoring integers with sublinear resources on a superconducting quantum processor." arXiv preprint arXiv:2212.12372 (2022).
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1. Yans30ERINZ(DEFEYMBE 2. SQIFEZOEEERALAS
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1. SQIFDt=E

Yan et al., “Factoring integers with sublinear resources on a superconducting quantum processor”
https://arxiv.org/pdf/2212.12372.pdf

SQIFDHE FUJiTSU

0 SQIFDAIFIIE

BRI STTEHK BB
ammy  FAEED  BEONL  ESURE  SECHE  EBENS  spae L .

BRI MECRE  (cRImEcEmin oomstE) EGREtE

N k1
X;ﬁ;l%)rr@ﬁ/f YanB(;QAOA(Quantum Approximate Optimization Algor\thm)ﬁﬁﬁﬁ

Fel2U. i R i bsolvertER R HE

0 SQIFDHRA >~
O RO FERELAS ERELREIEICIFEL. TOIRBEREZETETENERY
— SQIFOAE (FHEEERECRIEDI MRz SRICGGTE ISR
O Yan5(E2F @b 7L IV LAQAOA%R BB E TR (G N A ST E TE 3L ER
O Jel2U. RERERETTL TQAOANSFLT—I I ZMIZRERLRVEDHBIRL
O —AT. SQIFGAUEETHRROT(=EFTEHD /A (58 L)). NISQT /(A AUMEA TERVRA TERERAIY
O ShorZIL VX LELEBURZEEDSQIFD Ay~ EFE MV, EFEEEMNERL. A58

1) Schnorr, “Factoring integers by CVP algorithms.” 8 © 2023 Fuijitsu Limited
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TR EEDRRRIRE (1/4) o
EhHEEER Al
O ERHEEDFIRE

1. AR N [HUT X2 = Y2 mod N &Iz X, Y ZRDOIIZ(EHZELIER)
= X+Y)X-Y)=0modN Zi&Elcdfeth., X + Y "EOVERTNOEREZp, qOEEICR-TVS

2. gcd(X +Y,N) Z51ET 3, FEHENMESNRVEEER1CRS.

o FIBLTOFSEDEEE &
| BICRITEMER AT SAUNET 2 RfRz: p, 7 p,” —po p1 . mod N

Il BMERERFEDETEAZEZETS 12 kEBomx
(po, -, P DIERFEIE LITR)

EHI: N=1961=37*53, k=14 (py, = 43)

i TFOLSCEGERNINETSTOBETS . O@DEZESEIEEEI DN 2 TEEIC FlE2(2LD

@®23%35=—171mod N 25*36*56;2*33*432 mod N ged(X +Y,N) = 37
@ 2*+53=3'%13"mod N [mmois = 2% %55 =32 %432 mod N gcd(X —Y,N) =53
@ 3'%5%=—-2%43' mod N X =22 % 53Y = 3 x 43 (asapnz1/2leen)

@ 25 %52 = —33 % 43! mod N ([CXFUT. X2 = Y2 mod N (EA5%E) NEt8EN?

9 © 2023 Fujitsu Limited
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HARIRESPOTROISN ? BEXEAARETNEEVN 2 FIDY

OA. LFD175 R DITAYMUCHU T, —RIEE(CRBHEEEZ R DINELN
- FEHUVATETERIRE

i EBORFRIRICHNT,
T p; OIFENFEROLE(, )R =1,
{BEOLE0%EIB1TS
EIfR= ﬁﬁu R
23 %35= —17' mod N 111000100000000
2% %53 =31%13' mod N 001101000000000
31%5% = —2%43' mod N 111101000000001 LURHEE
25%52 = —33 %43 mod N 111101000000001 (ERFHFELHUETIHE)
1235 43

OA. AFEECHKCHLT, k+1MEMU LETEITNELN

10 © 2023 Fujitsu Limited
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FHEEOBFRINUNE (3/4)

o)
BGRREHETE5E(1/2) FUjirsu
0 B BB TTE(19204~)

O Dixonik. ZIRERE. -

O Schnorr®737% (SQIFDOE)
O EHEEOBMRFUNERMBER RITAY MUERE(SVP)/&IAAY NURERE(CVP) DI LR t BRI EC RS
O ¥NZLLL/BKZ + enumerationTXKA#(SVP/CVPICXT T 23— AR IR KRAHE)
O ERRIC 478y NEBERDZREEL I AR TH
© N=100000980001501

CVPOIEL
fREtERE

mEHUE/

_ BREFE ste
LLL/BKZ = / BREE — EEHETE

(enumeration)

BRI ——

11 © 2023 Fujitsu Limited

IS =EOBFRIUNE (4/4)

BRREHET5%(2/2) FUjiTsu

O SQIF
O SchnorrEM>5. CVPOIR DT E S EZ [ #HENE B RIREACEE U T B LETE I TRARICEE

N _ CVPODIEMA || HAEFE | =i WSS/
Schnorr  BIFIUNE — goctebees LLL/BKZ o tration) BIRIEE > s
zE
_ CVvPoiEX _ fAxEhE =#EtE EHUE/
SQIF I — STRe — LBz — SO BEEIR  mmeww - BN
12 © 2023 Fujitsu Limited
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CVPOiR LT ERREICRS (1/6)

[e®)
1% (Lattice) U
o BEAY NI OBEMGEOREI TEEINZAINOES (FHO 0 DEA)

] ] [ ] L ]
2b, + b,
[ ] [ ] [ ] [ ] ]
L ] L ] [ ] bl j- bz
[ ] [ ] { ]
o o o BEAZN b,
[ ] [ ) [ ]
EEATNL by
{ ] { ) [ ]
] ] [ ] L ]
[ ) [ ] [ ] [ ]
] ) [ ) [ ]

13 © 2023 Fujitsu Limited

CVPOR IS HREICIRE (2/6)

O
3N NUESIRE (SVP: Shortest Vector Problem) iU
O Given: BEAJNL by, ..., b,

OFind: REIN&/NDEESREFAINL (FEF IRt n MAREVEE(IEEKDHEELLY)

[ ) o ]
EHEATNL b,
] ] ° ]
L] ] e
AN
L] L ] bl —_ bZ [ ] o
o L ] o ]
14 © 2023 Fujitsu Limited
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CVPORLRSTHRIRAICIEE (3/6)
IENRY NUVRIEE (CVP: Closest Vector Problem)

o)
FUJITSU

o Given: EEAJNL by, ...,b, £ 5TV t
OFind: A—JYNIREIEWMEFAINL (IBFIRTT n MREVES(IEKDOHEELLY)
. * 5-syhe® .
. sEcoM\\ . /BEANL D,
—3b, + 2b,
. ’ . ’ EF_EE/VJI:JL b, ’ .

CVPOR{IAZFTHRIREICIRE (4/6)

oo
Eﬂﬁ‘%ﬂiﬁ%‘cCVPm‘ﬁMﬁﬁnfEFﬂrﬁk'}mﬁﬂ'é?‘i}ﬁ FUJITSU
OB BRI i =i o moan ZUNEET D (ki EFREDH)

O IBEIIE
OHEFRIE 1 < k TRIEL, BIENINLES—5y MeLUT E I 5CVPOI RURE FRIRAICIR A 35

o

Schnorri& Jlogp: 0 0 0
B, .= @ 0 t= :
e 0 0 /logp, . 0

NClogp; -+ NClogp, N€¢logN
SQIF fa o 0 0
0 0 B
Boe=l 0 0o fm b

10°logp; -+ 10¢logp, 10¢logN.

¥F(D), .., f() 1£,1,1,2,2,3,3, - DB
o 7ﬁ 4>|\ fQ, ., fn)
O CVPOIELRISHERTEGRRZ1D5X3(RR-ITHMA) — REMDER(CEEADALENNE
O FIRTT n HCVPOAUERETE O EE2RET S
O 22U n FREVWA N SHEETHFHERZ5 X230 TSHEZELORN —RATERSD

16 © 2023 Fujitsu Limited
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CVPOIE{RETERIREIIRE (5/6)
RN BRI E S A 5EH & TDR

o)
FUJITSU

&5

SRS 5 % 1
IT{BIER <X1

) € 7" (FTETEURIE)

f@ o 0 0
o~ 0 A
0 0 f(n) o) 0
10°logp; - 10°logp,/ " 10¢log N
\

ERIERR DLEERIC LD
x; logpy + -+ xp logp, = logN & pi* - py™ ~ N
nhRZFVEERVIAENESNS
\ (—75. IEAERETEIOZ NEIEhN)

U= Hxi>o Pixi SV = Hxi<0 pi_xi ([SLT
% ~N & u—vN =0
v
UFoRNBVEERTEFRENZ525
u=u—vNmodN
L
OIGEVDTEWIEET po, ..., Pic

TRRBDHEEIND
GRS RWEEEENS<RS)

EEL p
Til*&ﬁﬁ?éné (n <k)

N =1961
k =14 (py4 = 43)

RA&ASI DLLECLD
233550 = 1944 ~ N = 1961

u=233%v:=1 (LT
u—vN = 1944 — 1961 = —17

v

COIEEF T ORFRRES TS
23 % 3% = 17! mod 1961

17 © 2023 Fujitsu Limited

CVPOA LT EREIC)RE (6/6)

e}
FUJITSU

SchnorriZTHWSN%SVP/CVPf#E

O LLL 7JLJUZX L (Lenstra, Lenstra, Lovasz, 19824F)
O SVP DIEAERE RSB (18 FIRTTICAI T 3 ) SIERISRI 7L IUZ A

ORIBRIMIDVZ T EADELMESNS

0 BKZ 7)LJUX L (Schnorr, 19874F)
O SVP Mirbifi#7z kBT IV A
O NIA-AICLHOTEUELETRE

O Babai 7)LJUX L (Babai, 1986%F)
O CVP D7z k37 IV

O LLL PV TR LEGHRLRISE, BEAI MO 2 (

O X EIFE (enumeration)

ORL—RFATEEIRTES

BFAINVEIE BWNIBERZ(SAL
BBLIICEHT RN HD.

HZ EFECHASERECRIED
STEEZ T II2RN DB,
ENSORMLIELL THERENS

BLROEBNSEENS

7

O SVP/CVPOf#ZEEHIRR (FEHIFHIET B E) TR LIF375E

O iR E (S ARt B PTEE

© 2023 Fujitsu Limited
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e RE(LREREICZEIR(1/2) e}
Babai7)ld UZ(A FUJITSU

o At
O Input: 1BFOEEK B = (by,...,b,), I-TYMINL t
O Output: CVPOIEBIAR y (FZIZU (IBy — t]| < 22 ||Bz — t||, z: {ERDEEEARINL)

o RA>h
O FREERGIEVESIBICIHEE AT BTE TCVPOITAIREE H 35 (MERARL LB TR EO XL EHE)
o WIJ- 2RTDZBLEDIA—
y - T 16 4\ (2) _ (36\ x/a L.
CFEiED, y = ())) = (%) petwan, s-ryNCEMET S ( () = (o) 85 (zasz(; ) clamu)

Y2 0 20
5zs5nkcvp (24, 40) BabaiDFIR O]1=] xﬁ’&%l(
° » » i ° °
t<(28:29) X t= (28 29)
@ BREEWMEF I T TOR B
b, = (4,20) TR A OC: ESHRICEIREHDT
20,200 ° y2 =[29/20] =1 o ,’ o
! ' @957
: 4
J ! | 1® BRHESK
by = (16,0) x SWOMBEA y, =2
19 © 2023 Fujitsu Limited

‘FﬂAt!Eﬁ{bF‘irEl'”"}ﬁ(Z/Z) Jee)
FUJITSU
#k3EBabaiZ)LIUX A J
o TATT
O BabailchW\T. MIZA A (LIR)E@inDEEE(21R)(CILEE
— 2IRMMBFRTTE = 2" EOBIREEOFHSLDRVERZETE I 2RELRIEICEIREN3
O $5(C. BIRRLAR(IBabainfi#a 52 3z B ARRIIERECEOTWVS

O HIR—=Z0F
O H(zy,2,) = || | (1+z2) ” 1CS ) () +bop op: Babaidfi?)
O (z1,25) = (0,0) (etBabaltﬂL/ﬁx%‘—izéb‘ (1 1) (etBabach:DEL\L1L/lﬁ¢( R ) 2523

5x5nkCVP {i3EBabaiOFIE OBEREESK
(24,40) .
® » g 1@ [ ] L ]
t :.(28, 29) OC: t = (28,29)
@ TIHROESIIEIE T o R
b, = (4,20) 1t OC: QEIRICEREBZT
20,200 ° (z, €{0,1}) o o
il @I5YF
o 6 BERIEESIC
b, = (16,0) 5~ O OE: y; =2 -z
20 © 2023 Fujitsu Limited
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LA =] FUITSU

o RELETEOBR
© E3EBabai CEHEANT 2MEDRIRE DA S LRV RETE T3

O FxiE1tsolver(CDWL\T
O Yan3(3EF7ITUZ AQAOAREFAL TS (n RIS FICHUT n BFLyMER)
O —AT. st E2HVERE L FETHBZ 7 It ESETHRATRETHD
— BFETENSQIFOAEL VSN TIFAL

21 © 2023 Fujitsu Limited

Yan50DE3E & SQIFDSEEREEE FUiTSu

o Fik
1. BEEENICIUT, SQIFZFWAZET 0(logN /loglog N) B FEYNCBIGERZSTEAIAE
O JZI2U. n = [log N /loglog N| (CHUT k = 2n? T&HD (DFD po, 1, ) D22 ERFEIEL I 2R ZEE T HE
2. HEINN2048EY MNEREDEE(E. 372(~ 2 * log N /loglog N)BFEY NTERED AR([CHEE) TI8E

O EERICLDFR1DEF
O ITFOEMEIUT, n EFEYMERURSQIF(EFETE#+QAOA) THENRIMRENESTE I 3L (LR IN
O N, = 1961 (11bit), N, = 48567227 (26bit), N5 = 261980999226229 (48bit)

=AY .
O N, DIZFEOEUBEHI:
2 0 0 0 0 0 6 -8 2 —4 —4
0 1 0 0 0 0 -4 -3 11 -5 -3 H
; . = —54z2z, + 14z, 23 + 722z,
Bui- E E ; 2 z to| 0| w099 | © ¢ * 0 %) disRBabal g, 116z, + 782,
o | =2 ~ 2 ) , :
o +1362,5 — 126234 + 102735
oo 0t 0 226 —182,5 + 2, + 422, + 772
6931 10986 16094 19459 23979 176985 -3 5 -3 4 17

+ 5z, +38zs + 229

v

ERRCSTEEDIALAR z=00111 ZQAOATETEL.
BAHRIL 5+ 11° = 2+ 41 + 43 « 47 x 73 mod N, 2185 TLD
Yan et al., “Factoring integers with sublinear resources on a superconducting quantum processor.”
22
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[c®)
FUJITSU

2. 52 DFEROFENT

IIOHEE, REEN, BER, "B EREEFEEAVCREREDFEDOERRRS",
AFRERE A > -2y hOERRA (I0T) , 2023-10T-6-22, pp. 1-8, 2023.

SQIFDRIRES & Ha DIAFEHRE FUITSU

O 511
O SQIFTRSHSNZRAG I IEMEFZE T, SQIFDH CREDFRCHKIN T 2EOBFERERDBLFTETLRN

O $FHSFRXHITHIFEEN TS N, = 48567227 (26bit) (CBIY355EDRIFRIDSS,
SQIF+QAOCATRIZED(L LE THDIXDDSMEFH TS HETEM TETEL TS

O SRERDELHVM R
O FTEE(OVTHINSN TLRN

. #HEERE tsolverT,
O R EF7--USJEEE
O BRHDRCTHBBOBIRNEF E TEBLICSQIF AR el

@ HLERSQIFZFWVTL1-558Y hERREDRRZL 2 AR(CHRIH
O eRUKIMIERERZ DI HEICS 21es. Sli{bsolver(CELiBMEE =1t Digital Annealerz{E/H

5 COEBRBRELC, 20480y MARMICHI HIESQIFCUERE FLY NS, SHERORMEDES A
— SQIFZH TRMERZ TP EDHBICEYanSORIEED TH3372LDZDEFEY MIWMEB LS ZENDH D

24 © 2023 Fujitsu Limited
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OSQIFDEE (1/3) FUjiTSu

O MRER: BFRAIEUEIREUNGTETERL

O fERR: UTZMEHENED
1. BIEEDIRZ 32 TRIDCVPEAERL L., TNEAKCE TIDBHMRETRZINEE
2. BEH BB EE(E RFORTE+ILTLIRS

OAA=:
CVP(42H)
CVP(12H) CVP(208) CVP(32H) BRI 1 0 o [0
10 0 0 10 0 0 2 .0 0 0 1 o 1 o0 o g
0o 1 0 0 0o 2 0 0 0o 1 0 0 = =
B‘(o 0 2>’t‘<0) B‘<0 0 1>"‘<0> B‘<o 0 1>"‘<0) 120 BElo 0 2 0t=| o
22 35 51 240 22 35 51 240 22 35 51 240/ mhizE 22 35 51 |62 240
DUNTELY)
1 sqQiF 1 sQIF 1 sqiF 1 sqIF
BRI BRI BRI Sl
‘ " MREBDRRICRINT BRI
XA, 1,1,2,2,3,3,4,4, - ORFFEnEOEREERINTNS BRI EFO IR TIE T 93
O FERERDNA > b

O TEBRFNERRTOCVPHSEMRERZUNET DT, QAOAICKEREFEYMIZINZZIENTED
O BRBCVPOERMITEFMBICERRZ HINBI: f 2ZEZ3). SEOBEIFISQIFDHEMNT THHIHSQIFIDEVEELL

25 © 2023 Fujitsu Limited

OSQIFDILE (2/3) FUjiTSU

O ITRm: FILLBEMRIUN tBIERE BN oIEEE A8 FRez +1 9%

OAX=:
CVP(niRTEH)
CVP(niR5TT+1{EH) CVP(n+f1(;lk)7T:1|EIE) 0 5
N 0

CVP(nRFET+HEE) TR+ 5 Y 8 0 0

free(D) 0 0 0 B= 0 0 fitw 0 Jt= 0
B 0 0 _ i 0 0 0 filn+1) c

Bl o 0 fra [T\ o 10°logp; -~ 10°logp, |10°10gpass gugeely

10¢logp;, -+ 10°logpy 10¢logN.
1 sQiF

IRTOCVPHSHULV BRSNS
|
COROBMRZIEEIR or RN NETED nen+1 EUTHRLLVBIGR AIRSR

7 ’ . . r
€1,j enj _ €0 €1j evj . . n+tij Gilg)

r r r
el . €o,j €k.j
Py Pn =Dy Pq pkkd mod N Py s =0y Py o p, mod N

26 © 2023 Fujitsu Limited
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OSQIFDILE (3/3) FufiTsu

O MEIESQIFPIVIUR L & $51Z(2D)
S N
N ey — CVPZARL
?ggjﬁg’%m T @mE L)
. |
LLL-0.99
|
S
e BB AR
EE1 | U AT OBEEEFRTE n—n+1
ey . . - B EObrEE
gﬁlfgﬁf fgg(@g?ﬂjém”‘ (T“&E;Efg -t EREECHLL BRGNS
|
B E
!
i s . | ERSHRCEIIUEAE
REHUE/ RESRS R e i
FATIZ LHE TH S TORTRIE n 1
BERETLYNSOISECLS
27 © 2023 Fujitsu Limited

@DA3ZRWZEER (1/2) FUjiTSU

O EE&FAE
O 11-55bitamiEE > AIC1DIDERML. ILIRSQIF(&RiEi{tsolver=DA3)zAVTNORREEp, q%5tE
O STEROEE. BFLYNIOEELTHET S KRBERYRICI BT, ~
; - S SBlIFQAOA TIFAE B BT =~ 5t B 5
. o (DA3 = FujitsudzE =14 Digital Annealer)
O EERD/\IA—FEHTECDNT
SN CVPEER,
log N «
= [ﬁ] T (mEESILCER)
k=3n® o ‘
Yan5(dk = 2n? + IZETH+9E
ii?%n’é %%(3&%‘)(:?3@?7% M08
BOTEOARBIBIAELR) ‘
i)l _
i’ﬁiﬁ&'@?&%&g{éﬁ KEUIBERIHICRD
[ | ON L)(‘F@fg’égf?mﬁ’é nen+1
BEEAE  ogmessors (EREEOTDIES B b A
(DA3%10F24T)* QAOADAIDI - 60L& THUVBHER MBS NS E
[ e solverZFIA
BfRREtE
v
= 5 # SHEBDFRICRINUIBE
BERUE/RRE DR SR T
28 © 2023 Fujitsu Limited
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@DA3ZRZRER (2/2) FUjiTSu

N . “ s g g 3 —
O EERIER: ARkUIZ11-55bitI N TOERREIDZERE I ARICHRIN
N £y M 550 7BRRX 0K RELFHEHC BFRTn, N &y M Soh7BRERAOK RELFHEHC BFRT .
1763 11 1 3 4 12604829417 34 330 3321 13
3599 12 1 3 4 32465228347 35 325 3111 13
7811 13 34 AT 8 40949546243 36 340 3243 14
9047 14 14 63 6 114391859609 37 360 4551 13
28459 15 40 384 8 222974630273 38 370 4407 14
49163 16 33 180 7 516842741119 39 443 5595 15
108539 17 37 246 8 769319877019 40 399 5721 15
206711 18 37 426 8 2186142147529 41 546 5922 15
342029 19 11 51 6 2267839867523 42 562 5844 15
695683 20 A7 558 8 7089643535393 43 647 7845 17
1973551 21 75 639 9 12963867991967 44 673 8223 18
2381663 22 66 555 9 31528690042043 45 664 9000 18
8350847 23 89 1089 9 44213622448507 46 667 9270 20
10586183 24 68 627 9 112723142241341 47 693 9153 22
20903063 25 51 519 9 262855838692547 48 1041 14085 22
42021971 26 120 1374 10 510125949419747 49 1003 12978 23
90476623 27 127 1236 11 910320918319427 50 999 13254 27
153713251 28 155 1698 10 1819353647681699 51 1034 14946 28
490565857 29 188 1839 11 2805286934279257 52 1094 16293 31
583036847 30 123 1242 11 8864496934928671 53 1135 18684 37
2047104727 31 201 2286 12 15873314879556307 54 1166 21357 55
2529975709 32 232 2457 12 34834030903967657 55 1547 26526 66
5726447347 33 247 2775 12 '_—.*(]35
29 © 2023 Fujitsu Limited

32048ty MEREIC TS

EFEYMIDREED FUJITSU

o RIEEDHER (212U, DA3EQAOAN EIFZE DI AR R AR REN' DD EARTE)
O BREMRMRDEEVN y = a(log N/loglog N)? OREETREBNZEARETZ(Yans5DRIEEDE a=2, b=1)
O MO EZERD T 40-55bitEkENIERNSa, bR/ _FEATREESE a = 271255 p = 55531 &R
— sublinearT(&2W
O NA2048Ly hEREDEE. EFEYMNIE =~ 6.70 x 108 >> 4098(Shor) £72%

0 Yan5MRIEHD - ShoréDEEER

o . ShorlzEREFLY MK (linear)
100 __-==" (2[logN1+2)
U g0 Pl .
' ot . HARSQIFICHEREFEY MY
" e0 o (EBRICE BN, 0OfE)
i .
KR40 -7 L& EMARBIRDEE N ¥ = lelm (log N /loglog N)>5531
= el -g0®
‘{ﬁ 20 Py Yan5DREED(sublinear)

0 66°0°00%% (2log N/loglogN)

0 10 20 30 40 50 60

Aoy bR

30 © 2023 Fujitsu Limited
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S WS % & it
32048ty MAREICHTS FUJITSU

ST HE(RE(EOFUHULEZ)DRBED

o RIgth#ER
O BFEYNRERRIC y = a(logN/loglog N)? OF.TRIEESE. a = 2754165 b = 6.1650 £BD
O NH'2048Ly hNEREDES, STEE(F ~ 2.31 x 1012 (SEIDREDIBE. 17324965 )ERD
1
30000 Y = S5ates (log N/loglog N)©6-1650
25000 ,’

20000 -

HE OO L)

15000 9 ot

a
\
o
[ ]

1t

10000

=2t

5000 (Y 3

se®
cetootot®s®™”
0 eeole®ee0e® ()
11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49 51 53 55
BREOE Y MK

AHEEC(

a

31 © 2023 Fujitsu Limited

REBEHIOHTREER FUjiTsu

O MEBREFEYNMINYansORIBENLINZRBIRE

O BRENDARE LS, BB T ACVPDIRITEAREAN, BUIEIERNMESNICKEBBD
O BEARIICETO2D0BHNEZ5N3

1. CVPOIRFTNAERBICON. BlE{bsolver(SEIFDA3) TESN BB EN T H'3 (HHETIER)

2. CVPOIRTENAZLABBICON, E3EBabai N ETEANBENBN T H'3

(Bt solverDEtEIS A B3 3 /I8 FRIEMN M BTET— B CRERTIRE N, RSN AR AUKRICRZEEZSND)
% Yan5(3iisRBabai + QAOANCVPDIRTTIC LS T RIFRE DA f#E ST E TELRE

— RITOIEBINOFEZEZERBLTURVZD, EFEYMIORBEEONHEROTWS

O HLRSQIFDEXTE(CDLT
O FERUEEFEYNMILHEE(CREIRTFEREEZZEEZISND
SEICNSZERDITEUN, IDEERBRIBENVZEZ3(LECNSEEZLENEBRNINET, SEOBRETHD
O (EDIRUEIES ¢ (KDARZFGRETDIET WEBRETFEYNIN TN, STEENKERZEEZISND)
o gdEfbsolver (1FCQAOCARERUEBRNEE)

32 © 2023 Fujitsu Limited
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FeH FufiTsu

O Yan5MFE5E
1. SQIF¥(EShor7)LdUX Ad&DELBVsublinearBD & FEy N CERE S AREIEE

0. ¥(C. 2048bita ML 208N« 372 BFLYNCEREMOMRATEE

loglog N

O K4 DRE
O FREMDHECHDREOBGRRNZETE TERLICSQIFEILIR
@ @zBVT11-55EY NEREIDIRAIE D fRICATH
O JeRRUKMIEEERZ BIE(C S 21es. Eili{bsolver(CELiBDE =t Digital Annealer(DA3)%{EMA
G COEBFERZBEC, 2048Ey NERREICT I BILRSQIFICNERETFEY NS, STEE0REENZ5X )
— SQIFOH T+ RBEGFmNZEDBIC(E
Yan5DRIEENTHD3728 FLY MDOZWME (BARIICE. 6.70 x 108 EFEYH)
STEE(RECETEOMFCHEUEEN)E 2.31 x 1012 EIEFCARE EFEYNMIUEEDETEBINE

A% TEEE
O 71§®n%h
O RIBED(FZEER/(SA—HICKEUKTF I B8, LDIEFER RIEEDZ S5 X3 (C(ELDZADEBRNINE
O (T, MEDIRUEIEY t 2B XL EDOEERP. QAOAZBAUELEDERNEE

33 © 2023 Fujitsu Limited
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IMI WORKSHOP: MATHEMATICS OF SECURITY ANALYSIS FOR MODERN CRYPTOGRAPHY

September 20-22, 2023, JR Hakata City, Fukuoka, Japan

N4 7 ECDLP Z##< Shor O 7I)LAU X LICEHTBHE
MERMEDOEF ) Y — ZHE

HO B

R R R B E R TR Ze R
rtaguchi-495Qg.ecc.u-tokyo.ac.jp

Shor D 7 3 X 1%, RREHAME - BEBOSHREZ ZHARE T ETF 7L
TYVRXLTHYD, ZOFREGRIETY Y —ZAHEOMELEZ L fThbhiTtnws, K
BT D N A F U KR O BEBOS B E % fi# < Shor D 713 ) X LIZEWTIE,
BETWICGHENTEELRHETH L BN TWE., ZOFRTHFE AT XD Toffoli
F— MR DDRWETFLT st BIcEH T 5. BFFLTWtIE 7 v ) X
L2 0DEFERD D, FNFNETFE Y VAW, EEXBRDRVwE WS
KL 5. ik, 0o 2 FEEZNTAMPMCRRT % 2 DO& T FLT Wt
B71La) XLk, B8FEy MZXLICHIM T 2 ETFFLT WItstE 713y X o %
T 5.
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RIS (O T 2L 2R - REDHIE, 2023/09 %

J\AFJECDLP %##< Shor DF7JLT XL
[CBVT BEMRHINEDETF ) Y — XY

OHRO kR (RRXF) BRA (RRKXFH)

2023/09/21

=7 1E1—FCKBEBBEANDKNE
FHEAVSNTNSIES

- RSAIES ( |ZRREHDEFE | OREMECE D)
- IEMEhARIE S ECDLP DREEME(CED)

Shord7)LIUX AL LD
ZIANBSRIARE
CNFTTORFRMER

RRER I HE +++21=3x%x7 N IR EEESED
ECDLP - s BERRU EZNE
A : HEFIHREES S ECDLP

2
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ECDLP
7 ABFIERR_ E DR AA(G y

ISR (C DV TRIE R 12T g L
o o = S~
~;$ T
B | ey | SRR \__
N — P+Q
e 1]

KE s p | = | BEREK | PR - DBIEUERRIRE (ECDLP)

[1] 1. H. Silverman, J. Tate, “Rational Points on Elliptic Curves”

ARG S
FEMeRiRE U VEIES A ROBIR
eI HhiREE =S DA
CEMT 1 2HILESRI)LTU X, (ECDSA) ECDLP®D
¢ ¥&ADiffie-Hellmani##s (ECDH) stEEREH N

¢ 5HEIGamalig= RE<LEDND

S X SFTMEMER CEFEEIEE
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) \A F U fEFIehfR

T4 ZH)LEBLICHBUVTNISTOHEEE 3 DEMBITR
O SRR _E e EhER
O F,DILKAEEDOEABRR ()N UEFHBER)
[ Koblitza#z

— TASHIEBZICBITD/I\AFUBHERE (XE
y2+xy =x3+ax*+b (a € Fyn,b € Fon)

J\A FUREAEHRICES T BNISTOHEE - n = 163,233,283,571

)\ FUBHERRR ST DIEA

*%HHH%&J:@%EE% P(x]_,yl), Q(xz,yz) (S IF%TI 73“5'_-?_‘5*].7::&%,

X3 =AM +A+x,+x,+a (/1 Y1+ Y2 )
vz = (xz + x3)A + x3 + ¥,

: Shord®77)LTYUX ‘ F,n_EOWTTEtENNE ’
e =] =¥@ e
2 R CRFRE LI

188



BFEOREAL

EF7ITVXLTHRENDIESR

£FEw bk - Toffoli— b (TOF) - CNOTH— bk (CNOT) - %

FDEFIYV—-AD ML — RATEHR

g
J\A F U NS BRER T DEATIAE
EFGCDHTETE (BFE W b - CNOTH L)) @ Banegass (BBHL21-GCD)

= NV N o .Putranto5 (PWLK22-FLT) x3®&& - CNOTZ&i#Y
= = . 375 Y ' " o
E?FLTJQ_&_TEBTE— (TOF /*Eb\//\rd\l/\) Banegasa (BBHLZ].'FLT) * §¥t\y I\%ED%‘I\J

fask@® (CT-RSA2023)
CEARTINT UL - JERFIT U LIRS

VNISTO#E I /)1 FUBHBME (n= 163,233,283,571) (CD
UL\THEEER

PWLK22-FLTOEFEw hY - CNOT - Zx%
O BRFZILITVXL : &2TD n [TDOULTHIER
ex.)n=571 > 2FEwv bk :-26% CNOT: -6%

BBHL21-FLTCNOT - FE=%
@ ¥ERI7ZILTU X : 2 TD n (CDULTHIR
ex.) n =571 = CNOT : —20% & : -18%

189



faR@ (SCIS2023)

VHIEMEZ IV TV X L EiRs
VIBRFEZE —EIEE UL, EFHEMRNEY LTI XLZRE

VNISTO#E I /)1 FUBHBME (n = 163,233,283,571) (CD
U\NTLEEER

TOFS — NEZER D IRVVKEE (N Z DD,
O FEAE7IIL TV L 0 2FEORTREVRVEFE Y MNEEER
FiEEEOmEETLTUZ A eX.) n=571 - BBHL21-GCD : 4,015 Ewv ~
RBEFE:398 Y~

EWN

FLT¥ 7ttt &
Putranto5DEFFLTZ)LIUXAEEART)ILTUX A
Banegas5D=FFLT )L IV X A EHRRZILITUX I
FMEME7ILTUX I

tEE

5.1 BRFZIVIUX L - Hi5R77)ILVTYU X
5.2 FIEMETILT VX I

6. &b - RE

A

190



EWN

FLT¥ost &
PutrantoSDEFFLTZILIUXLEERTILTUX A
BanegasSMEFFLTZ7)LI U XA EHRRZILI ) X s
FMEME 7 ILTU X I

a3

5.1 BR7Z)LTYUX A - HER7ZILT Y X
5.2, FEME 7 ILT U X

6. F&H - BE

v A W=

FLTTETEO (n = 163)
of € Fyies MEXSNIZEEC, fTaKkDD

FermatD/NEIBD—f%L
f2163_1 _ 1 - f_l — f2163_2 — (f2162_1)2

@162 =27 + 25+ 21 (TER U CUTOFIETEHE

cp22to1 228 227 1 .
Step.1: f% ~Lf% -1 f¥ 1ZIEREE

Step.2 : f27 ", 2 ERE

191



FLT#tstE@ (n = 163)
AN =2 e

4i-1

Step.1: (fzzi—l_l)Z Xf221—1_1 =f22i_22i_1xf22i_1—1= fzzi—l

(i=12..,7)

25

Step.z . (f227—1)2 xf225—1 — f227+25_225><f225_1=f227+25_1

)1
(f227+25_1)2 szzl_l _ f227+25+2 521 fzz -1_ fz

= 162

EPN

FLT¥ 7ttt &
PutrantoSDEFFLTZILIUXALAEEARTILTUX A
Banegas5D=FFLT )L IV X A EHRRZILITUX I
FMEME7ILTUX I

tEE

5.1 BRFZIVIUX L - Hi5R77)ILVTYU X
5.2 FIEMETILT VX I

6. &b - RE

A

192



[F,163 FOEFERSTEDIYV—-X

Of0E (Banegass)

Ia SRTFHECLBRUY—X
TOF it CNOT

I S Lo24
e _ n=163EFLY b —
D:ﬁg (Banegasb) 1L>25) hnes % O O
:ﬁ% X X O
a2
F5 O O O
ORE (Kim'S) TOFPLS2S (BFEY N 2B

M - WEIHAEE<
« | ¢ [ING

SFFLTHERETEILT U XL (PWLK22-FLT)

51

i 2 - 5
Step.1: (fz2 1‘1) X f? 1—1=f2 1 (i=12,..,7)

L1 FHULLSRI% 2D
f =EE 1[0

2

5
Step.2: (f227_1)2 Xf225—1 — f227+25_25><f225_1 _ f227+25_1

25 27 4 22° FHLWLSRI%E 1D
o |y [ e

193



BlfFFA ENlAERES
tEiBE Step.1: fZE‘l f2—1 fZE‘l f2—1
Step.2 : f‘l,f‘1
— {1 =20,21,22,23,2%,25,26,27,27 + 2527 + 25 + 22 = 162}
162 ONNEEEHS

IEESHS o -
= = N s LB BD1<s<? “;Db\_c,
|?m) 1;p1;---;p€ N}bN@}JDﬁLﬁ/\yJ@@%OSl’]<€b\5jtp5=pl+p1

- =

7 —— . 162DBIDNIFEEEINZ AN U,
BATNIVRLDTATT s Qo s o

RREARI)ILITVX

PWLK22-FLTDNNEEES{p, = 1,2,4,8,16,32,64,128,160,py = 162}

Step.1DEtE : {2,4,8,16,32,64,128}) - fETETESND

Step.2MEtE : {160,162} - ZBTRUVLIIETELSND

FEZoMO, FiLLWL XY 7Z161E

REEARTIILTUX A

hEESHS {py = 1,2,3,6,9,18,27,54,108, py = 162} ZHL\D

{2,6,18,54,108} : _fZst&ETHEBND -+ Step.1DFtE

{39,27,162} : _fETRRLVINIETHESBNSD - Step.2d:itE&

B/EZOL, LW > X5 Z144E

194



AE#ESN CEFIUY—R (—REDIHE)

& IDF BT — 1DNEEHEE(p, ), 2 FAND (n 1 RE)

[ Opy, ... p,DDE, ZETETESNDIENdIE, TS TRVWES m IE]

FINSIBRHTFE -1, L 2Pt = p2" 1R B4 (CEHET BBROOR ~
TE o0, FIRLZRY 2d+m) = +d) @
.-

BULIIIEESEY) « RESHhE <, TESTETESNBIIEHADRN

EPN

FLT¥cEt&
Putranto5DEFFLTZILIUXALEERT L TYUX
Banegas5D=FFLT )L IV X A EIRRZILITUX A
MEAET7ILT U X I

tEE

5.1 BRFZIVIUX L - Hi5R77)ILVTYU X
5.2 FIEMETILT VX I

6. &b - RE

A

195



SFFLT¥cstE 7))L T U XL (BBHL21-FLT)

PWLK22-FLT . 5271

Step.1: (fzzl_l‘l) xf22 -l f2er (1212 7)

227y FHLWLSZIE2D
f w=E% 16

BBHL21-FLT , 52i1

Step.1: (fzzl_l‘l) xf22 -l 2 (121 7)

anll - EGANE e

REHMER7ILT YU X

¢ BBHL21-FLT : PWLK22-FLT®DStep.1(CHIFD
OdBE—%dDL XA %ENET

‘)\73 BN ES

REIR7ILIUX A
BBHL21-FLT 1 EDL SRS 7ZENET P
RBMIRZILT UL LEDOL SR 7%2ENEY Eitr\ ;gcrum EED

196



EWN

FLT¥oEt &
PutrantoSDEFFLTZILIUXLEERTILTUX A
BanegasSMEFFLTZ7)LI U XA EHRRZILI ) X s
MEME 7 ILTU X I

a3

5.1 BARZ)IVTUX A - HEER7ZILT Y XU
5.2, FEME 7 ILT U X

6. F&H - BE

v A W=

RREVEAEI77IL TV X LD

ARV IUX L (GBI X521 0 9)

f21—1 f26—1 f26—1 f26—1 fzf)—l f21(§—1 f226—1 f254—1 f2168—1 f2162—1
*

£ OFHELUE BN FEmEE LB
fPEELTUE> TR

2D (HBIL XS4 : 8)
f21—1 f26—1 ﬁrﬁﬁlﬂ f26—1 fza—l f28—1 f2207—1 f256*—1 f2168—1

HRZITVXLNS1ILZRSY (n 8FEY ) &)

197



IREMEHUE )L T UL
F2O01 o 2L f21 L 271 2 A CHDERE (REBNL XK :15)
f21—1 W—m ﬁﬁﬁz—m Ifzﬁ‘—n f2(9)—1 W—n

ORI B TERETERL?

‘-‘— ‘
BiFOEFEARMEILTUILZEEITDET
WL X5 & UTHIAREEIC

QEBICHSTZLEETEDDN?

E3un

EPN

FLT¥ 7ttt &
Putranto5DEFFLTZ)ILIUXALAEEART LTV I
Banegas5D=FFLTZ)LIU X A EIRRZILITUX I
FEME7ILTUX I

fuet 3%

5.1 BRFZIVIUX L - Hi5R7IVT U X
5.2 FIEMETILT YU X I

6. &b - RE

A

198



EWN

FLT¥cst&

PutrantoSDEFFLT 7L TUXLEEERTILTUX A
BanegasSMEFFLTZILI U XA EHRRZILI D X s
FMEME 7 ILTU X I

a3

5.1 BR7Z)LIUX A - HER7ZILT Y XU
5.2, FEME 7 ILT U X

6. F&H - BE

vin A W=

LEBR DA

VIEEEES . RS (TOF) Z&/IMITDHDHRT
“EEEE (EFEY MY IRNIRDIED

on =163,233,283,571
oIEH : TOF - EFEwW b - CNOT - iZ= (L£5R)
O : Shord77)LT U X /1T

199



EOK - i8R 7L YU X TRV IIEERHS

n =163 n =233 n = 283
(pre3yo_ | ie= (p233)10 | =z (p283)10 | ez
£ 9 9 £ 10 10 £ 11 11
7 5 d 7 4 d 8 3

EREBUREEN, ZEBEREDNDIRNIDEEHSZER

n =571
pIE | =
'3 13 12
9 4

ERELDIELS, ZEBREEDRBRVINAEHESZFHER

Shord77)L TV XA TODLEE (n = 163)

n =163 (RESNMNFEITHAREB U T, ZBEMNDRIDEETHES)
“"SoF Tmrevr| - oNor T ke

EA7ITUZL 13,175,432 2,772 1,072,118,184 204,448,960
PWLK22-FLT 13,175,432 3,098 1,072,545,896 204,451,584
3R 7T UL 13,175,432 1,957 1,086,823,080 210,949,920
BBHL21-FLT 13,175,432 1,957 1,101,105,512 231,735,936
BBHL21-GCD 288,641,640 1,157 322,348,232 342,017,408

X o TOFFZENHSY, EFEW b - CNOT - E=HR
i3k e TOF - EFEw MNMIZENDST, CNOT - E=HE

200



Shord77)LTYU X LATHLEE (n = 571)

n =571 (RSHAEITHINK DR INEETHES)

EA7ITUZXL 228,787,416 10,850 55,651,292,840 8,000,884,320
PWLK22-FLT 246,235,704 14,276 59,611,633,224 8,283,571,296
MAE7ZILTUZ L 228,787,416 8,566 55,778,093,800 8,053,979,648
BBHL21-FLT 246,235,704 9,137 61,566,056,552 10,217,128,064
BBHL21-GCD 10,156,396,536 4,015 13,091,280,488 12,963,368,704

BEX e =FCLwh - CNOT: - RERIFTRTOFGRS
i3k e CNOT - REZIFTRRLKTOF - EFE Y hER

EPN

FLT¥ 7ttt &
Putranto5DEFFLTZ)LIUXAEEART)ILTUX A
Banegas5D=FFLT )L IV X A EHRRZILITUX I
FMEME7ILTUX I

tEE

5.1 BRFZIVIUX L - Hi5R77)ILVTYU X
5.2. FIEMETILT VX I

6. &b - RE

A

201



L& (EFEw bR

HE SR
F n = 163,233,283,571(CDL\T, BBHL21-GCDRUMEIRIZ)LI U X I ELE
o NEEEHESE, En(CDWTEREERDIBEDOZAND
MERFEDFER I D@L X TR
> 2TCOnICDWT, BETEEEDTIESLZ AN/

1B T ECHITIEFE W NMILLE Shord7)LTUXALICHBITDIEFE Y IR
n=163 |n=1233 |n=283 |n=571 n=163 |n=1233 |n=283 |n=571
BBHL21-GCD ___?_39 _____ 1___1?9__ __1;1;3_1_____2_@22__ BBHL21-GCD 1,157 1,647 1,998 4,015
MERFILTUZL Y 1,630 | 2,563 | 3,396 | 7,423 | M3RPILTUZL | 1,957 | 3,030 | 3,963 | 8566
e e Tt
mEFE 1| 978 1398 | 1698 | 3426 | REFE 1,142 | 1,632 | 1,982 | 3,998
REFLTETHEICKIEFEY MR EAMBRMEDEE(CLIEFE Y MR

Shord7Z)LTUXLATODLE (n =571)

rShorO)T)be'JXALZBH%;?t‘J - TOFS — B - CNOTS — bES - SRES DR (n = 571)

I LEFEw R oo _TJOR L _CNOT ___l___ R ____|
i:_ BBHL21-GCD _| _ 4,015 _ |1 10,156,396,536 _|_ 13,091,280,488_ | _12,963,368,704 ||
1 ISR DAZL|T 28566 J [0 228,787,416 - Z|” 55,778.:093,800" [ 8 053'9_7_954_'8_'_'.1
l- RRF 3,998 : 368,373,720 93,673,235,656 | 16,669,416,192 |!

SETDn([CDVWTEFE Y NI/ INZIERN

®BBHL21-GCD&LEER LT, TOFS — bz KIE(CHIR L TLVBEDD
CNOTH — bR - SR (SN0

SRV TV XALAELRLUT, EFEY MUFEDUT &R TN
ZDfDEFIY — X (EETEM

O Kim5dDGCDAY, BBHL21-GCDMSCNOTS — MMEIEY® LT
3,473 2FEY hEIERK

202



EWN

FLT¥cst&

PutrantoSDEFFLT 7L TUXLEEERTILTUX A
BanegasSMEFFLTZILI U XA EHRRZILI D X s
FMEME 7 ILTU X I

a3

5.1 BR7Z)LTUX A - HER7ZILT Y X
5.2, FEME 7 ILT U X

6. F&&H - BE

vin A W=

Ealu))

BEFOEFFLTE Tt B2 INAEHDOEHR RN S B

— =

VIREEARTIILTUX A - PWLK22-FLTOTOFZZ X 9"
SEFEW N - CNOT - SE=Z=HI
VIRERZILI U X - BBHL21-FLTOTOF - 2FEw hEZ X7
CNOT - SE =% Hlli
VIREWERE )L T U X s - GCD -« FLTR TORERTFLEDH T
+HREEEOWENETILIVIL  BIN\DEFE v MR ER

203



JREE

S CNOTH — MRS K D DR VIIEESHSI DERZR
SHEMETZ IV T VX LATHERA T DHENL X IO T REH

& KoblitzBH#RIC T A — R LTz EFHEMBRIME )L T U X LDEE

204



IMI WORKSHOP: MATHEMATICS OF SECURITY ANALYSIS FOR MODERN CRYPTOGRAPHY

September 20-22, 2023, JR Hakata City, Fukuoka, Japan

MFEFR=—ZADBEHATEIMARICHT TSI 1 FFvRILK

BZFALIROERE
Bl BX

Technology Innovation Institute
keita.xagawa@Qtii.ae

ETiIEHOBRBOEREZ), METHEEES (PQC) OEME(LPHEENBRAIC
o TWb, KERFEELFES NIST ® PQC ZH#{L Tk, 34 X - #HE - ettt
Wo 7Bl o8t b5 (KEM) & LTS FIEE D Kyber 23Xz, —
77, BHEL XN DIEBIIRRA IR CHEEIN S 2225, A4 FF v JOVBCEEME:
HEEMIND, KFEERTIE Kyber ZHD Y LB FIEEIHT 294 FF v 2 ILK
BEMALUBEIERELZ, HNT 5, FHC. 34 FF v 3OVHEZ O TECHE
FIINREEL T 7 IVERELIEZD, HEOHRIIZOWTHNT %,

205



A survey of side-channel assisted
key-recovery attacks against
lattice-based KEMs

Keita Xagawa / E)I| & X (TII)
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#)II &KX (Keita Xagawa)
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» 2023 Technology Innovation Institute
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206




SCA-assisted Key-Recovery Attack

1. Implement oracle leaking secret

@ (> ([=]

e —]

TIl - Technology Innovation Institute

2. Mount key-recovery attack
using the oracle

| can use oracle
Can | get dk???

Info. of dk

N
€ e ." K'—Dec (dk,ct)

Agenda

* Introduction

« KEM and FO

+ Side-channel analysis
* PKE and K-PKE

» Key-recovery attack using plaintext-checking oracle

* Key-recovery attack using decryption oracle

il - Technology Innovation Institute
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NIST’s PQC: Draft of Standards

1.FIPS 203, Module-Lattice-Based Key-Encapsulation Mechanism Standard
ML-KEM a.k.a. (CRYSTALS-)Kyber
2.FIPS 204, Module-Lattice-Based Digital Signature Standard
ML-DSS a.k.a. (CRYSTALS-)Dilithium
3.FIPS 205, Stateless Hash-Based Digital Signature Standard
SH-DSS a.k.a. SPHINCS+
4 FIPS 77?2, 77?
?7?-DSS a.k.a. Falcon

TI - Technology Innovation Institute 5

ML-KEM a.k.a. Kyber

« Based on Module Lattice
» Obtained by applying FOxgy to K-PKE

+ Efficient

lek| |dk| |ct] gen encaps decaps
ML-KEM-512 800 1632 768 18k 29k 22k
ML-KEM-768 1184 2400 1088 32k 44k 34k
ML-KEM-1024 1568 3168 1568 42k 59k 46k
RSA-KEM-2048 (e=3) 256 384 256 **109032k 14k 2540k
Curve25519 32 32 32 121k 160k 160k

Taken from SUPERCOP “amd64; Ice Lake (706e5); 2019 Intel Core i3-1035G1; 4 x 1000MHz;”". Sizes are in bytes. Speeds are in cycles
*: sk = (p, g, pinv). **: Median

il - Technology Innovation Institute 6
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KEM and ML-KEM

KEM - Key Encapsulation Mechanism

Syntax:
Gen(1%)—(ek,dk) o ®
dib dh
Encaps(ek)—(ct,K) (ek.dk)Gen(14
Decaps(dk,ct)—K/L ek
(ct,K)—Encaps(ek) o
K«—Decaps(dk,ct)

IND-CCA Security:

(ek, Encaps(ek)) ~. (ek, Encaps(ek)s, U(K))
where A can access to Decaps oracle

il - Technology Innovation Institute 8
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FOyey [FO99,HHK17,JZCWM18,...]

KEM = FOyen[PKE,G,H]:
Encaps(ek;x):

» ct=Enc(ek,x;G(x))

+ K=H(x)

Decaps(dk,ct):

. X'«—Dec(dk,ct)

. if Enc(ek,x’;G(x’))=ct

3. then return K=H(x’)

4. else return K=H’(s,ct) or L

N =

TIl - Technology Innovation Institute

Adapted version [FO99]:

FOkem is IND-CCA in ROM
if PKE is OW-CPA (and some)

New techniques for PQC

[HHK17,JZCWM18,SXY18,HKSU20,J
ZM19,XY19,LW21] HU, HFO

[Zhandry19,...] Explicit Rejection

Kyber in Round 3 vs. ML-KEM

Kyber in Round 3:
Use dedicated FOxgum

IND-CCA in QROM is not proven!
[GMP23]

Dedicated proofs
[CLJL23,MX23,BH23]

Il - Technology Innovation Institute

ML-KEM:
Use FOKEM

IND-CCA in QROM is proven
[HHK17, etc]

[GMP23] Grubbs, Maram, and Paterson (EUROCRYPT2023)

[CLJL23] Chen, Lu, Jia, and Li (Inscrypt2022)

[MX23] Maram and X (PKC2023)

[BH23] Barbosa and Hiilsing (EPRINT2023/755) 10
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SCA and Oracles (KMO/PCO/FDO)

Decaps and Side-Channel Analysis

Decaps(dk,ct):
1. x'«<Dec(dk,ct)
2. if Enc(ek,x’;G(x’))=ct return K=H(x’) else return K=H’(s,ct) or L

Decapsy()

Decy x| Enc ct’ | cmp/H/H

i}

Il - Technology Innovation Institute 12

ct P » K
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Direct Attack (Obtain dk from traces)

L
———
Decapsg() ~
ot > Decy Enc ﬁ; cmp/H/H > K
Non-Direct Attack (Implement Oracle)
L € L
- —- —-
Decapsq() ~ - -
ot q Decy Enc ct’ | cmp/H/H > K

Il - Technology Innovation Institute
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Key-Mismatch Oracle (KMO)

Key-Mismatch Oracle: KRA-KMO against KEM

e.g., key exchange w/ fixed secret

’ ") | can use KMO
[ 1]-] ok ah Can | get dk???
-—
—_——
ct K’'«—Decaps(dk,ct) ct, K s‘
€3 I K'—Decaps(dk,ct)
K ?= Kguess

Y/N
Use Kyr R Use K

Check K' 2= Kgyess

TIl - Technology Innovation Institute

Plaintext-Checking Oracle (PCO)

Plaintext-Checking Oracle: KRA-PCO against PKE
KEM w/ FO and KE w/ fixed secret
— KMO checks K'?=Kgyess

— We can check H(x')?=H(Xgyess)

— We can implement PCO of PKE

| can use PCO
Can | get dk???

x'«—Dec(dk,ct)
X' ?= Xguess

Ref: OW-PCA [OP01]

Il - Technology Innovation Institute
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Faulty Decapsulation Oracle (FDO)

Faulty Decapsulation Oracle: KRA-FDO against KEM/PKE
KEM w/ FOKEM

Decapsulation ignores the validity test | can use FDO
Can | get dk???

FDO always returns H(x’)

. K- Decapsidicet)
L] — ." x'—Dec(dk,ct)

e.g.: [XIU+21] FIA to skip “if” of FOkgm K K—H(x)

Cf. PCO « FDO « DO

TIl - Technology Innovation Institute 17

Technology
TI I Innovation
Institute

PKE and K-PKE
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PKE — Public-Key Encryption

Syntax:
Gen(1K)—(ek,dk) o ®

did dh
Enc(ek,m)—ct (ek,dk)—Gen(1k)

Dec(dk,ct)—m/L ek
ct—Enc(ek,m)

ct
m«Dec(dk,ct)

IND-CPA Security:
(ek, Enc(ek,mg)) ~. (ek, Enc(ek,my))

TIl - Technology Innovation Institute 19

Kyber.CPAPKE-512 (K-PKE-512 in FIPS 203 Draft)

Parameters: Enc(ek,y; t,e,f): pin {0,1}2%
R [x)(x256+1) Wi q = 3329 U=tA+e, V=1tB+f+ decmps(u)
W,= CBD(1/2,6) over [-3,+3]256 ct=(C1,C2) = (cmp1o(U),cmp4(V))
Gen(pp): Dec(dk,ct):
A—R272, s, d—W4?, B=As+d (U,V’) = (decmpqo(cq), decmpay(cy))
ek = (AB), dk = s U’ = cmp4(V-U’s)

B = A s + d + e i - U s =~ /2]

+ I (o/2]p I[/]

Il - Technology Innovation Institute = u \% 20
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R =L, [x)(x255+1) ?

Zy = TIqL How to computec=a*b

Zg[x] = {ap+asx+ayx?+... : & in Zg}
Quotient ring modulo the ideal (x2%6+1)
ex.x7 +1=x-x*°+1=—-x+1
ex. —x2%8 +2 = —x2x?6 +2=x2+2
Let

a = apta Xx+agX2+...+ayssx2%°

b = by+b x+b,ox2+.. . +by55x255

C = Cg+CyX+CoX2+. . . +Cp55x255

TIl - Technology Innovation Institute

21

a*b = ¢ in R,=Z [x]/(x25+1)

n
.
.
= = - ot = x . .

Il - Technology Innovation Institute

a = agtaX+a X2+, . +a,55x2%0
b= bo+b1X+b2X2+...+b255X255
C = Cg+CiX+CoX2+. .. +Cp55x2%0

c=axb=Yg,s5ax b
xP6=—-1€eR,

22
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a*b = c in R =Z,[x]/(x2%6+1)

a ax | ax? | ax® ax?%s
n n
Hn 2 255
a = apta xtasxs+...+asssX

cee x — c= Co+C1X+C2X2+.. ."'C255X255
as az aq -ag b3 C3
L]

c=a *b=Y;_0ssax b
x%6 = —1€R,

.
°
Azs5 | A2s4 | A253 | A252

TI - Technology Innovation Institute 23

Kyber.CPAPKE-512 (K-PKE-512 in FIPS 203 Draft)

Parameters: Enc(ek,p; t,e,f): pin {0,1}2%6
R=Lg[x)(x?%6+1) w/ q = 3329 U=tA+e,V=1tB+f+decmps(u)
W,= CBD(1/2,6) over [-3,+3]2%6 ct=(c4,C5) = (cmp4o(U),cmpy4(V))
Gen(pp): Dec(dk,ct):
A—R2*?, s, d—Wg?, B=As+d (U',V’) = (decmpqo(c4), decmpy(cy))
ek=(AB), dk=s M= cmp4(V'-U’s)
I A B
B = A s o+ + e e . N a2l
| " —— I
Tl - Technology Innovation Institute = U v 24
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CBD: centered binary distribution

W,= CBD(1/2,6) over [-3,+3]?%6 Blue: BD(1/2,6)
BD(1/2,n): # heads of n coin flips

TIl - Technology Innovation Institute

25

CBD: centered binary distribution

W,= CBD(1/2,6) over [-3,+3]?56 Blue: BD(1/2,6)
Pink: CBD(1/2,6
BD(1/2,n): # heads of n coin flips ! ( )
CBD(1/2,n): BD(1/2,n) — n/2 pr. 164  6/64 15/64 20/64 1564 6/64  1/64

Tl - Technology Innovation Institute

26
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Kyber.CPAPKE-512 (K-PKE-51

Parameters:
R=L[x)/(x258+1) w/ q = 3329
W,= CBD(1/2,6) over [-3,+3]256
Gen(pp):

A—R2%2, s, de—W32, B=As+d
ek=(AB), dk=s

TI - Technology Innovation Institute = u

2 in FIPS 203 Draft)

Enc(ek,p; t,e,f): pin {0,1}2%6
U=tA+e,V=1B +f+ decmp ()
ct=(C1,C2) = (cmp1o(U),cmpa4(V))

Dec(dk,ct):
(U',V') = (decmpio(c4), decmpy(cy))
W= cmp4(V'-U’s)

f
v U’ s = I[q/Z]u
+ I (o/2)y

\

27

comp, decomp, correctness

near :Q—->Z:xw |[x+1/2|
cmpg : Zgq = Lya: x > near ((Zd/q)x)
decmpy : Z,a = Zg: x + near ((q/Zd)x)

[decmpy(cmpg(x)) — x] mod g < q/24*1

Il - Technology Innovation Institute

q=3329

8; = decmp;(0) or decmp;(1)
=0 or 1665

cmp+(a) for a in [-1664,1664]

=0if -832 <=a <=832
=1o.w.

ql2 — ()
— 1
q/4
0
-q/4
-q/2

28
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correctness

Let 8 = decmp+(u). g = 3329

Gen:

B = As+d

Enc:

U=tA+e, V=tB+f+0
(c1,¢2) = (cmp4o(U),cmpy(V))
Dec:

q/2 _— ()
q=3329 — |
8, = decmp(0) or decmps(1) = 0 or 1665 [
cmps(a) for a in [-1664,1664]
=0if-832 <= a <= 832 0
=1ow.

o -q/4

-q/2

V'-U’s

= tB+f+0+e,-(tA+tet+e,)s

= t(As+d)+f+B+e -(tA+e+e,)s
=0+ (td+f+e,—es+eys)
R~ 0 +err.

(U,V’) = (decmpio(c4), decmpy(cz))

W= cmpy(V-U's)

U = U+e,, V' = v+e, W/ short g ,e,

TIl - Technology Innovation Institute

If err is small, then PKE is corerct.

29

CPA security

Parameters:
R=ZLy[x]/(x2%5+1) w/ q = 3329

W.= CBD(1/2,6) over [-3,+3]256

Gen(pp):
A—R2*2, s, d—W32, B=As+d

ek = (AB), dk = s

A s+|

TIl - Technology Innovation Institute

Enc(ek,p; t,e,f): pin {0,1}2%6
U=tA+e,V=1B +f+ decmp ()
ct=(c1,C2) = (cmp4o(U),cmpy(V))

CPA security:
1. (A,B) ~ (A, random): ML-LWE
2. (U,V) ~; (random, random): ML-LWE

e e
[ (o/2)p

s

I [a/2]u

A 30
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Example: Kyber-512

KRA-PCO against Kyber-512 Round-3

Kyber-512’s PKE: Idea [HV20] for Kyber-512 Round-2:
© Ry =1Zglx]/(x*C + 1) Consider ci=cmpo(u,0), co=cmpy(t)
+ Y, =CBD over [-3,+3]?%° b =cmp4(t-us)

+  Dec(dk,ct): s—W? b’ = cmp4(-u s))

1. (U,V’)=(decmpg(c4), decmpy(cy))

2. w=cmp;(V-U’s) mod 2 Determine s; by checking py

t-us;
—— —0
-us; —
| | | | |
Voo U s = I[q/z]u | | | | |
-q/2 -q/4 0 q/4 q/2

[HV20] Huguenin-Dumittan and Vaudenay (ACNS2020)
TII - Technology Innovation Institute [XIU+21] X, Ito, Ueno, Takahashi, Homma (ASIACRYPT2021) 32
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Behavior of y;’ w/ u=-276

For Kyber-512 Round-3 [XIU+21]:

Consider U=(-276,0), V = 208t xi
M = cmp(276 s; + 208 t)
M = cmp4(276 s;)
Determine s; by checking if
M =0..010..0 or 0..000...0
276 s, + 208 t
/—A—V
276s,

TIl - Technology Innovation Institute

(a) Kyber512
t—3 -2 -10 1 2 3
sk;

-3 11 1 1 0 0 0 O
-2 11 1 0 0 0 0 o
-11/1 0 0 0 0 0 O
o |0 0 0 O O 0 O
+1 10 0 O O O 0 1
+2 10 0 O O O 1 1
+3 10 0 O O 1 1 1

[HV20] Huguenin-Dumittan and Vaudenay (ACNS2020)
[XIU+21] X, Ito, Ueno, Takahashi, Homma (ASIACRYPT2021)

33

KRA-PCO - #Q1

3 queries determine sk;in [-3,+3]

t
sk, -3 -2-10 1 2 3
=311 1 1 0 0 0 O
-2 /1 1 0 0 0 0 O
-1/1 0 0 O O 0 O
o |0 0 0 0 O O o0
+1 0 0 O O 0 0 1
+2 0 0 0 0 0 1 1
+3 /0 0 0 O 1 1 1

Il - Technology Innovation Institute

U = (-276,0), V = 208t x|, ¢ = cmp1o(U), c2 = cmpa(V)

34
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KRA-PCO - #Query (contd.)

3 queries determine sk;in [-3,+3]
in the worst case (#Q1=3)

sk = s«WZ has 256*2 coefficients

— #Query = 512 * #Q1 = 1536

in the worst case

1. Decide s; by U = (u,0) w/ 256*#Q1 queries
1. Foriin [0,255]: decide s4; by V=208tx

2. Decide s, by U = (0,u) w/ 256*#Q1 queries
1. Foriin[0,255]: decide sy by V=208tx’

TIl - Technology Innovation Institute

U = (-276,0), V = 208t X, c1 = cmpro(U), ¢z =

cmpa(V)

35

Plaintext-Checking Oracle (PCO) from SCA

Implement PCO by SCA:

What we need:
Checking if y ?= 1 and others’ =0

How to implement PCO
1. All 0 or Random

2. All0oreforiin[0,255]
3. All0oreg

Il - Technology Innovation Institute

SCA

” K<—Decaps dk,ct)
noisy trace

Using power, EM etc.

In general, all 0 or e is better

36

223




Learning s; via yy’

Idea [TUX+23] inspired by [OUKT21]: (a) Kyber512
U=(-276,0) for i=0
U=(276 x2%6-0) for i#0 t
, -3 -2-10 1 2 3
V = 208t sk,
Ho'= cmp+(276 s; + 208 t) =S 11100 00
’ -2 1 1.0 0 0 0 0
M = cmp4(276 s;) -1]/1 0 0 0 0 0 O
276 s, + 208 t g 0 WO G
kit B et —0 4110 0 0 0 0 0 1
‘ | J‘szﬁ | e 1 420 0 0 0 0 1 1
\ ! ! w w #4300 0 0 0 1 1 1
-q/2 -q/4 0 q/4 a2

[HV20] Huguenin-Dumittan and Vaudenay (ACNS2020)
TIl - Technology Innovation Institute [TUX+23] Tanaka, Ueno, X, lto, Takahashi, Homma (TCHES2023(3)) 37
[OUKT21] Osumi, Uemura, Kudo, Takagi (SCIS 2021)

Technology
TI I Innovation
Institute

Optimizing #Queries
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Optimizing #Queries

U =(-276,0), V = 208t X', c1 = cmp1o(U), c2 = cmpa(V)

#Q1 =3
in the worst case

Q: can we reduce #queries
in the average case?

The distribution of sk; is CBD(1/2,6)

pr. 1/64  6/64 15/64 20/64 15/64 6/64 1/64

TI - Technology Innovation Institute 39

E.g.: E#Q1)

U = (-276,0), V = 208t X', c1 = cmp1o(U), c2 = cmpa(V)

pr. 1/64  6/64 15/64 20/64 15/64 6/64  1/64

d 3 3 3 3 3 3 2

E#Q1)
= 3*63/64 + 2*1/64 = 2.9843..

E(#Query)=512*E(#Q1)=1528

TIl - Technology Innovation Institute 40
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[QCZ+21] BDT by Huffman Coding

U = (208,0), ¢1 = cmpio(U), c2 in {2,...7}

pr. 1/64  6/64 15/64 20/64 15/64 6/64 1/64

d 4 4 3 2 2 3 3

E@#Q1)
= 4*7/64 + 3*22/64 + 2*35/64 = 2.5625

E@#Query)=512*E(#Q1)=1312

[QCZ+21] Qin, Cheng, Zhang, Pan, Hu, and Ding (ASIACRYPT2021)
TIl - Technology Innovation Institute https://github.com/AHaQY/Key-Mismatch-Attack-on-NIST-KEMs 41

Open Problem: more optimization

pr. 1/64  6/64 15/64 20/64 15/64 6/64  1/64

d 4 4 2 2 2 4 4

E#Q1) = 4*14/64 + 2*50/64 = 2.4375
E(#Query)=512*E(#Q1)=1248

Can we design such tests?
Huffman Bound ~ 1216 [QCz+21]

Shannon Bound ~ 1195 [GM23]
(H(sk;) ~ 2.3334)

83 -2 2 3

[QCZ+21] Qin, Cheng, Zhang, Pan, Hu, and Ding (ASIACRYPT2021)
Tl - Technology Innovation Institute [GM23] Guo and Martensson (PQCrypto2023) 42
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Tests P-bits in Parallel

Reducing #Query

#Q1 = 3 in the worst case
sk = s<WZ has 256*2 coefficients

— #Query = 512 * #Q1 = 1536
in the worst case

Q: Can we reduce #Query?

— Test in parallel

Il - Technology Innovation Institute

U = (-276,0), V = 208t X/, c1 = cmp1o(U),

c2 = cmpa(V)

44
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P-parallel test

Idea [TUX+23,RRD+23,etc]: [TUX+23]:

U=(-276,0), V = 208(tp+t1x+t,x2+t3x3) Implement MV-PCO

M = cmp(276 s; + 208 t) (i=0,1,2,3) Consider P-parallel test

Mj' = cmp1(276 s)) — #Q = 2*#Q1*ceil(256/P)~1536/P

— Determine sq . s3 by checking in the worst case

&
W?=0000 0.0/.../1111 0..0 Trade-off between 2P and #traces

276s5;1208t; 276 5,+208 t,
(2765,%208t 27654208,
—

276 s; — 1

f—Q—V
| | | | |

| I | ! |

-q/2 /4 4 2

q/ q/ 0 q/ q/ [XIU+21] X, Ito, Ueno, Takahashi, Homma (ASIACRYPT2021) for ntrulpr

TlI - Technology Innovation Institute [TUX+23] Tanaka, Ueno, X, Ito, Takahashi, Homma (TCHES2023(3)) 45
[RRD+23] Rajendran, Ravi, D’Anvers, Bhasin, Chattopadhyay (TCHES2023(2))

[RRD+23] Observation on Parallel BDT in [QCZ+21]

U =(208,0), c¢1 = cmp1o(U), c2in {2,...7}

pr. 1/64  6/64 15/64 20/64 15/64 6/64  1/64

d 4 4 3 2 2 3 3

E@#Q1)
= 4*7/64 + 3*22/64 + 2*35/64 = 2.5625

If (sko,skq)=(-3,0), #Q2=max(d.s,do)=4
E(#Q2)

= 4%1/212 + . + 3*1/212 = 2.9077...
E(#Q4)

= 4%1/224 + . +3%1/224 = 3.2813... > 3

[QCZ+21] Qin, Cheng, Zhang, Pan, Hu, and Ding (ASIACRYPT2021)

TlI - Technology Innovation Institute https://github.com/AHaQY/Key-Mismatch-Attack-on-NIST-KEMs 46
[RRD+23] Rajendran, Ravi, D’Anvers, Bhasin, Chattopadhyay (TCHES2023(2))
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[RRD+23]’s BDT (and more)

U = (208,0), ¢1 = cmpio(U), C2 in {2,...7}

#QP = 3 in the worst case
sk = s«WZ has 256*2 coefficients

— #Query=2*#Q1*ceil(256/P)~1536/P
in the worst case

Use LWE with Hint [DDGR20]
to complement partial KRA

[RRD+23] Rajendran, Ravi, D’Anvers, Bhasin, Chattopadhyay (TCHES2023(2))
[DDGR20] Dachman-Soled, Ducas, Gong, Rossi (CRYPTO 2020) 47

TIl - Technology Innovation Institute

[GM23] 2-positional mismatch attack

If we can check ug’ and pqog’™ For example:

Let a =208
Consider U=(ab + ac x128,0), V=at
forb, cin {-1,0,+1}

Mo'=cmp;(t - abs, + acsqzs)

[
o

)
]
1
1
M128'=cmp+(t - acsp - absy2g) 1
1
1

M = cmp4(abs; + acs2s+))

o 0O O =~ o 4o o

-1
1
1
1
1
1
0
0

0

SR

(or swap b and c for 128 <)
[GM23] designs good tests Note: u4,8° might be 1

[GM23] Guo and Martensson (PQCrypto2023)
Til - Technology Innovation Institute 48
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[GM23] 2-positional mismatch attack

If we can check o and pyog'”:
[GM23] designs good tests (Fig.11+13)

So

#Q2 -3 -2 -1 0 1 2 3
3 10 8 8 7 8 10 10

2 10 7 6 5 6 7 9

4 ¢ 6 4 4 4 5 38

ss 0 9 5 4 3 4 5 8
1 9o 5 4 . 4 6 8

2 | s 7 NENEEENEN 7 o

3 9 9 9 8 9 10 10

TIl - Technology Innovation Institute

E(#Q2)=10*1/212+...+3*400/212~4.70825
E(#Q) ~ 1205.3

cf:
Huffman Bound 1dim. ~ 1216 [QCZz+21]
Shannon Bound ~ 1195 [GM23]

Note: We need to check
M ?=10..020..0 or 00..020..0

If we can check 22 cases in one query,

then E(#Q) < 1536 / 2 = 768
[RRD+23, TUX+23]

[GM23] Guo and Martensson (PQCrypto2023)
[RRD+23] Rajendran, Ravi, D’Anvers, Bhasin, Chattopadhyay (TCHES2023(2¥p
[TUX+23] Tanaka, Ueno, X, Ito, Takahashi, Homma (TCHES2023(3))

[SLZ23] pairwise-parallel attack

Run [GM23] in P-parallel
Check [o',..., Wp-1 @nd Pizg’,..., H12g+p-1’

Note: If P = 2, we need to check
W=

000..0220...0,
100..0220..0,

010..0220...0
110..0220..0

Il - Technology Innovation Institute

> 6 queries to determine 2P positions
E#Q) < 2*6*ceil(256/2P)

Note:

If we can check 2P cases in one query,
then E(#Q) < 2*3*ceil(256/P)

[RRD+23, TUX+23]

[SLZ23] Shao, Liu, Zhou (EPRINT2023)
[RRD+23] Rajendran, Ravi, D’Anvers, Bhasin, Chattopadhyay (TCHES2023(2)p
[TUX+23] Tanaka, Ueno, X, Ito, Takahashi, Homma (TCHES2023(3))
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Imperfect Oracles

Effect of Imperfect PC Oracle

SCA oracle might be imperfect

0o : accuracy of the oracle

a4 : accuracy of each coeff. [QqCz+23]

ap = q02.5625

E(#err) =512 (1-ay)

brute force cost=(#err from 512)*7#er
#err=13: cost ~ 21207

fterr=1 : cost ~ 2118

(Will be reduced by LWE with hints)

Il - Technology Innovation Institute

0.
0.
0.

999999
99999
9999

- 999
-99Y
-95
- 90

.80

0.
0.

999997...
99997..

9997...

.9974..
.9745..
.8768..
.7633..

.5645..

0.
0.
0.
1.

[SCZ+23] Shen, Cheng, Zhang, Guo, Jiang (TCHES2023(1))

0013..

.061..
.144..

.973..

oo o |Effer)

0.

52
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Boosting Accuracy

0o : accuracy of the oracle

Majority Vote with t traces:
— 2 (5) @5 (1 — ao)

Likelihood comparison
by NLL (negative log likelihood)

NLL,(q,0) = =+ 251 log q(blxs; ),
where x; is s-th trace,
q(b|xs; 0) is a PDF trained by NN

TIl - Technology Innovation Institute

Experimental result [UXT+22]

0.999 0.99999 by 5  100% by 2
HW 0.998 0.99999 by 5  100% by 2
Masked 4 950 0.99999 by 11  100% by 5

SW

#Traces =t * #Query

[UXT+22] Ueno, X, Tanaka, Ito, Takahashi, Homma (TCHES2022(1))

-E_

53

[SCZ+23] Strategy

Strategy:
1. Obtain § by PCO with ag
#QRR=1 312

2. Detect err. blocks by “fast checking
#QFc=2"512/4

3. Correct wrong coefficients
#Qgng =3 #Herr*4+. ..

00=0.99, 0,=0.974, E(#err)=13

Il - Technology Innovation Institute

Fast Checking:
Check 4 coeff. by 2 queries

From §, we can compute cty & cty with
Ug?”,uq®’, U’ ust’ Vo' s t.

1. MoP=cmp4(VP'-(Ug?'sp*+. .. +U3P's3))

2. |Ji, =0

3. 80S18,83 is correct  Yg o' = 01

[SCZ+23] Shen, Cheng, Zhang, Guo, Jiang (TCHES2023(1))

54
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[SCZ+23] Simulation (Table.6 and 8)

cf #Qa=1312 in [QCZ+21] and #Quorsi=1536 in [UXT+22]

o wv [isczdy
go _#taces #er __|#races __l#er

0.995 (t=3) 3936.5 0.10 1645.1 0.51
0.950 (t=7) 9185.0 0.25 3874.5 0.15
0.900 (t=11) 14433.3 0.39 7773.9 0.25

e [isczedy
0o |#traces l#er ____#aces e

0.998 (t=2) 3072 ~0.00 1663.3 0.04
0.960 (t=5) 7680 ~0.00 3424.9 0.05

[SCZ+23] Shen, Cheng, Zhang, Guo, Jiang (TCHES2023(1))
TI - Technology Innovation Institute 55

DO-based KRA
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Kyber-768

Kyber-768:
Y,=CBD(1/2,4) over [-2,+2]?%, s—W,3

CBD(1/2,4)

pr. 116 4/16 6/16 4/16 116

dep. 3 3 2 2 2

U’ = (-208,0,0)
V' =208t x

E(#Q1)=2.3125

TIl - Technology Innovation Institute

PCO-based KRA:

E#Q) =768 * E(#Q1) = 1776
P-parallel PCO-based KRA:
#Q <= 3*3*ceil*(256/P)

P=2: #Q <=1152

P=4: #Q <= 576

57

DO = 256-Parallel PCO

Kyber-768:

W,=CBD(1/2,4) over [-2,+2]2%6, s«W¥,3
CBD(1/2,4)

pr. 116 4/16 6/16 4/16 116
dep. 3 3 2 2 2

U’ = (-208,0,0)
V' = 208t xi

E(#Q1)=2.3125

Tl - Technology Innovation Institute

PCO-based KRA:
E#Q) =768 * E(#Q1) = 1776

P-parallel PCO-based KRA:
#Q = 3*3*ceil*(256/P)

P=2: #Q = 1152

P=4: #Q = 576

DO-based KRA:
P=256:#Q =9

58
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DO = 256-Parallel PCO

Kyber-768: sko sk
Y,=CBD(1/2,4) over [-2,+2]25¢

e overbl EElllF T
Natural DO-based KRA:
#Q = 9 (in the worst case)

1. Decide s, by U = (u,0,0) w/ 3 queries

2. Decide s, by U = (0,u,0) w/ 3 queries

Ho M1 M2 M3 M2s5

3. Decide s; by U = (0,0,u) w/ 3 queries

TI - Technology Innovation Institute 59

[GNNJ23] SCA-LDPC (DO-Based KRA)

cf. 256-parallel PCO-based KRA:
#Q = 9 (in the worst case)

U=(-u,0,0), V = a(to+t;x+txx2+t3x3) . ussgtaty  uspat,
, us,+at
g’ =cmps(usi+at) —t=1  _ustat, = __,
276 s; —
b = omps(u's) | : : : |
-q/2 -q/4 0 q/4 q/2

Observation 1:
No need to —q/4 < u s; < q/4

u is flexible

[GNNJ23] Guo, Nabokov, Nilsson, Johansson (EPRINT2023/294)

Il - Technology Innovation Institute 60
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[GNNJ23] SCA-LDPC (DO-Based KRA)

cf. 256-parallel PCO-based KRA: sko sky
#Q = 9 (in the worst case) W] b 5

Use LDPC to check error

DO-based KRA against Kyber-768:
E(#Q) = 7 (Shannon Bound)

Experiment:
12 traces for 1st masking Kyber-768
p=0.995: 10 traces

S2

S:‘

[GNNJ23] Guo, Nabokov, Nilsson, Johansson (EPRINT2023/294)
TIl - Technology Innovation Institute 61
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Summary

+ Side-channel analysis
» Direct attack
e Indirect attack

» Key-recovery attack using (MV) plaintext-checking oracle
» Perfect PCO
» Perfect MV-PCO
* Imperfect PCO

* Key-recovery attack using decryption oracle
» Perfect DO
» Coding

TIl - Technology Innovation Institute
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