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2. 52 DFEROFENT

IIOHEE, REEN, BER, "B EREEFEEAVCREREDFEDOERRRS",
AFRERE A > -2y hOERRA (I0T) , 2023-10T-6-22, pp. 1-8, 2023.

SQIFDRIRES & Ha DIAFEHRE FUITSU

O 511
O SQIFTRSHSNZRAG I IEMEFZE T, SQIFDH CREDFRCHKIN T 2EOBFERERDBLFTETLRN

O $FHSFRXHITHIFEEN TS N, = 48567227 (26bit) (CBIY355EDRIFRIDSS,
SQIF+QAOCATRIZED(L LE THDIXDDSMEFH TS HETEM TETEL TS

O SRERDELHVM R
O FTEE(OVTHINSN TLRN

. #HEERE tsolverT,
O R EF7--USJEEE
O BRHDRCTHBBOBIRNEF E TEBLICSQIF AR el
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OSQIFDEE (1/3) FUjiTSu

O MRER: BFRAIEUEIREUNGTETERL

O fERR: UTZMEHENED
1. BIEEDIRZ 32 TRIDCVPEAERL L., TNEAKCE TIDBHMRETRZINEE
2. BEH BB EE(E RFORTE+ILTLIRS
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O BRBCVPOERMITEFMBICERRZ HINBI: f 2ZEZ3). SEOBEIFISQIFDHEMNT THHIHSQIFIDEVEELL
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OSQIFDILE (2/3) FUjiTSU

O ITRm: FILLBEMRIUN tBIERE BN oIEEE A8 FRez +1 9%

OAX=:
CVP(niRTEH)
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CVP(nRFET+HEE) TR+ 5 Y 8 0 0

free(D) 0 0 0 B= 0 0 fitw 0 Jt= 0
B 0 0 _ i 0 0 0 filn+1) c

Bl o 0 fra [T\ o 10°logp; -~ 10°logp, |10°10gpass gugeely

10¢logp;, -+ 10°logpy 10¢logN.
1 sQiF

IRTOCVPHSHULV BRSNS
|
COROBMRZIEEIR or RN NETED nen+1 EUTHRLLVBIGR AIRSR

7 ’ . . r
€1,j enj _ €0 €1j evj . . n+tij Gilg)

r r r
el . €o,j €k.j
Py Pn =Dy Pq pkkd mod N Py s =0y Py o p, mod N

26 © 2023 Fujitsu Limited

180



OSQIFDILE (3/3) FufiTsu
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@DA3ZRWZEER (1/2) FUjiTSU

O EE&FAE
O 11-55bitamiEE > AIC1DIDERML. ILIRSQIF(&RiEi{tsolver=DA3)zAVTNORREEp, q%5tE
O STEROEE. BFLYNIOEELTHET S KRBERYRICI BT, ~
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O EERD/\IA—FEHTECDNT
SN CVPEER,
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@DA3ZRZRER (2/2) FUjiTSu

N . “ s g g 3 —
O EERIER: ARkUIZ11-55bitI N TOERREIDZERE I ARICHRIN
N £y M 550 7BRRX 0K RELFHEHC BFRTn, N &y M Soh7BRERAOK RELFHEHC BFRT .
1763 11 1 3 4 12604829417 34 330 3321 13
3599 12 1 3 4 32465228347 35 325 3111 13
7811 13 34 AT 8 40949546243 36 340 3243 14
9047 14 14 63 6 114391859609 37 360 4551 13
28459 15 40 384 8 222974630273 38 370 4407 14
49163 16 33 180 7 516842741119 39 443 5595 15
108539 17 37 246 8 769319877019 40 399 5721 15
206711 18 37 426 8 2186142147529 41 546 5922 15
342029 19 11 51 6 2267839867523 42 562 5844 15
695683 20 A7 558 8 7089643535393 43 647 7845 17
1973551 21 75 639 9 12963867991967 44 673 8223 18
2381663 22 66 555 9 31528690042043 45 664 9000 18
8350847 23 89 1089 9 44213622448507 46 667 9270 20
10586183 24 68 627 9 112723142241341 47 693 9153 22
20903063 25 51 519 9 262855838692547 48 1041 14085 22
42021971 26 120 1374 10 510125949419747 49 1003 12978 23
90476623 27 127 1236 11 910320918319427 50 999 13254 27
153713251 28 155 1698 10 1819353647681699 51 1034 14946 28
490565857 29 188 1839 11 2805286934279257 52 1094 16293 31
583036847 30 123 1242 11 8864496934928671 53 1135 18684 37
2047104727 31 201 2286 12 15873314879556307 54 1166 21357 55
2529975709 32 232 2457 12 34834030903967657 55 1547 26526 66
5726447347 33 247 2775 12 '_—.*(]35
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32048ty MEREIC TS

EFEYMIDREED FUJITSU

o RIEEDHER (212U, DA3EQAOAN EIFZE DI AR R AR REN' DD EARTE)
O BREMRMRDEEVN y = a(log N/loglog N)? OREETREBNZEARETZ(Yans5DRIEEDE a=2, b=1)
O MO EZERD T 40-55bitEkENIERNSa, bR/ _FEATREESE a = 271255 p = 55531 &R
— sublinearT(&2W
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= el -g0®
‘{ﬁ 20 Py Yan5DREED(sublinear)
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REBEHIOHTREER FUjiTsu

O MEBREFEYNMINYansORIBENLINZRBIRE

O BRENDARE LS, BB T ACVPDIRITEAREAN, BUIEIERNMESNICKEBBD
O BEARIICETO2D0BHNEZ5N3

1. CVPOIRFTNAERBICON. BlE{bsolver(SEIFDA3) TESN BB EN T H'3 (HHETIER)

2. CVPOIRTENAZLABBICON, E3EBabai N ETEANBENBN T H'3

(Bt solverDEtEIS A B3 3 /I8 FRIEMN M BTET— B CRERTIRE N, RSN AR AUKRICRZEEZSND)
% Yan5(3iisRBabai + QAOANCVPDIRTTIC LS T RIFRE DA f#E ST E TELRE

— RITOIEBINOFEZEZERBLTURVZD, EFEYMIORBEEONHEROTWS

O HLRSQIFDEXTE(CDLT
O FERUEEFEYNMILHEE(CREIRTFEREEZZEEZISND
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o gdEfbsolver (1FCQAOCARERUEBRNEE)
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FeH FufiTsu

O Yan5MFE5E
1. SQIF¥(EShor7)LdUX Ad&DELBVsublinearBD & FEy N CERE S AREIEE

0. ¥(C. 2048bita ML 208N« 372 BFLYNCEREMOMRATEE

loglog N

O K4 DRE
O FREMDHECHDREOBGRRNZETE TERLICSQIFEILIR
@ @zBVT11-55EY NEREIDIRAIE D fRICATH
O JeRRUKMIEEERZ BIE(C S 21es. Eili{bsolver(CELiBDE =t Digital Annealer(DA3)%{EMA
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IMI WORKSHOP: MATHEMATICS OF SECURITY ANALYSIS FOR MODERN CRYPTOGRAPHY

September 20-22, 2023, JR Hakata City, Fukuoka, Japan

N4 7 ECDLP Z##< Shor O 7I)LAU X LICEHTBHE
MERMEDOEF ) Y — ZHE

HO B

R R R B E R TR Ze R
rtaguchi-495Qg.ecc.u-tokyo.ac.jp

Shor D 7 3 X 1%, RREHAME - BEBOSHREZ ZHARE T ETF 7L
TYVRXLTHYD, ZOFREGRIETY Y —ZAHEOMELEZ L fThbhiTtnws, K
BT D N A F U KR O BEBOS B E % fi# < Shor D 713 ) X LIZEWTIE,
BETWICGHENTEELRHETH L BN TWE., ZOFRTHFE AT XD Toffoli
F— MR DDRWETFLT st BIcEH T 5. BFFLTWtIE 7 v ) X
L2 0DEFERD D, FNFNETFE Y VAW, EEXBRDRVwE WS
KL 5. ik, 0o 2 FEEZNTAMPMCRRT % 2 DO& T FLT Wt
B71La) XLk, B8FEy MZXLICHIM T 2 ETFFLT WItstE 713y X o %
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J\AFJECDLP %##< Shor DF7JLT XL
[CBVT BEMRHINEDETF ) Y — XY

OHRO kR (RRXF) BRA (RRKXFH)

2023/09/21

=7 1E1—FCKBEBBEANDKNE
FHEAVSNTNSIES

- RSAIES ( |ZRREHDEFE | OREMECE D)
- IEMEhARIE S ECDLP DREEME(CED)

Shord7)LIUX AL LD
ZIANBSRIARE
CNFTTORFRMER

RRER I HE +++21=3x%x7 N IR EEESED
ECDLP - s BERRU EZNE
A : HEFIHREES S ECDLP
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ECDLP
7 ABFIERR_ E DR AA(G y

ISR (C DV TRIE R 12T g L
o o = S~
~;$ T
B | ey | SRR \__
N — P+Q
e 1]

KE s p | = | BEREK | PR - DBIEUERRIRE (ECDLP)

[1] 1. H. Silverman, J. Tate, “Rational Points on Elliptic Curves”

ARG S
FEMeRiRE U VEIES A ROBIR
eI HhiREE =S DA
CEMT 1 2HILESRI)LTU X, (ECDSA) ECDLP®D
¢ ¥&ADiffie-Hellmani##s (ECDH) stEEREH N

¢ 5HEIGamalig= RE<LEDND

S X SFTMEMER CEFEEIEE
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) \A F U fEFIehfR

T4 ZH)LEBLICHBUVTNISTOHEEE 3 DEMBITR
O SRR _E e EhER
O F,DILKAEEDOEABRR ()N UEFHBER)
[ Koblitza#z

— TASHIEBZICBITD/I\AFUBHERE (XE
y2+xy =x3+ax*+b (a € Fyn,b € Fon)

J\A FUREAEHRICES T BNISTOHEE - n = 163,233,283,571

)\ FUBHERRR ST DIEA

*%HHH%&J:@%EE% P(x]_,yl), Q(xz,yz) (S IF%TI 73“5'_-?_‘5*].7::&%,

X3 =AM +A+x,+x,+a (/1 Y1+ Y2 )
vz = (xz + x3)A + x3 + ¥,

: Shord®77)LTYUX ‘ F,n_EOWTTEtENNE ’
e =] =¥@ e
2 R CRFRE LI

188



BFEOREAL

EF7ITVXLTHRENDIESR

£FEw bk - Toffoli— b (TOF) - CNOTH— bk (CNOT) - %

FDEFIYV—-AD ML — RATEHR

g
J\A F U NS BRER T DEATIAE
EFGCDHTETE (BFE W b - CNOTH L)) @ Banegass (BBHL21-GCD)

= NV N o .Putranto5 (PWLK22-FLT) x3®&& - CNOTZ&i#Y
= = . 375 Y ' " o
E?FLTJQ_&_TEBTE— (TOF /*Eb\//\rd\l/\) Banegasa (BBHLZ].'FLT) * §¥t\y I\%ED%‘I\J

fask@® (CT-RSA2023)
CEARTINT UL - JERFIT U LIRS

VNISTO#E I /)1 FUBHBME (n= 163,233,283,571) (CD
UL\THEEER

PWLK22-FLTOEFEw hY - CNOT - Zx%
O BRFZILITVXL : &2TD n [TDOULTHIER
ex.)n=571 > 2FEwv bk :-26% CNOT: -6%

BBHL21-FLTCNOT - FE=%
@ ¥ERI7ZILTU X : 2 TD n (CDULTHIR
ex.) n =571 = CNOT : —20% & : -18%
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faR@ (SCIS2023)

VHIEMEZ IV TV X L EiRs
VIBRFEZE —EIEE UL, EFHEMRNEY LTI XLZRE

VNISTO#E I /)1 FUBHBME (n = 163,233,283,571) (CD
U\NTLEEER

TOFS — NEZER D IRVVKEE (N Z DD,
O FEAE7IIL TV L 0 2FEORTREVRVEFE Y MNEEER
FiEEEOmEETLTUZ A eX.) n=571 - BBHL21-GCD : 4,015 Ewv ~
RBEFE:398 Y~

EWN

FLT¥ 7ttt &
Putranto5DEFFLTZ)LIUXAEEART)ILTUX A
Banegas5D=FFLT )L IV X A EHRRZILITUX I
FMEME7ILTUX I

tEE

5.1 BRFZIVIUX L - Hi5R77)ILVTYU X
5.2 FIEMETILT VX I

6. &b - RE

A
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EWN

FLT¥ost &
PutrantoSDEFFLTZILIUXLEERTILTUX A
BanegasSMEFFLTZ7)LI U XA EHRRZILI ) X s
FMEME 7 ILTU X I

a3

5.1 BR7Z)LTYUX A - HER7ZILT Y X
5.2, FEME 7 ILT U X

6. F&H - BE

v A W=

FLTTETEO (n = 163)
of € Fyies MEXSNIZEEC, fTaKkDD

FermatD/NEIBD—f%L
f2163_1 _ 1 - f_l — f2163_2 — (f2162_1)2

@162 =27 + 25+ 21 (TER U CUTOFIETEHE

cp22to1 228 227 1 .
Step.1: f% ~Lf% -1 f¥ 1ZIEREE

Step.2 : f27 ", 2 ERE
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FLT#tstE@ (n = 163)
AN =2 e

4i-1

Step.1: (fzzi—l_l)Z Xf221—1_1 =f22i_22i_1xf22i_1—1= fzzi—l

(i=12..,7)

25

Step.z . (f227—1)2 xf225—1 — f227+25_225><f225_1=f227+25_1

)1
(f227+25_1)2 szzl_l _ f227+25+2 521 fzz -1_ fz

= 162

EPN

FLT¥ 7ttt &
PutrantoSDEFFLTZILIUXALAEEARTILTUX A
Banegas5D=FFLT )L IV X A EHRRZILITUX I
FMEME7ILTUX I

tEE

5.1 BRFZIVIUX L - Hi5R77)ILVTYU X
5.2 FIEMETILT VX I

6. &b - RE

A
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[F,163 FOEFERSTEDIYV—-X

Of0E (Banegass)

Ia SRTFHECLBRUY—X
TOF it CNOT

I S Lo24
e _ n=163EFLY b —
D:ﬁg (Banegasb) 1L>25) hnes % O O
:ﬁ% X X O
a2
F5 O O O
ORE (Kim'S) TOFPLS2S (BFEY N 2B

M - WEIHAEE<
« | ¢ [ING

SFFLTHERETEILT U XL (PWLK22-FLT)

51

i 2 - 5
Step.1: (fz2 1‘1) X f? 1—1=f2 1 (i=12,..,7)

L1 FHULLSRI% 2D
f =EE 1[0

2

5
Step.2: (f227_1)2 Xf225—1 — f227+25_25><f225_1 _ f227+25_1

25 27 4 22° FHLWLSRI%E 1D
o |y [ e
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BlfFFA ENlAERES
tEiBE Step.1: fZE‘l f2—1 fZE‘l f2—1
Step.2 : f‘l,f‘1
— {1 =20,21,22,23,2%,25,26,27,27 + 2527 + 25 + 22 = 162}
162 ONNEEEHS

IEESHS o -
= = N s LB BD1<s<? “;Db\_c,
|?m) 1;p1;---;p€ N}bN@}JDﬁLﬁ/\yJ@@%OSl’]<€b\5jtp5=pl+p1

- =

7 —— . 162DBIDNIFEEEINZ AN U,
BATNIVRLDTATT s Qo s o

RREARI)ILITVX

PWLK22-FLTDNNEEES{p, = 1,2,4,8,16,32,64,128,160,py = 162}

Step.1DEtE : {2,4,8,16,32,64,128}) - fETETESND

Step.2MEtE : {160,162} - ZBTRUVLIIETELSND

FEZoMO, FiLLWL XY 7Z161E

REEARTIILTUX A

hEESHS {py = 1,2,3,6,9,18,27,54,108, py = 162} ZHL\D

{2,6,18,54,108} : _fZst&ETHEBND -+ Step.1DFtE

{39,27,162} : _fETRRLVINIETHESBNSD - Step.2d:itE&

B/EZOL, LW > X5 Z144E
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AE#ESN CEFIUY—R (—REDIHE)

& IDF BT — 1DNEEHEE(p, ), 2 FAND (n 1 RE)

[ Opy, ... p,DDE, ZETETESNDIENdIE, TS TRVWES m IE]

FINSIBRHTFE -1, L 2Pt = p2" 1R B4 (CEHET BBROOR ~
TE o0, FIRLZRY 2d+m) = +d) @
.-

BULIIIEESEY) « RESHhE <, TESTETESNBIIEHADRN

EPN

FLT¥cEt&
Putranto5DEFFLTZILIUXALEERT L TYUX
Banegas5D=FFLT )L IV X A EIRRZILITUX A
MEAET7ILT U X I

tEE

5.1 BRFZIVIUX L - Hi5R77)ILVTYU X
5.2 FIEMETILT VX I

6. &b - RE

A
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SFFLT¥cstE 7))L T U XL (BBHL21-FLT)

PWLK22-FLT . 5271

Step.1: (fzzl_l‘l) xf22 -l f2er (1212 7)

227y FHLWLSZIE2D
f w=E% 16

BBHL21-FLT , 52i1

Step.1: (fzzl_l‘l) xf22 -l 2 (121 7)

anll - EGANE e

REHMER7ILT YU X

¢ BBHL21-FLT : PWLK22-FLT®DStep.1(CHIFD
OdBE—%dDL XA %ENET

‘)\73 BN ES

REIR7ILIUX A
BBHL21-FLT 1 EDL SRS 7ZENET P
RBMIRZILT UL LEDOL SR 7%2ENEY Eitr\ ;gcrum EED
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5.2, FEME 7 ILT U X

6. F&H - BE
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RREVEAEI77IL TV X LD
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£ OFHELUE BN FEmEE LB
fPEELTUE> TR

2D (HBIL XS4 : 8)
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197



IREMEHUE )L T UL
F2O01 o 2L f21 L 271 2 A CHDERE (REBNL XK :15)
f21—1 W—m ﬁﬁﬁz—m Ifzﬁ‘—n f2(9)—1 W—n

ORI B TERETERL?

‘-‘— ‘
BiFOEFEARMEILTUILZEEITDET
WL X5 & UTHIAREEIC

QEBICHSTZLEETEDDN?

E3un

EPN

FLT¥ 7ttt &
Putranto5DEFFLTZ)ILIUXALAEEART LTV I
Banegas5D=FFLTZ)LIU X A EIRRZILITUX I
FEME7ILTUX I

fuet 3%

5.1 BRFZIVIUX L - Hi5R7IVT U X
5.2 FIEMETILT YU X I

6. &b - RE

A
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EWN

FLT¥cst&

PutrantoSDEFFLT 7L TUXLEEERTILTUX A
BanegasSMEFFLTZILI U XA EHRRZILI D X s
FMEME 7 ILTU X I

a3

5.1 BR7Z)LIUX A - HER7ZILT Y XU
5.2, FEME 7 ILT U X

6. F&H - BE

vin A W=

LEBR DA

VIEEEES . RS (TOF) Z&/IMITDHDHRT
“EEEE (EFEY MY IRNIRDIED

on =163,233,283,571
oIEH : TOF - EFEwW b - CNOT - iZ= (L£5R)
O : Shord77)LT U X /1T
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EOK - i8R 7L YU X TRV IIEERHS

n =163 n =233 n = 283
(pre3yo_ | ie= (p233)10 | =z (p283)10 | ez
£ 9 9 £ 10 10 £ 11 11
7 5 d 7 4 d 8 3

EREBUREEN, ZEBEREDNDIRNIDEEHSZER

n =571
pIE | =
'3 13 12
9 4

ERELDIELS, ZEBREEDRBRVINAEHESZFHER

Shord77)L TV XA TODLEE (n = 163)

n =163 (RESNMNFEITHAREB U T, ZBEMNDRIDEETHES)
“"SoF Tmrevr| - oNor T ke

EA7ITUZL 13,175,432 2,772 1,072,118,184 204,448,960
PWLK22-FLT 13,175,432 3,098 1,072,545,896 204,451,584
3R 7T UL 13,175,432 1,957 1,086,823,080 210,949,920
BBHL21-FLT 13,175,432 1,957 1,101,105,512 231,735,936
BBHL21-GCD 288,641,640 1,157 322,348,232 342,017,408

X o TOFFZENHSY, EFEW b - CNOT - E=HR
i3k e TOF - EFEw MNMIZENDST, CNOT - E=HE
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Shord77)LTYU X LATHLEE (n = 571)

n =571 (RSHAEITHINK DR INEETHES)

EA7ITUZXL 228,787,416 10,850 55,651,292,840 8,000,884,320
PWLK22-FLT 246,235,704 14,276 59,611,633,224 8,283,571,296
MAE7ZILTUZ L 228,787,416 8,566 55,778,093,800 8,053,979,648
BBHL21-FLT 246,235,704 9,137 61,566,056,552 10,217,128,064
BBHL21-GCD 10,156,396,536 4,015 13,091,280,488 12,963,368,704

BEX e =FCLwh - CNOT: - RERIFTRTOFGRS
i3k e CNOT - REZIFTRRLKTOF - EFE Y hER

EPN

FLT¥ 7ttt &
Putranto5DEFFLTZ)LIUXAEEART)ILTUX A
Banegas5D=FFLT )L IV X A EHRRZILITUX I
FMEME7ILTUX I

tEE

5.1 BRFZIVIUX L - Hi5R77)ILVTYU X
5.2. FIEMETILT VX I

6. &b - RE

A

201



L& (EFEw bR

HE SR
F n = 163,233,283,571(CDL\T, BBHL21-GCDRUMEIRIZ)LI U X I ELE
o NEEEHESE, En(CDWTEREERDIBEDOZAND
MERFEDFER I D@L X TR
> 2TCOnICDWT, BETEEEDTIESLZ AN/

1B T ECHITIEFE W NMILLE Shord7)LTUXALICHBITDIEFE Y IR
n=163 |n=1233 |n=283 |n=571 n=163 |n=1233 |n=283 |n=571
BBHL21-GCD ___?_39 _____ 1___1?9__ __1;1;3_1_____2_@22__ BBHL21-GCD 1,157 1,647 1,998 4,015
MERFILTUZL Y 1,630 | 2,563 | 3,396 | 7,423 | M3RPILTUZL | 1,957 | 3,030 | 3,963 | 8566
e e Tt
mEFE 1| 978 1398 | 1698 | 3426 | REFE 1,142 | 1,632 | 1,982 | 3,998
REFLTETHEICKIEFEY MR EAMBRMEDEE(CLIEFE Y MR

Shord7Z)LTUXLATODLE (n =571)

rShorO)T)be'JXALZBH%;?t‘J - TOFS — B - CNOTS — bES - SRES DR (n = 571)

I LEFEw R oo _TJOR L _CNOT ___l___ R ____|
i:_ BBHL21-GCD _| _ 4,015 _ |1 10,156,396,536 _|_ 13,091,280,488_ | _12,963,368,704 ||
1 ISR DAZL|T 28566 J [0 228,787,416 - Z|” 55,778.:093,800" [ 8 053'9_7_954_'8_'_'.1
l- RRF 3,998 : 368,373,720 93,673,235,656 | 16,669,416,192 |!

SETDn([CDVWTEFE Y NI/ INZIERN

®BBHL21-GCD&LEER LT, TOFS — bz KIE(CHIR L TLVBEDD
CNOTH — bR - SR (SN0

SRV TV XALAELRLUT, EFEY MUFEDUT &R TN
ZDfDEFIY — X (EETEM

O Kim5dDGCDAY, BBHL21-GCDMSCNOTS — MMEIEY® LT
3,473 2FEY hEIERK
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A survey of side-channel assisted
key-recovery attacks against
lattice-based KEMs

Keita Xagawa / E)I| & X (TII)

B o8N

#)II &KX (Keita Xagawa)

R

« 2010 RRIEKRY 1§+ (EF)

« 2010 NTTA%

» 2023 Technology Innovation Institute

HEAR

. MEFHEMES (PQC) - 7’0 b 2ILDRE - @B Y
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il - Technology Innovation Institute
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SCA-assisted Key-Recovery Attack

1. Implement oracle leaking secret

@ (> ([=]

e —]

TIl - Technology Innovation Institute

2. Mount key-recovery attack
using the oracle

| can use oracle
Can | get dk???

Info. of dk

N
€ e ." K'—Dec (dk,ct)

Agenda

* Introduction

« KEM and FO

+ Side-channel analysis
* PKE and K-PKE

» Key-recovery attack using plaintext-checking oracle

* Key-recovery attack using decryption oracle

il - Technology Innovation Institute
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NIST’s PQC: Draft of Standards

1.FIPS 203, Module-Lattice-Based Key-Encapsulation Mechanism Standard
ML-KEM a.k.a. (CRYSTALS-)Kyber
2.FIPS 204, Module-Lattice-Based Digital Signature Standard
ML-DSS a.k.a. (CRYSTALS-)Dilithium
3.FIPS 205, Stateless Hash-Based Digital Signature Standard
SH-DSS a.k.a. SPHINCS+
4 FIPS 77?2, 77?
?7?-DSS a.k.a. Falcon

TI - Technology Innovation Institute 5

ML-KEM a.k.a. Kyber

« Based on Module Lattice
» Obtained by applying FOxgy to K-PKE

+ Efficient

lek| |dk| |ct] gen encaps decaps
ML-KEM-512 800 1632 768 18k 29k 22k
ML-KEM-768 1184 2400 1088 32k 44k 34k
ML-KEM-1024 1568 3168 1568 42k 59k 46k
RSA-KEM-2048 (e=3) 256 384 256 **109032k 14k 2540k
Curve25519 32 32 32 121k 160k 160k

Taken from SUPERCOP “amd64; Ice Lake (706e5); 2019 Intel Core i3-1035G1; 4 x 1000MHz;”". Sizes are in bytes. Speeds are in cycles
*: sk = (p, g, pinv). **: Median

il - Technology Innovation Institute 6
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KEM and ML-KEM

KEM - Key Encapsulation Mechanism

Syntax:
Gen(1%)—(ek,dk) o ®
dib dh
Encaps(ek)—(ct,K) (ek.dk)Gen(14
Decaps(dk,ct)—K/L ek
(ct,K)—Encaps(ek) o
K«—Decaps(dk,ct)

IND-CCA Security:

(ek, Encaps(ek)) ~. (ek, Encaps(ek)s, U(K))
where A can access to Decaps oracle

il - Technology Innovation Institute 8
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FOyey [FO99,HHK17,JZCWM18,...]

KEM = FOyen[PKE,G,H]:
Encaps(ek;x):

» ct=Enc(ek,x;G(x))

+ K=H(x)

Decaps(dk,ct):

. X'«—Dec(dk,ct)

. if Enc(ek,x’;G(x’))=ct

3. then return K=H(x’)

4. else return K=H’(s,ct) or L

N =

TIl - Technology Innovation Institute

Adapted version [FO99]:

FOkem is IND-CCA in ROM
if PKE is OW-CPA (and some)

New techniques for PQC

[HHK17,JZCWM18,SXY18,HKSU20,J
ZM19,XY19,LW21] HU, HFO

[Zhandry19,...] Explicit Rejection

Kyber in Round 3 vs. ML-KEM

Kyber in Round 3:
Use dedicated FOxgum

IND-CCA in QROM is not proven!
[GMP23]

Dedicated proofs
[CLJL23,MX23,BH23]

Il - Technology Innovation Institute

ML-KEM:
Use FOKEM

IND-CCA in QROM is proven
[HHK17, etc]

[GMP23] Grubbs, Maram, and Paterson (EUROCRYPT2023)

[CLJL23] Chen, Lu, Jia, and Li (Inscrypt2022)

[MX23] Maram and X (PKC2023)

[BH23] Barbosa and Hiilsing (EPRINT2023/755) 10
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SCA and Oracles (KMO/PCO/FDO)

Decaps and Side-Channel Analysis

Decaps(dk,ct):
1. x'«<Dec(dk,ct)
2. if Enc(ek,x’;G(x’))=ct return K=H(x’) else return K=H’(s,ct) or L

Decapsy()

Decy x| Enc ct’ | cmp/H/H

i}

Il - Technology Innovation Institute 12

ct P » K
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Direct Attack (Obtain dk from traces)

L
———
Decapsg() ~
ot > Decy Enc ﬁ; cmp/H/H > K
Non-Direct Attack (Implement Oracle)
L € L
- —- —-
Decapsq() ~ - -
ot q Decy Enc ct’ | cmp/H/H > K

Il - Technology Innovation Institute
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Key-Mismatch Oracle (KMO)

Key-Mismatch Oracle: KRA-KMO against KEM

e.g., key exchange w/ fixed secret

’ ") | can use KMO
[ 1]-] ok ah Can | get dk???
-—
—_——
ct K’'«—Decaps(dk,ct) ct, K s‘
€3 I K'—Decaps(dk,ct)
K ?= Kguess

Y/N
Use Kyr R Use K

Check K' 2= Kgyess

TIl - Technology Innovation Institute

Plaintext-Checking Oracle (PCO)

Plaintext-Checking Oracle: KRA-PCO against PKE
KEM w/ FO and KE w/ fixed secret
— KMO checks K'?=Kgyess

— We can check H(x')?=H(Xgyess)

— We can implement PCO of PKE

| can use PCO
Can | get dk???

x'«—Dec(dk,ct)
X' ?= Xguess

Ref: OW-PCA [OP01]

Il - Technology Innovation Institute
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Faulty Decapsulation Oracle (FDO)

Faulty Decapsulation Oracle: KRA-FDO against KEM/PKE
KEM w/ FOKEM

Decapsulation ignores the validity test | can use FDO
Can | get dk???

FDO always returns H(x’)

. K- Decapsidicet)
L] — ." x'—Dec(dk,ct)

e.g.: [XIU+21] FIA to skip “if” of FOkgm K K—H(x)

Cf. PCO « FDO « DO

TIl - Technology Innovation Institute 17

Technology
TI I Innovation
Institute

PKE and K-PKE
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PKE — Public-Key Encryption

Syntax:
Gen(1K)—(ek,dk) o ®

did dh
Enc(ek,m)—ct (ek,dk)—Gen(1k)

Dec(dk,ct)—m/L ek
ct—Enc(ek,m)

ct
m«Dec(dk,ct)

IND-CPA Security:
(ek, Enc(ek,mg)) ~. (ek, Enc(ek,my))

TIl - Technology Innovation Institute 19

Kyber.CPAPKE-512 (K-PKE-512 in FIPS 203 Draft)

Parameters: Enc(ek,y; t,e,f): pin {0,1}2%
R [x)(x256+1) Wi q = 3329 U=tA+e, V=1tB+f+ decmps(u)
W,= CBD(1/2,6) over [-3,+3]256 ct=(C1,C2) = (cmp1o(U),cmp4(V))
Gen(pp): Dec(dk,ct):
A—R272, s, d—W4?, B=As+d (U,V’) = (decmpqo(cq), decmpay(cy))
ek = (AB), dk = s U’ = cmp4(V-U’s)

B = A s + d + e i - U s =~ /2]

+ I (o/2]p I[/]

Il - Technology Innovation Institute = u \% 20
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R =L, [x)(x255+1) ?

Zy = TIqL How to computec=a*b

Zg[x] = {ap+asx+ayx?+... : & in Zg}
Quotient ring modulo the ideal (x2%6+1)
ex.x7 +1=x-x*°+1=—-x+1
ex. —x2%8 +2 = —x2x?6 +2=x2+2
Let

a = apta Xx+agX2+...+ayssx2%°

b = by+b x+b,ox2+.. . +by55x255

C = Cg+CyX+CoX2+. . . +Cp55x255

TIl - Technology Innovation Institute

21

a*b = ¢ in R,=Z [x]/(x25+1)

n
.
.
= = - ot = x . .

Il - Technology Innovation Institute

a = agtaX+a X2+, . +a,55x2%0
b= bo+b1X+b2X2+...+b255X255
C = Cg+CiX+CoX2+. .. +Cp55x2%0

c=axb=Yg,s5ax b
xP6=—-1€eR,

22
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a*b = c in R =Z,[x]/(x2%6+1)

a ax | ax? | ax® ax?%s
n n
Hn 2 255
a = apta xtasxs+...+asssX

cee x — c= Co+C1X+C2X2+.. ."'C255X255
as az aq -ag b3 C3
L]

c=a *b=Y;_0ssax b
x%6 = —1€R,

.
°
Azs5 | A2s4 | A253 | A252

TI - Technology Innovation Institute 23

Kyber.CPAPKE-512 (K-PKE-512 in FIPS 203 Draft)

Parameters: Enc(ek,p; t,e,f): pin {0,1}2%6
R=Lg[x)(x?%6+1) w/ q = 3329 U=tA+e,V=1tB+f+decmps(u)
W,= CBD(1/2,6) over [-3,+3]2%6 ct=(c4,C5) = (cmp4o(U),cmpy4(V))
Gen(pp): Dec(dk,ct):
A—R2*?, s, d—Wg?, B=As+d (U',V’) = (decmpqo(c4), decmpy(cy))
ek=(AB), dk=s M= cmp4(V'-U’s)
I A B
B = A s o+ + e e . N a2l
| " —— I
Tl - Technology Innovation Institute = U v 24
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CBD: centered binary distribution

W,= CBD(1/2,6) over [-3,+3]?%6 Blue: BD(1/2,6)
BD(1/2,n): # heads of n coin flips

TIl - Technology Innovation Institute

25

CBD: centered binary distribution

W,= CBD(1/2,6) over [-3,+3]?56 Blue: BD(1/2,6)
Pink: CBD(1/2,6
BD(1/2,n): # heads of n coin flips ! ( )
CBD(1/2,n): BD(1/2,n) — n/2 pr. 164  6/64 15/64 20/64 1564 6/64  1/64

Tl - Technology Innovation Institute

26
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Kyber.CPAPKE-512 (K-PKE-51

Parameters:
R=L[x)/(x258+1) w/ q = 3329
W,= CBD(1/2,6) over [-3,+3]256
Gen(pp):

A—R2%2, s, de—W32, B=As+d
ek=(AB), dk=s

TI - Technology Innovation Institute = u

2 in FIPS 203 Draft)

Enc(ek,p; t,e,f): pin {0,1}2%6
U=tA+e,V=1B +f+ decmp ()
ct=(C1,C2) = (cmp1o(U),cmpa4(V))

Dec(dk,ct):
(U',V') = (decmpio(c4), decmpy(cy))
W= cmp4(V'-U’s)

f
v U’ s = I[q/Z]u
+ I (o/2)y

\

27

comp, decomp, correctness

near :Q—->Z:xw |[x+1/2|
cmpg : Zgq = Lya: x > near ((Zd/q)x)
decmpy : Z,a = Zg: x + near ((q/Zd)x)

[decmpy(cmpg(x)) — x] mod g < q/24*1

Il - Technology Innovation Institute

q=3329

8; = decmp;(0) or decmp;(1)
=0 or 1665

cmp+(a) for a in [-1664,1664]

=0if -832 <=a <=832
=1o.w.

ql2 — ()
— 1
q/4
0
-q/4
-q/2

28
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correctness

Let 8 = decmp+(u). g = 3329

Gen:

B = As+d

Enc:

U=tA+e, V=tB+f+0
(c1,¢2) = (cmp4o(U),cmpy(V))
Dec:

q/2 _— ()
q=3329 — |
8, = decmp(0) or decmps(1) = 0 or 1665 [
cmps(a) for a in [-1664,1664]
=0if-832 <= a <= 832 0
=1ow.

o -q/4

-q/2

V'-U’s

= tB+f+0+e,-(tA+tet+e,)s

= t(As+d)+f+B+e -(tA+e+e,)s
=0+ (td+f+e,—es+eys)
R~ 0 +err.

(U,V’) = (decmpio(c4), decmpy(cz))

W= cmpy(V-U's)

U = U+e,, V' = v+e, W/ short g ,e,

TIl - Technology Innovation Institute

If err is small, then PKE is corerct.

29

CPA security

Parameters:
R=ZLy[x]/(x2%5+1) w/ q = 3329

W.= CBD(1/2,6) over [-3,+3]256

Gen(pp):
A—R2*2, s, d—W32, B=As+d

ek = (AB), dk = s

A s+|

TIl - Technology Innovation Institute

Enc(ek,p; t,e,f): pin {0,1}2%6
U=tA+e,V=1B +f+ decmp ()
ct=(c1,C2) = (cmp4o(U),cmpy(V))

CPA security:
1. (A,B) ~ (A, random): ML-LWE
2. (U,V) ~; (random, random): ML-LWE

e e
[ (o/2)p

s

I [a/2]u

A 30
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Example: Kyber-512

KRA-PCO against Kyber-512 Round-3

Kyber-512’s PKE: Idea [HV20] for Kyber-512 Round-2:
© Ry =1Zglx]/(x*C + 1) Consider ci=cmpo(u,0), co=cmpy(t)
+ Y, =CBD over [-3,+3]?%° b =cmp4(t-us)

+  Dec(dk,ct): s—W? b’ = cmp4(-u s))

1. (U,V’)=(decmpg(c4), decmpy(cy))

2. w=cmp;(V-U’s) mod 2 Determine s; by checking py

t-us;
—— —0
-us; —
| | | | |
Voo U s = I[q/z]u | | | | |
-q/2 -q/4 0 q/4 q/2

[HV20] Huguenin-Dumittan and Vaudenay (ACNS2020)
TII - Technology Innovation Institute [XIU+21] X, Ito, Ueno, Takahashi, Homma (ASIACRYPT2021) 32
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Behavior of y;’ w/ u=-276

For Kyber-512 Round-3 [XIU+21]:

Consider U=(-276,0), V = 208t xi
M = cmp(276 s; + 208 t)
M = cmp4(276 s;)
Determine s; by checking if
M =0..010..0 or 0..000...0
276 s, + 208 t
/—A—V
276s,

TIl - Technology Innovation Institute

(a) Kyber512
t—3 -2 -10 1 2 3
sk;

-3 11 1 1 0 0 0 O
-2 11 1 0 0 0 0 o
-11/1 0 0 0 0 0 O
o |0 0 0 O O 0 O
+1 10 0 O O O 0 1
+2 10 0 O O O 1 1
+3 10 0 O O 1 1 1

[HV20] Huguenin-Dumittan and Vaudenay (ACNS2020)
[XIU+21] X, Ito, Ueno, Takahashi, Homma (ASIACRYPT2021)

33

KRA-PCO - #Q1

3 queries determine sk;in [-3,+3]

t
sk, -3 -2-10 1 2 3
=311 1 1 0 0 0 O
-2 /1 1 0 0 0 0 O
-1/1 0 0 O O 0 O
o |0 0 0 0 O O o0
+1 0 0 O O 0 0 1
+2 0 0 0 0 0 1 1
+3 /0 0 0 O 1 1 1

Il - Technology Innovation Institute

U = (-276,0), V = 208t x|, ¢ = cmp1o(U), c2 = cmpa(V)

34
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KRA-PCO - #Query (contd.)

3 queries determine sk;in [-3,+3]
in the worst case (#Q1=3)

sk = s«WZ has 256*2 coefficients

— #Query = 512 * #Q1 = 1536

in the worst case

1. Decide s; by U = (u,0) w/ 256*#Q1 queries
1. Foriin [0,255]: decide s4; by V=208tx

2. Decide s, by U = (0,u) w/ 256*#Q1 queries
1. Foriin[0,255]: decide sy by V=208tx’

TIl - Technology Innovation Institute

U = (-276,0), V = 208t X, c1 = cmpro(U), ¢z =

cmpa(V)

35

Plaintext-Checking Oracle (PCO) from SCA

Implement PCO by SCA:

What we need:
Checking if y ?= 1 and others’ =0

How to implement PCO
1. All 0 or Random

2. All0oreforiin[0,255]
3. All0oreg

Il - Technology Innovation Institute

SCA

” K<—Decaps dk,ct)
noisy trace

Using power, EM etc.

In general, all 0 or e is better

36
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Learning s; via yy’

Idea [TUX+23] inspired by [OUKT21]: (a) Kyber512
U=(-276,0) for i=0
U=(276 x2%6-0) for i#0 t
, -3 -2-10 1 2 3
V = 208t sk,
Ho'= cmp+(276 s; + 208 t) =S 11100 00
’ -2 1 1.0 0 0 0 0
M = cmp4(276 s;) -1]/1 0 0 0 0 0 O
276 s, + 208 t g 0 WO G
kit B et —0 4110 0 0 0 0 0 1
‘ | J‘szﬁ | e 1 420 0 0 0 0 1 1
\ ! ! w w #4300 0 0 0 1 1 1
-q/2 -q/4 0 q/4 a2

[HV20] Huguenin-Dumittan and Vaudenay (ACNS2020)
TIl - Technology Innovation Institute [TUX+23] Tanaka, Ueno, X, lto, Takahashi, Homma (TCHES2023(3)) 37
[OUKT21] Osumi, Uemura, Kudo, Takagi (SCIS 2021)
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Optimizing #Queries
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Optimizing #Queries

U =(-276,0), V = 208t X', c1 = cmp1o(U), c2 = cmpa(V)

#Q1 =3
in the worst case

Q: can we reduce #queries
in the average case?

The distribution of sk; is CBD(1/2,6)

pr. 1/64  6/64 15/64 20/64 15/64 6/64 1/64

TI - Technology Innovation Institute 39

E.g.: E#Q1)

U = (-276,0), V = 208t X', c1 = cmp1o(U), c2 = cmpa(V)

pr. 1/64  6/64 15/64 20/64 15/64 6/64  1/64

d 3 3 3 3 3 3 2

E#Q1)
= 3*63/64 + 2*1/64 = 2.9843..

E(#Query)=512*E(#Q1)=1528

TIl - Technology Innovation Institute 40
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[QCZ+21] BDT by Huffman Coding

U = (208,0), ¢1 = cmpio(U), c2 in {2,...7}

pr. 1/64  6/64 15/64 20/64 15/64 6/64 1/64

d 4 4 3 2 2 3 3

E@#Q1)
= 4*7/64 + 3*22/64 + 2*35/64 = 2.5625

E@#Query)=512*E(#Q1)=1312

[QCZ+21] Qin, Cheng, Zhang, Pan, Hu, and Ding (ASIACRYPT2021)
TIl - Technology Innovation Institute https://github.com/AHaQY/Key-Mismatch-Attack-on-NIST-KEMs 41

Open Problem: more optimization

pr. 1/64  6/64 15/64 20/64 15/64 6/64  1/64

d 4 4 2 2 2 4 4

E#Q1) = 4*14/64 + 2*50/64 = 2.4375
E(#Query)=512*E(#Q1)=1248

Can we design such tests?
Huffman Bound ~ 1216 [QCz+21]

Shannon Bound ~ 1195 [GM23]
(H(sk;) ~ 2.3334)

83 -2 2 3

[QCZ+21] Qin, Cheng, Zhang, Pan, Hu, and Ding (ASIACRYPT2021)
Tl - Technology Innovation Institute [GM23] Guo and Martensson (PQCrypto2023) 42
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Tests P-bits in Parallel

Reducing #Query

#Q1 = 3 in the worst case
sk = s<WZ has 256*2 coefficients

— #Query = 512 * #Q1 = 1536
in the worst case

Q: Can we reduce #Query?

— Test in parallel

Il - Technology Innovation Institute

U = (-276,0), V = 208t X/, c1 = cmp1o(U),

c2 = cmpa(V)

44
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P-parallel test

Idea [TUX+23,RRD+23,etc]: [TUX+23]:

U=(-276,0), V = 208(tp+t1x+t,x2+t3x3) Implement MV-PCO

M = cmp(276 s; + 208 t) (i=0,1,2,3) Consider P-parallel test

Mj' = cmp1(276 s)) — #Q = 2*#Q1*ceil(256/P)~1536/P

— Determine sq . s3 by checking in the worst case

&
W?=0000 0.0/.../1111 0..0 Trade-off between 2P and #traces

276s5;1208t; 276 5,+208 t,
(2765,%208t 27654208,
—

276 s; — 1

f—Q—V
| | | | |

| I | ! |

-q/2 /4 4 2

q/ q/ 0 q/ q/ [XIU+21] X, Ito, Ueno, Takahashi, Homma (ASIACRYPT2021) for ntrulpr

TlI - Technology Innovation Institute [TUX+23] Tanaka, Ueno, X, Ito, Takahashi, Homma (TCHES2023(3)) 45
[RRD+23] Rajendran, Ravi, D’Anvers, Bhasin, Chattopadhyay (TCHES2023(2))

[RRD+23] Observation on Parallel BDT in [QCZ+21]

U =(208,0), c¢1 = cmp1o(U), c2in {2,...7}

pr. 1/64  6/64 15/64 20/64 15/64 6/64  1/64

d 4 4 3 2 2 3 3

E@#Q1)
= 4*7/64 + 3*22/64 + 2*35/64 = 2.5625

If (sko,skq)=(-3,0), #Q2=max(d.s,do)=4
E(#Q2)

= 4%1/212 + . + 3*1/212 = 2.9077...
E(#Q4)

= 4%1/224 + . +3%1/224 = 3.2813... > 3

[QCZ+21] Qin, Cheng, Zhang, Pan, Hu, and Ding (ASIACRYPT2021)

TlI - Technology Innovation Institute https://github.com/AHaQY/Key-Mismatch-Attack-on-NIST-KEMs 46
[RRD+23] Rajendran, Ravi, D’Anvers, Bhasin, Chattopadhyay (TCHES2023(2))
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[RRD+23]’s BDT (and more)

U = (208,0), ¢1 = cmpio(U), C2 in {2,...7}

#QP = 3 in the worst case
sk = s«WZ has 256*2 coefficients

— #Query=2*#Q1*ceil(256/P)~1536/P
in the worst case

Use LWE with Hint [DDGR20]
to complement partial KRA

[RRD+23] Rajendran, Ravi, D’Anvers, Bhasin, Chattopadhyay (TCHES2023(2))
[DDGR20] Dachman-Soled, Ducas, Gong, Rossi (CRYPTO 2020) 47

TIl - Technology Innovation Institute

[GM23] 2-positional mismatch attack

If we can check ug’ and pqog’™ For example:

Let a =208
Consider U=(ab + ac x128,0), V=at
forb, cin {-1,0,+1}

Mo'=cmp;(t - abs, + acsqzs)

[
o

)
]
1
1
M128'=cmp+(t - acsp - absy2g) 1
1
1

M = cmp4(abs; + acs2s+))

o 0O O =~ o 4o o

-1
1
1
1
1
1
0
0

0

SR

(or swap b and c for 128 <)
[GM23] designs good tests Note: u4,8° might be 1

[GM23] Guo and Martensson (PQCrypto2023)
Til - Technology Innovation Institute 48
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[GM23] 2-positional mismatch attack

If we can check o and pyog'”:
[GM23] designs good tests (Fig.11+13)

So

#Q2 -3 -2 -1 0 1 2 3
3 10 8 8 7 8 10 10

2 10 7 6 5 6 7 9

4 ¢ 6 4 4 4 5 38

ss 0 9 5 4 3 4 5 8
1 9o 5 4 . 4 6 8

2 | s 7 NENEEENEN 7 o

3 9 9 9 8 9 10 10

TIl - Technology Innovation Institute

E(#Q2)=10*1/212+...+3*400/212~4.70825
E(#Q) ~ 1205.3

cf:
Huffman Bound 1dim. ~ 1216 [QCZz+21]
Shannon Bound ~ 1195 [GM23]

Note: We need to check
M ?=10..020..0 or 00..020..0

If we can check 22 cases in one query,

then E(#Q) < 1536 / 2 = 768
[RRD+23, TUX+23]

[GM23] Guo and Martensson (PQCrypto2023)
[RRD+23] Rajendran, Ravi, D’Anvers, Bhasin, Chattopadhyay (TCHES2023(2¥p
[TUX+23] Tanaka, Ueno, X, Ito, Takahashi, Homma (TCHES2023(3))

[SLZ23] pairwise-parallel attack

Run [GM23] in P-parallel
Check [o',..., Wp-1 @nd Pizg’,..., H12g+p-1’

Note: If P = 2, we need to check
W=

000..0220...0,
100..0220..0,

010..0220...0
110..0220..0

Il - Technology Innovation Institute

> 6 queries to determine 2P positions
E#Q) < 2*6*ceil(256/2P)

Note:

If we can check 2P cases in one query,
then E(#Q) < 2*3*ceil(256/P)

[RRD+23, TUX+23]

[SLZ23] Shao, Liu, Zhou (EPRINT2023)
[RRD+23] Rajendran, Ravi, D’Anvers, Bhasin, Chattopadhyay (TCHES2023(2)p
[TUX+23] Tanaka, Ueno, X, Ito, Takahashi, Homma (TCHES2023(3))
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Imperfect Oracles

Effect of Imperfect PC Oracle

SCA oracle might be imperfect

0o : accuracy of the oracle

a4 : accuracy of each coeff. [QqCz+23]

ap = q02.5625

E(#err) =512 (1-ay)

brute force cost=(#err from 512)*7#er
#err=13: cost ~ 21207

fterr=1 : cost ~ 2118

(Will be reduced by LWE with hints)

Il - Technology Innovation Institute

0.
0.
0.

999999
99999
9999

- 999
-99Y
-95
- 90

.80

0.
0.

999997...
99997..

9997...

.9974..
.9745..
.8768..
.7633..

.5645..

0.
0.
0.
1.

[SCZ+23] Shen, Cheng, Zhang, Guo, Jiang (TCHES2023(1))

0013..

.061..
.144..

.973..

oo o |Effer)

0.

52
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Boosting Accuracy

0o : accuracy of the oracle

Majority Vote with t traces:
— 2 (5) @5 (1 — ao)

Likelihood comparison
by NLL (negative log likelihood)

NLL,(q,0) = =+ 251 log q(blxs; ),
where x; is s-th trace,
q(b|xs; 0) is a PDF trained by NN

TIl - Technology Innovation Institute

Experimental result [UXT+22]

0.999 0.99999 by 5  100% by 2
HW 0.998 0.99999 by 5  100% by 2
Masked 4 950 0.99999 by 11  100% by 5

SW

#Traces =t * #Query

[UXT+22] Ueno, X, Tanaka, Ito, Takahashi, Homma (TCHES2022(1))

-E_

53

[SCZ+23] Strategy

Strategy:
1. Obtain § by PCO with ag
#QRR=1 312

2. Detect err. blocks by “fast checking
#QFc=2"512/4

3. Correct wrong coefficients
#Qgng =3 #Herr*4+. ..

00=0.99, 0,=0.974, E(#err)=13

Il - Technology Innovation Institute

Fast Checking:
Check 4 coeff. by 2 queries

From §, we can compute cty & cty with
Ug?”,uq®’, U’ ust’ Vo' s t.

1. MoP=cmp4(VP'-(Ug?'sp*+. .. +U3P's3))

2. |Ji, =0

3. 80S18,83 is correct  Yg o' = 01

[SCZ+23] Shen, Cheng, Zhang, Guo, Jiang (TCHES2023(1))

54
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[SCZ+23] Simulation (Table.6 and 8)

cf #Qa=1312 in [QCZ+21] and #Quorsi=1536 in [UXT+22]

o wv [isczdy
go _#taces #er __|#races __l#er

0.995 (t=3) 3936.5 0.10 1645.1 0.51
0.950 (t=7) 9185.0 0.25 3874.5 0.15
0.900 (t=11) 14433.3 0.39 7773.9 0.25

e [isczedy
0o |#traces l#er ____#aces e

0.998 (t=2) 3072 ~0.00 1663.3 0.04
0.960 (t=5) 7680 ~0.00 3424.9 0.05

[SCZ+23] Shen, Cheng, Zhang, Guo, Jiang (TCHES2023(1))
TI - Technology Innovation Institute 55

DO-based KRA
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Kyber-768

Kyber-768:
Y,=CBD(1/2,4) over [-2,+2]?%, s—W,3

CBD(1/2,4)

pr. 116 4/16 6/16 4/16 116

dep. 3 3 2 2 2

U’ = (-208,0,0)
V' =208t x

E(#Q1)=2.3125

TIl - Technology Innovation Institute

PCO-based KRA:

E#Q) =768 * E(#Q1) = 1776
P-parallel PCO-based KRA:
#Q <= 3*3*ceil*(256/P)

P=2: #Q <=1152

P=4: #Q <= 576

57

DO = 256-Parallel PCO

Kyber-768:

W,=CBD(1/2,4) over [-2,+2]2%6, s«W¥,3
CBD(1/2,4)

pr. 116 4/16 6/16 4/16 116
dep. 3 3 2 2 2

U’ = (-208,0,0)
V' = 208t xi

E(#Q1)=2.3125

Tl - Technology Innovation Institute

PCO-based KRA:
E#Q) =768 * E(#Q1) = 1776

P-parallel PCO-based KRA:
#Q = 3*3*ceil*(256/P)

P=2: #Q = 1152

P=4: #Q = 576

DO-based KRA:
P=256:#Q =9

58
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DO = 256-Parallel PCO

Kyber-768: sko sk
Y,=CBD(1/2,4) over [-2,+2]25¢

e overbl EElllF T
Natural DO-based KRA:
#Q = 9 (in the worst case)

1. Decide s, by U = (u,0,0) w/ 3 queries

2. Decide s, by U = (0,u,0) w/ 3 queries

Ho M1 M2 M3 M2s5

3. Decide s; by U = (0,0,u) w/ 3 queries

TI - Technology Innovation Institute 59

[GNNJ23] SCA-LDPC (DO-Based KRA)

cf. 256-parallel PCO-based KRA:
#Q = 9 (in the worst case)

U=(-u,0,0), V = a(to+t;x+txx2+t3x3) . ussgtaty  uspat,
, us,+at
g’ =cmps(usi+at) —t=1  _ustat, = __,
276 s; —
b = omps(u's) | : : : |
-q/2 -q/4 0 q/4 q/2

Observation 1:
No need to —q/4 < u s; < q/4

u is flexible

[GNNJ23] Guo, Nabokov, Nilsson, Johansson (EPRINT2023/294)

Il - Technology Innovation Institute 60

235




[GNNJ23] SCA-LDPC (DO-Based KRA)

cf. 256-parallel PCO-based KRA: sko sky
#Q = 9 (in the worst case) W] b 5

Use LDPC to check error

DO-based KRA against Kyber-768:
E(#Q) = 7 (Shannon Bound)

Experiment:
12 traces for 1st masking Kyber-768
p=0.995: 10 traces

S2

S:‘

[GNNJ23] Guo, Nabokov, Nilsson, Johansson (EPRINT2023/294)
TIl - Technology Innovation Institute 61
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Summary

+ Side-channel analysis
» Direct attack
e Indirect attack

» Key-recovery attack using (MV) plaintext-checking oracle
» Perfect PCO
» Perfect MV-PCO
* Imperfect PCO

* Key-recovery attack using decryption oracle
» Perfect DO
» Coding

TIl - Technology Innovation Institute
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m S/ ERLEAEN (Simple Power/EM Analysis: SPA/SEMA)
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BA RF v RIVIZEDIEE ®) NrT
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[1] Akira Ito, Rei Ueno, and Naofumi Homma, N. Perceived Information Revisited: New Metrics to
Evaluate Success Rate of Side-Channel Attacks. TCHES 2022,
[2] Akira Ito, Rei Ueno, and Naofumi Homma, On the Success Rate of Side-Channel Attacks on

Masked Imglementations: Information-Theoretical Bounds and Their Practical Usage, ACM CCS 2022
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